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CDC  [MR.  COOMBS]:  Your  Honor,  the  defense  would,  just  request 
that  the  government  add  this  document  and  its  notice  of  when  it 
received  notification  and  when  the  document  was  prepared  as  part  of 
its  due  diligence  response  to  the  Court  as  well. 

MJ:  Government,  any  objection  to  that? 

TC [MAJ  FEIN]:  Your  Honor,  the  government  will  include  that 
except  for  the  portion  of  when  it  was  prepared.  It  is  not  part  of 
the  original  Court  order  for  due  diligence. 

MJ:  When  you  became  notified  of  it,  though? 

TC [MAJ  FEIN]:  Absolutely,  Your  Honor. 

MJ:  Okay. 

All  right,  anything  else  on  that  issue? 

TC [MAJ  FEIN]:  No,  Your  Honor. 

CDC [MR.  COOMBS]:  I  am  sorry  Your  Honor,  as  far  as  when  it  was 
prepared,  I  imagine  they  are  going  to — if  they  are  going  to  do  a 
substitution,  they  will  have  the  originals,  so  I  imagine  that  would 
be  dated,  so — so,  as  long  as  the  original  is  part  of  the  filing  the 
defense  has  no  issue  with  what  the  government  just  stated. 

MJ:  All  right. 

And,  pursuant  to  the  normal  procedures  we  have  the 
following,  it  will  be  part  of  the  record. 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 
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MJ:  All  right.  Let  us  move  on  to  the  government's  motion  for  a 

modified  protective  order.  Has  that  been  marked  as  appellate 
exhibit? 

TC [MAJ  FEIN]:  Yes,  Your  Honor,  it  has.  May  I  have  a  moment. 
Your  Honor? 

MJ:  Yes. 

[Pause] 

TC [MAJ  FEIN]:  Yes,  Your  Honor,  it  has  been  marked.  The 
government's  motion  is  marked  as  Appellate  Exhibit  163  and  the 
defense's  response  to  the  government  motion  is  marked  as  183-- 
Appellate  Exhibit  183. 

MJ:  All  right.  Government,  why  don't  you  articulate  for  the 

record  what  it  is  you  want  and  why. 

TC [MAJ  FEIN]:  Yes,  Your  Honor.  The  United  States  requests  the 
Court  amend  its  previous  order  which  would  amend  the  order  to  first 
permit  the  defense  to  immediately  file  all  of  the  defense  pleadings 
online  but  only  after  the  defense  certifies  to  the  Court  that  it  does 
not  contain  any  information  subject  to  any  of  the  protective  orders 
in  place  in  this  case.  Once  that  certification  through  e-mail  is 
complete,  then  they  should  feel  free  to  publish  any  of  their 
pleadings  online  without  requiring  the  government  to  review  the 
documents,  and  of  course  when  saying  the  government,  not  just  the 
prosecution,  the  United  States  government  and  all  equity  holders 
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reviewing  those  documents.  The  Court  has  a  classified  information 
protective  order  in  place.  The  previous  order  incorporates  any  other 
protective  orders  from  the  three  convening  authority — excuse  me,  the 
three  other  protective  orders  from  convening  authorities  and  the 
federal  protective  orders  and  disclosure  orders  for  grand  jury 
information  and  other  sealed  documents.  Ultimately,  Your  Honor,  this 
is  actually  in  line  with  the  way  the  federal  process  works  with 
electronic  filing  system.  A  counsel,  both  government  and  defense,  by 
using  their  username  and  password  certify  that  the  document  has 
properly  been  redacted  and  they  are  not  disclosing  information  that 
would  be  otherwise  filed  under  seal  or  under  a  protective  order. 

This  would  be  a  much  more  efficient  process  both  for  the  defense  and 
government  and  ultimately  the  government  moves  to  amend  the  previous 
order.  There  is  one  other  specific  issue  the  government  is  asking, 
that  is  the  Court  has,  in  the  Court's  previous  order,  stated  that  all 
names  be  either  redacted  or  use  initials,  first  and  last  initial,  for 
each  individual  named  to  protect  the  identity  of  those  individuals. 
The  government  moves  that  portion  be  amended  to  also  account  for 
positions  of  those  individuals  if  only  one  individual  holds  a  certain 
position  within  the  United  States  government,  cause  otherwise,  the 
initials  would  not  actually  serve  the  purpose  of  protecting  the 
individual . 
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1  MJ:  All  right.  Major  Fein  let  me  ask  you  a  few  questions.  The 

2  protective  order  as  it  stands  requires  the  defense  not  to  release 

3  anything  in  violation  of  a  protective  order,  is  that  right? 

4  TC [MAJ  FEIN]:  Correct,  Your  Honor. 

5  MJ:  What  does  an  additional  certification — what  does  that  get 

6  us? 

7  TC [MAJ  FEIN]:  Well,  Your  Honor,  the  additional  certification 

8  just  then  at  least  notifies  the  Court  that  the  defense  has,  well,  the 

9  United  States  would  hope,  at  least  reviewed  the  information  and 

10  certified  to  the  Court  that  they  have  actually  followed  the  Court's 

11  order.  In  essence,  Your  Honor,  it  really  would  ,'  u'"  ?  o  requirement. 

12  MJ:  So  without  a  certification,  they  are  not  going  follow  my 

13  order?? 

14  TC [MAJ  FEIN]:  No,  Your  Honor.  That  is  not  what  I  am  saying. 

15  And  in  fact,  now  that  you  have  asked  the  question,  it  does  not  even 

16  make  sense  to  have  the  certification.  It  is  being  published  and  it 

17  violates  an  order,  then  it  violates  an  order  regardless  of  the 

18  certification. 

19  MJ:  So,  are  you  still  asking  me  for  a  certification?  I  guess 

20  where  my  confusion  is  in  this  motion  is,  and  correct  me  if  I  am 

21  wrong,  I  read  my  Court  order  to  say  you  are  not  publishing  anything 

22  in  violation  of  a  protective  order. 

23  TC [MAJ  FEIN]:  Yes,  Your  Honor. 
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MJ:  So,  so  if  it  is  published  in  violation  of  a  protective 

order  whether  there  is  a  certification  or  not,  the  defense  has 
violated  the  Court's  protective  order? 

TC [MAJ  FEIN]:  Correct,  Your  Honor. 

MJ:  And,  part  of  the  justification  from  the  government  in 

asking  for  the  certification  is  that  it  is  an  onerous — it  is  onerous 
for  the  government  to  go  to  other  entities  to  look  at  the  information 
that  the  defense  is  going  to  publish? 

TC [MAJ  FEIN]:  That  is  correct.  Your  Honor. 

MJ:  The  Court  order  doesn't  require  the  government  to  do  that. 

TC  [MAJ  FEIN]*  No,.  Your  Honor,  but  in  the  original  litigation 
behind  this,  what  the  government's  position  was,  and  still  is  today, 
is  that  the  information  needs  to  be  protected.  So,  the  Court's  order 
is  in  place  and  the  other  protective  orders  that  are  incorporated  in 
by  the  Court's  order  are  in  place.  So,  what  the  original  process 
that  was  set  up  is  that  prosecution  forwards  documents  to  the 
different  equity  holders  that  would  be  potentially  affected  by  a 
public  disclosure  could  see  if  any  additional  protective  order  needs 
to  be  released.  After  the  last  few  iterations,  and  has  now  been 
determined  that  there  is  no  other  information  as  of  now,  and  that  any 
equity  order  would  think  that  needs  to  be  further  protected.  So  the 
real  issue  here  is,  is  there  a  population  of  information  that  needs 
to  be  further  protected.  After  the  last  few  months  it  has  been 
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realized,  no,  there  appears  to  not  be.  It  is  only  the  information 
that  is  already  protected  in  all  the  protective  orders.  So  now  it 
should  just  be--we  should  be  able  to  just  allow--the  government  allow 
the  defense  to  just  freely  publish  their  orders.  We  just  want  to 
make  sure  that  they  understand  that  they  need  to  follow  the 
protective  filings.  That  was  the  whole  purpose  of  certification,  so 
no,  it  should  not — the  government  essentially  withdraws  the 
requirement  for  certification  but  I  guess  would  at  least  ask  if  the 
Court  is  inclined  to  grant  the  government's  motion,  at  least  in  part, 
that  the  defense  at  least  be  reminded,  not  necessarily  admonished, 
that  they  cannot  violate  any  of  the  protective  orders  even  if  it  is 
the  federal  grand  jury  information,  classified  information,  so  on, 
and  so  forth. 

MJ:  All  right,  thank  you. 

Mr.  Coombs? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor.  Your  Honor,  I  think  that 
this  kind  of  falls  into  the,  if  it  is  not  broken  do  not  fix  it, 
category.  The  government  is  asking  this  Court  to  amend  the 
protective  order  and  I  think  when  you  look  at  why  they  are  asking,  at 
least  within  their  motion,  and  what  they  have  said  here  today,  I 
think  it  is  important  to  kind  of  look  at  the  history  of  how  we  got  to 
the  protective  order  that  we  do  have.  Initially,  the  defense 
requested,  or  gave  notification  of  its  intent  to  file  certain  motions 
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that  it  was  filing  with  the  Court  publicly  on  its  blog  site.  And, 
when  I  indicated  that  was  my  intent  to  do  that,  the  government 
basically  had  a  heart  attack,  saying,  you  know,  we  cannot  do  that. 
That  is  going  to  disclose  protected  information.  They  basically  told 
the  Court  that  the  world  would  end  if  the  defense  was  allowed  to  do 
that  and  the  Court  obviously  did  a  middle  ground,  where  it  said, 

"Look,  before  you  publish  anything  is,  you  are  going  to  have  to 
redact  it  in  accordance  with  the  protective  order,  then  provide  that 
with — you  know,  to  the  government  so  that  the  government  can  look  at 
it  and  determine  whether  or  not  additional  redactions  need  to  be  made 
prior  to  you  ever  putting  it  out  on  the  Internet  "  Which  of  course 
was  a  reasonable  solution  and  kind  of  a  splitting  the  baby  solution. 
Again,  by  way  of  history,  there  was  a  time  when  the  defense  just  put 
on  its  blog,  in  general,  the  motions  that  it  was  publishing,  the 
legal  positions,  not  any  content.  And,  at  that  point,  the  government 
had  a  heart  attack  and  motioned  to  the  Court  saying,  "Look,  the 
defense  is  putting  out  information  that  is  violating  the  protective 
order."  Major  Fein  said,  "It  is  the  government's  duty  to  protect 
individuals  and  information;  ensure  the  integrity  of  the  process  and 
a  fair  trial  which  includes  protecting  overly  prejudicial  information 
as  well  as  unclassified  but  protected  and  classified  information." 

So,  he  puts  this  whole  e-mail  out,  and  the  Court  goes  back  and  says, 
"Look,  you  know.  Major  Fein,  the  protective  order  does  not  address 
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the  legal  positions  of  the  parties.  There  is  nothing  wrong  with  the 
blog  posting."  But  all  right,  so  Major  Fein  lets  that  one  go.  And 
then,  at  this  point  now,  apparently,  going  from  the  initial  position 
of  having  a  heart  attack  at  the  idea  that  we  would  even  post 
something,  to  now  a  free-for-all,  just  go  ahead  and  post  whatever  you 
want  as  long  as,  you  know,  you  certify,  or  maybe  do  not  have  to 
certify,  that  it  does  not  violate  the  protective  order.  Those  two 
things  do  not  marry  up.  They  do  not  make  sense  how  the  government 
can  take  one  position  just  a  short  couple  months  ago  and  then  now 
today  say,  "Hey,  there  is  no  problem.  Let  the  defense  publish 
anything  they  want."  And,  the  reason  is  actually - 

MJ:  Well,  I'm  not  sure  they  are  saying  that. 

CDC [MR .  COOMBS]:  Well,  they  are  saying,  "Let  them  publish 
anything  that  they  believe  does  not  violate  the  protective  order", 
which  is  basically  a  180  from  their  previous  position.  And  their 
main  reason  for  doing  that  is  to  tell  this  Court  that  it  is  overly 
burdensome  on  them  to  do  the  review  of  the  defense's  motions.  Let  us 
look  at  that  for  a  moment.  We  highlight  the  protected  information 
that  we  believe  is  part  of  the  protective  order.  Initially,  we  just 
put  it  in  black  and  the  government  said  that  was  too  burdensome 
because  they  had  to  look  behind  the  black.  So  then,  we  highlighted 
in  yellow  so  then  now  it  is  not  burdensome  at  all  for  them.  The 
government  has  five  trial  counsel  on  this  case.  Clearly  even  this 
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1  Court,  looking  at  our  motions,  can  see  certain  information,  it  is 

2  legal  argument.  So,  there  is  a  lot  of  the  motions  have  no  protected 

3  information  in  it.  The  redactions  that  are  in  there  are  normally 

4  just  the  statements  of  the  trial  counsel  because  they  said  they  did 

5  not  want  any  of  their  statements  in  our  motions.  And  then,  any 

6  identification  of  any  individuals  who  are  not  the  parties  in  this 

7  case;  very  straightforward,  very  easy.  If  the  government  is  saying 

8  that  the  defense  can  do  this  on  its  own  now,  publish  anything  they 

9  want,  well,  a  part  of  that  statement  must  mean  that  you  do  not  have 

10  to  coordinate  with  equity  holders  in  order  to  publish  this  stuff. 

11  Or,  they  would  say,  "Defense,  you  need  to  coordinate  with  the  equity 

12  holders  before  you  publish  any  of  your  motions."  The  government  is 

13  saying  that  they  have  to — does  not  resonate  as  being  very  true 

14  because  there — many  of  our  motions,  there  was  no  equity  holder 

15  information  in  it.  So,  if  the  defense  does  not  have  to  coordinate 

16  with  equity  holders,  surely  the  government  does  not  have  to.  I  mean, 

17  with  the  benefit  of  the  redactions  highlighted  for  them,  they  can 

18  look  to  see,  "Is  this  anything  we  need  run  by  the  equity  holders?" 

19  And,  the  lion's  share  of  the  motions  that  we  filed,  the  answer  to 

20  that  would  be,  "No".  Again,  it  is  not  overly  burdensome  on  the 

21  government  to  do  this.  So,  when  you  look  at  their  statement  now,  "It 

22  is  kind  of  just  too  hard  for  us  to  do  this  and  we  are  going  to  let 

23  the  defense  file  this  as  long  as  they  know  and  are  admonished,  or  at 
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least  cautioned,  not  to  violate  the  Court's  protective  order,  we  are 
just  going  to  take  a  step  back  and  let  them  do  that."  Why  would  they 
do  that?  When  you  know--we  can  rule  out  the,  "It  is  not  overly 
burdensome",  and  the  only  reason  to  do  that  is  to  have  a  moment  to 
say,  "Gotcha,  you  published  something  that  we  believe  was  in 
violation  of  the  protective  order."  And,  this  Court  does  not  have  to 
stretch  the  imagination  to  see  how  the  government  can  create  links 
that  are  very  creative  and  say  that,  "Well,  even  though  this  piece  of 
information  is  not  protected,  you  said,  'X',  and  if  somebody  was 
aware  of,  ' Y ' ,  and  looked  at,  'X',  they  may  get  to,  ' Z ' . "  That  is  a 
government's  position  on  a  couple  of  times  where  they  have  claimed 
so-called  spillage.  And  even  in  the  most  recent  incident  where  they 
have  sounded  the  alarm  only  to  then  say,  "Okay,  it  was  not  spillage." 
The  only  reason  to  deviate  from  this  protective  order  would  be  for 
the  government  to  have  that  benefit.  And  when  we  take  a  look  at  the 
history  in  this  case,  aside  from  the  latest  issue  of  possible 
spillage,  we  have  not  had  one  issue.  And  again,  when  the  Court  said 
to  the  defense,  "Defense,  when  you  filed  this,  don't  do  halfhearted 
redactions."  Has  the  government  come  to  the  Court  once  and  said  they 
needed  additional  redactions?  No.  In  the  latest  filing,  they  did 
not  come  to  the  Court  asking,  they  just  simply  said,  "You  know  what, 
there  is  a  couple  of  footnotes  that  we  think  they  should  have 
redacted,  but  we  are  not  asking."  Had  they  just  come  to  the  defense 
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we  would  have  redacted  them.  In  fact,  even  though  they  did  not, 
those  motions  are  published  now,  and  information  that  the  government 
had  a  problem  with  in  the  footnote,  we  redacted.  So,  again,  this  is 
not  an  issue  of  needing  to  change  a  protective  order  to  fix  something 
that  is  not  broken.  And  so,  the  defense  would  request  that  the  Court 
deny  the  government's  request  to  amend  the  protective  order.  And,  if 
the  government  can  actually  show  where  it  is  overly  burdensome  to 
coordinate  with  equity  holders  and  indicate  what  information  they  are 
talking  about.  Because,  that  is  the  representation  they  made  to  this 
Court.  All  right,  you  go  look  at  our  last  10  filings.  What  in  there 
did  you  have  to  go  to  the  equity  holder;  which  equity  holder  did  you 
go  to;  who  specifically  did  you  ask  to  review  this?  There  is  nobody 
went  to.  And  if  they  did,  then  we  would  like  to  have  that  person  at 
least  provide  something  in  writing  to  the  Court  to  indicate  what  they 
did  and  how  long  they  looked  at  it  and  why  it  was  overly  burdensome. 
Because,  the  majority  of  our  motions  have  been  legal,  not  referencing 
protected  information.  And,  you  can  just  look  at  the  redactions  to 
see  what  it  is  that  was  redacted.  So,  we  would  ask  that  the  Court 
deny  the  government's  motion  in  its  entirety. 

MJ:  Well,  Mr.  Coombs,  didn't — in  your  written  filing  my 

understanding  was  that  the  defense  was  voluntarily  agreeing  to  do  the 
second  portion  of  the  government  motion  which  was  to,  and  there  was 
one  person  in  a  particular  position  to  not  identify  that  person? 
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CDC[MR.  COOMBS]:  And  we  have. 

MJ:  But,  that  is  part  of  their  motion  too,  to  amend  the 

protective  order.  Are  you  agreeing  voluntarily  to  do  that  anyway? 
That  is  what  your  motion  says. 

CDC [MR .  COOMBS]:  As  far  as  there — yes,  as  far  as  their  duty 
position,  that  we  are  saying,  ma'am? 

MJ:  Yes. 

CDC [MR.  COOMBS]:  Yes,  and  we  have  been  doing  that  even  prior  to 
this  motion  because  the  government  made  that  concern  known.  Again, 
if  they  were  just  asked  the  defense  we  would  have  no  problem  with 
doing  that.  So,  if  you  look  at,  even  prior  to  this  met ion  filing, 
the  previous  motion  filing,  we  have  redacted  the  duty  positions  based 
upon  just  the  government's  simply  requesting  to  do  so. 

MJ:  Mr.  Coombs,  does  the  defense  view  its  obligations  to  review 

the  redacted  filings  before  publication  any  differently,  with  a 
certification  or  without  a  certification? 

CDC [MR.  COOMBS]:  No,  Your  Honor.  Based  upon  the  Court's  clear 
order,  "Do  not  publish  any  protective  information".  So,  when  we  do 
our  redactions,  that  is  our  good  faith  belief  that  this  information 
that  we  are  redacting  is  subject  to  the  protective  order  or  is 
information  that  the  Court  has  indicated,  you  know,  personally 
identifying  information,  I  guess  which  is  in  the  protective  order  or 
duty  positions  now,  the  government  has  requested  that  we  redact  it. 
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1  MJ:  And,  is  the  defense  security  officer  reviewing  each  of 

2  these  filings? 

3  CDC [MR.  COOMBS]:  No,  Your  Honor.  There  are  certain  motions 

4  that  there  is  absolutely  no  classified  information.  Our  defense 

5  experts  do  not  work  solely  for  us  and  some  of  the  filing 

6  reguirements,  as  far  as  the  timeline,  especially  for  replies,  are 

7  very  short.  So,  no.  Your  Honor,  they  are  not  reviewing  everything. 

8  We  have  requested  that  the  Convening  Authority  give  direction  to  our 

9  security  experts'  superiors  that  their  duty  here  takes  precedent  over 

10  other  duties.  The  government  has  declined  to  do  that  memorandum. 

11  Because  of  that,  we  are  subject  tc  their  superiors,  I  guess, 

12  taskings. 

13  MJ:  All  right,  thank  you. 

14  CDC [MR.  COOMBS]:  Thank  you.  Your  Honor. 

15  MJ:  Major  Fein? 

16  TC [MAJ  FEIN]:  Your  Honor - 

17  MJ:  Before  you  begin,  I  do  have  a  question  for  you. 

18  TC [MAJ  FEIN]:  Yes,  ma'am. 

19  MJ:  The  second  part  of  the  justification  was  that  there  were 

20  additional  filings  that  were — that  had  been  made  periodically  as  we 

21  have  progressed  that  are  not  within  the  Court's  calendar  by  the 

22  defense. 

23  TC [MAJ  FEIN]:  Yes,  ma'am. 
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MJ:  So,  that  has  added  burden  for  you  to  go  to  outside  equity 

holders . 

TC [MAJ  FEIN]:  Yes  ma'am.  The  original  Court — the  original 
order  was  templated  from  the,  all  parties  agreed  upon;  5  weeks,  5 
days,  2,  2,  and  5,  and  1  scheduling  order.  So,  the  initial  filing  of 
the  motion  would  be  filed  and  then  the  redacted  version  review  would 
be  due  2  weeks  after  that,  so  that  is  the  initial  filing  new 
information,  that  goes  out  to  everyone  who  needs  to  review  those 
documents.  They  give  back  the  feedback,  we  notify  the  Court  and  the 
defense  whether  there  is  an  objection  or  not;  whether  or  not  we  need 
to  file  subsequent  protective  order.  Then,  that  is  on  the  response 
date.  Responses  are  then  due.  We  send  those  out.  We  get  this  back 
and  have  to  notify  the  Court  by  the  reply  date.  But  then,  there  is 
three  days  after  that  for  the  reply  date,  once  the  replies  are  filed, 
to  respond.  Well,  many  of  the  filings  that  have  occurred  without — I 
would  assume  it  is  about  one-third  of  the  filings  that  have  occurred 
outside  of  the  normal  schedule  of  two  weeks,  two  weeks,  five  days. 

So,  because  of  that  Your  Honor,  the  prosecution  itself  and  more 
importantly  the  outside  organizations  are  having  to  spend  a 
significant  amount  of  time  for,  you  know,  shuffling  the 
administration  and  having  those  documents  reviewed  vice  doing  all  of 
the  other  work  that  they  may  be  doing  for  this  case.  These  are  the 
same  individuals  that  are  coordinating  discovery  at  the  different 
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organizations  based  off  of  the  defense's  request.  Court  orders,  and 
the  prosecution's  request;  same  individuals  are  doing  this  and  that 
and  other  tasks. 

MJ:  So,  are  you  asking  me  to  set  up  some  sort  of  systemic 

period  for  filings  outside  of  the  normal  Court  calendar? 

TC [MAJ  FEIN]:  Well,  Your  Honor,  if  the  Court's  inclined  to  not 
rule  in  favor  of  the  government,  to  just  allowing  the  defense  to 
publish  without  government  reviewing  their  work,  to  absolve  them  of 
that  responsibility  then  yes,  we  are  asking  in  the  alternative  to  set 
up  a  calendar  that  would  give  more  time  to  review  these  instead  of, 
you  know,  there  is  three  days.  The  filing  is  on  a  Friday,  by 
Wednesday,  yet  like  this  past  Friday,  while  the  prosecution  is 
sitting  here  litigating  motions,  we  also  have  to  simultaneously  be 
coordinating  to  make  sure  all  of  the  entities  give  the  feedback  by 
Wednesday  according  to  the  current  interpretation  of  the  Court's 
order;  so,  yes. 

MJ:  Defense  argued  to  me  that  most  of  the  motions  are  legal 
without  much  requirement  to  go  to  equity  holders.  Does  the 
Government  agree  with  that? 

TC[MAJ  FEIN]:  No,  Your  Honor.  The  government  agrees  that  some 
percentage,  probably  more  than  50  percent,  up  to  May  were  legal  in 
nature  but  once  discovery  has  started,  the  majority  are  dealing  with 
information  that  still  needs  to  be  sent  out  to  the  equity  holders  and 
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it  is  the  voluminous  type  of  material.  You  know,  yes,  the  Department 
of  State  is  very  easy,  that  goes  to  the  Department  of  State.  But 
motion  to  compel  discovery  number  two,  motion  to  compel  discovery 
number  one,  originally,  those  spanned  much  of  the  government,  at 
least  involved  in  this  case  on  a  somewhat  regular  basis.  Even  some 
of  the  legal  motions.  Your  Honor,  still  require  us  to  send  out  the 
information  unless  there  is  no  facts  in  there. 

MJ:  You  say,  "require  us".  The  Court  order  does  not  require 

you  to  do  anything  other  than  object  so  where  is  this  coming  from? 

TC [MAJ  FEIN]:  No,  Your  Honor.  Your  Honor,  the  requirement  is 
coming  from  the  equity  holders  that  we  owe  a  responsibility,  on 
behalf  of  representing  the  government,  to  make  sure  their  information 
is  properly  protected. 

MJ:  So  I  guess  that  is  where  I  am  confused.  So  how  is  it 

properly — where  is  the  fact  that  the  defense  certifies  suddenly 
negate  this  requirement  that  the  government  has  figured  out  that 
needs  to  go  to  these  equity  holders?  Why  is  that  enough? 

TC [MAJ  FEIN]:  It  isn't.  Your  Honor.  What  has  happened  over  the 
last  few  months  is  based  off  of  the  processing — based  off  of  the 
defense  doing  redactions  that  actually  everyone  agrees  with  the 
equity  holders  have  now  come  on  board  to  agree  that  they  do  not  need 
to  do  review  everything  ahead  of  time  especially  after,  you  know, 
doing  a  risk/cost  analysis  here.  You  know,  the  defense  is  doing  what 
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they  said  they  would  do  so  they  do  not  see  a  reason  why  the  risk  is 
lower  that  they  will  disclose  information  and  now  they  would  like  to 
be  able  to  streamline  this  and  support  the  government--the 
prosecution  motioning  the  Court  to  allow  the  defense  to  do  this. 
Because  and  again.  Your  Honor,  the  original  litigation  on  this  was 
all  filings  not  just  defense.  The  Court's  order  was  just  defense 
filings.  So,  the  government's  position  is  now  just  focused  on  the 
defense  filings.  We  agree.  They  should  be  able  to  file  all  of  their 
information  publicly  so  long  as  they  are  not  violating  the  protective 
order . 

MJ:  So,  Major  Fein,  if,  as  I  believe  you  said  before,  the 

certif ication--the  Court  order  is  clear.  If  the  defense  files 
something  in  violation  of  one  of  those  protective  orders,  they 
violate  the  Court  order,  certification  or  not. 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

MJ:  So,  even  without  the  certification,  can  the  government  make 

the  decision,  "All  right,  we  are  just  going  to  review  the  defense 
filings  as  they  come  and  object  or  not  object",  and  streamline  the 
process? 

TC [MAJ  FEIN]:  Could  you  rephrase  that  question.  Your  Honor? 

MJ:  The  Court  order  currently  has  a  timeline  for  the  government 

to  object.  Again,  the  Court  order  does  not  say  that  the  government 
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has  to  go  beyond  the  trial  counsel  for  that  objection.  That  is  the 
process  that  the  government  has  developed  in  and  of  itself. 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

MJ:  The  initial  motion,  as  I  read  it,  seems  to  state  that  it  is 

the  defense  certification  that  drives  the  train  on  whether  these 
other  equity  holders  want  to  review  the  defense  filing. 

TC [MAJ  FEIN]:  No,  Your  Honor.  The  certification  was  proposed 
to  the  Court  only  to  have  the  defense  acknowledge  to  the  Court 
affirmatively  that  they  understand  that  these  three  motions--it  is  an 
accountability  issue.  Your  Honor.  And  if,  as  Mr.  Coombs  representing 
the  entire  defense  team  has  stood  up  with  the  Court  and  said,  you 
know,  "To  us,  if  we  are  filing  it  we  are  telling  the  Court  that  we 
acknowledge  the  protective  orders",  they  have  done  a  blanket 
certification.  If  the  Court  is  comfortable  with  that,  the  government 
is  going  to  be  comfortable  with  that  as  well.  So,  the  certification, 
again,  was  just  for  the  defense  to  certify  to  the  Court  that  they 
will  follow  the  orders.  That  is  it.  They  are  always  under  the 
obligation  as  it  is.  The  oddity  here  from  the  government — the 
prosecution  standpoint  is  that  the  defense  wants  the  government  to 
review  their  work  product  prior  to  it  going  out  to  absolve  them  of 
that  responsibility  and  that  is  what  has  been  happening.  The 
prosecution  is  not  looking  to  any  gotcha  moments  or  to  catch  the 
defense.  In  fact,  we  do  not  want  to  be  in  that  business.  Your  Honor. 
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We  want  to  focus  on  litigating  this  case,  to  completing  discovery, 
and  moving  forward  and  not  hindering  the  process. 

MJ:  All  right,  so  the  government's  already  moved  to — withdrawn 

its  certification  based  on  what  Mr.  Coombs  has  said? 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

MJ:  Now,  the  defense,  in  filing  their  redacted  motions  and 

submitting  them  to  you  for  objection  is  basically,  I  do  view  it  as  a 
blanket  certification  that  I  have  reviewed  this  and  I  am  in 
compliance  with  the  Court  order.  Now,  is  the  government  proposing 
that  I  change  the  protective  order  and  not  require  the  government  to 
have  a  deadline  for  objection?  Just  let  the  defense  file  without  the 
government  looking  at  it? 

TC [MAJ  FEIN]:  Yes,  Your  Honor.  That  is  ultimately  what  the 
government  is  requesting;  that  the  defense,  once  they  send  it  in  to 
the  Court,  the  motion,  then  they  filed. 

MJ:  Major  Fein,  I  will  tell  you  right  now,  I  am  not  inclined  to 

look  to  do  that.  The  process  has  worked  so  far  with  the  defense 

submitting  redactions  and  then  the  government  having  time  to  object. 
You  know,  whether  you  send  it  out  or  the  streamlined  process,  that  is 

up  to  the  government.  But,  I  do  want  the  government  having  to  at 

least  having  to  look  at  it  and  say  there  is  an  objection  or  there  is 
not  an  objection. 
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TC [MAJ  FEIN]:  Well,  Your  Honor,  I  guess,  you  know,  going  back 
to  the  defense's  statement,  if  it  is  not  broken,  don't  fix  it.  Well, 
from  the  defense's  perspective,  of  course  not  broken.  The  government 
is  saying  it  is  broken. 

MJ:  I  guess  I  am  confused.  How  is  it  broken?  It  is  the 
government  itself  that  is  deciding  to  go  to  these  outside  equity 
holders . 

TC[MAJ  FEIN]:  Well  yes.  Your  Honor,  because  the  prosecution — it 
goes  to  the  exact — so  it  would  be  the  same — we  are  in  the  same 
position  that  defense  is  in.  Your  Honor,  essentially.  That  they  have 
to  make  a  judgment  call  based  off  what  the  defense  is  filing  whether 
we  as  the  prosecutors  are  saying  the  defense  is  violating  a 
protective  order.  Granted,  we  are  stewards  of  the  government,  we  are 
government  agents,  we  are  representatives  of  the  government,  but  we 
are  not  going  to,  as  the  prosecutors,  make  that  sole  decision  based 
off  of  a  defense  filing.  So  now,  we  are  getting  into  their  product 
between  them  and  the  Court  to  say  there  is  a  party  foul.  There  is 
something  they  should  not  have  done.  So,  what  the  prosecution  set  up 
originally,  not  because  of  the  Court's  order,  and  it  was 
transparent [sic]  to  the  Court  and  the  defense,  was  to  send  it  out  to 
those  who  notified  the  prosecution  they  wanted  to  review  documents 
for  this  purpose.  But,  as  that  process  has  been  going  on,  it  is 
broken.  So  yes,  the  government  is  under  no  obligation  from  the  Court 
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to  send  that  information  out  but  what  would  be  left  is  if  we  do  not 
send  it  out  to  them,  then  once  again,  we  as  the  prosecutors  are  the 
ones  certifying  that  they  have  not  violated  the  protective  order. 

So,  the  prosecutors  are  telling  the  Court  the  defense  has  not 
violated  a  protective  order  and  if  we  get  it  wrong  they  still 
violated  the  protective  order.  But  the  only  one  who  makes  a  decision 
are  those  that  institute  the  protective  orders  or  originated  it. 

And,  that  is  why  we  send  it  out.  Your  Honor. 

MJ:  I  understand  that.  I  guess  where  I  am  confused  is,  all  of 

these  equity  holders  are  acceptable  if  the  defense  certifies?  I 
mean,  their  information  is  still  at  risk,  so  that  is  what  I  am 
having - 

TC [MAJ  FEIN]:  It  is,  Your  Honor. 

MJ:  - my  confusion. 

TC [MAJ  FEIN]:  Well,  I  apologize  for  the  confusion.  The  reality 
is.  Your  Honor,  that  since  this  first  came  up  in  March  and  is  now 
towards  the  end  of  July  that  all  of  these  equity  holders  are 
confident  that  the  defense  is  going  to  continue  doing  what  is  right 
because  they  have  done  it  so  far.  And  more  importantly,  confident 
that  the  Court  is  going  to  enforce  the  Court's  protective  orders. 

MJ:  The  Court  is  going  to  enforce  the  Court's  protective 

orders . 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 
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MJ:  That  is  why  I  am  inclined  to  leave  the  government  objection 

piece  there.  The  fact  that  you  do  not  object--I  mean,  if  the  defense 
files  something  in  violation  of  a  protective  order,  their 
certification  isn't  going  to  stop  that  if  the  entities  do  not  review 
it. 

TC [MAJ  FEIN]:  Yes,  Your  Honor.  But,  the  defense  wants  the 
ability  to  submit  these  to  the  government  to  have  them  reviewed  so  if 
we  come  back  and  tell  the  Court  we  have  no  additional — our  normal  e- 
mail  strand  that  would  be  part  of  the  appellate  record  is  the 
government  does  not  intend  to  file  any  additional  protective  order 
based  off  of  the  defense's  reactions,  kind  of  the  almost  canned 
language  now. 

MJ:  Yes. 

TC [MAJ  FEIN]:  So  at  that  point,  the  defense  is  in  a  position  to 
say  the  government--the  government  has  now  reviewed  all  of  my 
material  and  I  am  free  and  clear  in  sending  it  out.  So,  if  we  were 
not,  as  the  prosecution,  sending  this  to  the  equity  holders  and  we 
are  to  simply  say,  you  know,  we  have  no--"We  have  reviewed  these 
redactions.  They  have  complied  with  your  Court  order.  From  our 
perspective  it  is  not  there.  But  they  have  a  violation  of  a — the 
protective  order  that  we  did  not  catch,  the  defense's  position  has 
already  been  articulated  during  the  Court-martial  process,  not  today, 
that  then  they  would  then  somehow  be  absolved  of  the  responsibility. 
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Same  thing  with  litigating  the  classified  information  protective 
order,  that  they  can  step  back  and  say,  "I  did  my  best.  The 
government  had  a  chance  to  review  it,  I  am  now  not  responsible." 

Well  just  the  opposite.  And  just  like  in  the  federal  system,  once  it 
is  submitted  and  made  public  in  the  filing  system  it  is  the 
independent  defense  or  prosecutor  that  is  responsible.  And,  the 
government  or  the  defense  isn't  reviewing  each  other's  documents. 

That  is  the  difference.  Your  Honor.  If  the  Court  is  inclined  to  say 
that  the  second  they  submit  it  to  the  prosecution  and  we  review  it, 
and  become  back  and  say  we  did  not  find  anything  that  is 
objectionable,  yet  there  ends  up  being  something  objectionable  then 
sure,  we  would  can  leave  the  order  in  place.  That  has  ever  been  the 
way  that  either  the  prosecution — and  we  would  have  to  look  back  at 
the  record,  what  the  defense  had  previously  litigated  the  process 
would  end  if  there  is  a  violation  after  that. 

MJ:  Well  that  is  how  I  am  looking  at  this.  So  thus  far  there 

have  been — there  has  not  been  an  issue.  There  haven't  been 
violations.  If  the  government  streamlines  its  position  and  decides, 
"all  right,  we  are  just  going  to  have  these  reviewed  by  the 
prosecution  team",  and  the  defense  files  something  and  there  does 
become  a  violation  of  the  Court  order,  I  am  certainly  free  to  modify 
this  Court  order  and  say,  "That  is  it  for  defense  filings."  Is  that 
is  something  the  government  can  live  with? 
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TC [MAJ  FEIN]:  Well  other  than  to  stop  the  public  filings.  Your 
Honor,  then  also  there  would  be  the  second  part  which  is  holding  any 
individual,  even  the  government,  and  the  defense  responsible  and 
accountable  for  the  violation.  If — there  is  a  lot  of  caveats  there. 
Your  Honor,  it  is  not  sending  it  straight  to  the  bar,  it  is  not 
taking  sanctions  out  necessarily,  but  there  needs  to  be 
accountability  as  well.  So,  one  is  not  absolved  simply  because 
another  entity  has  looked  at  it. 

MJ:  All  right,  I  think  I  am  understanding  this.  I  am  certainly 

not  viewing  the  fact  that  the  government  has  reviewed  it  and  said  it 
is  not  objectionable,-  that  would  be  something  to  go  into  the 
analysis,  of  what  was  released.  The  defense,  in  filing  something,  is 
certainly  certifying  to  the  Court  that  this  is  not  in  violation  of 
any  of  the  protective  orders.  Now,  I  am  assuming  when  the  government 
looks  at  it  they  are  looking  at  it  with  the  same  eye.  I  am  giving 
the  government  an  opportunity  to  take  a  second  look  at  and  say, 

"Okay,  I  do  not  agree  with  that",  or,  "we  think  there  may  be  an  issue 
here."  Beyond  that,  that's  up  to  the  government.  But,  I  am  willing 
to  look  at  a  period  of  delay  for  filings  that  are  not  anticipated.  I 
understand  the  government's  concern  with  sending  filings  every  other 
day  up  to  various  agencies  to  look  at.  Do  you  want  to  propose 
something  to  me? 
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TC [MAJ  FEIN]:  We  would.  Your  Honor,  if  the  Court  is  inclined  to 
go  that  direction.  If  we  could  have  more  time  to  get  back  to  you. 

MJ:  Okay,  how  long  do  you — when  you  want  to  propose  something 

to  me? 

TC [MAJ  FEIN]:  Well,  Your  Honor,  we  could  probably  do  it  during 
the  next — after  long  next — the  next  long  recess  or  after  lunch. 

MJ:  Why  don't  we  say  after  lunch? 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

MJ:  Then  we  will  readdress  that  piece  of  this  protective  order. 

Again,  government,  you  can--talk  to  me  a  little  bit  more.  I  am  not 
inclined  to  change  something  that  is  working  so  far.  I  understand 
from  the  government's  perspective  that  it  is  onerous  to  go  out  to  all 
of  these  entities  and  that  is  something  that  you  all  should  think 
about  among  yourselves  as  to  whether  that  is  really  necessary. 

TC [MAJ  FEIN]:  Yes,  Your  Honor.  And  Your  Honor,  just  one  other 
note  just  to  clarify  the  record.  The  defense  mentioned  that  they 
submitted  requests  to  the  Convening  Authority  to  dedicate  the  time  of 
their  experts.  That  request  has  never  come  through.  This  is 
probably  better  if  actually  litigated  as  a  separate  issue  if  the 
defense  wants  to  raise  it.  But,  all  the  defense  has  done  despite  the 
government's  multiple  e-mails  to  clarify  is  submitted  a  memo  on  the 
letterhead  of  the  Convening  Authority  saying,  "Just  have  the 
Convening  Authority  sign  this."  No  request,  no  explanation,  no 
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explanation  of  the  time  or  resources  it  would  require  in  order  to 
make  these  experts  have  dedicated  time.  And  so,  for  the  past, 
unfortunately,  multiple  months  now  we  have  asked  the  defense  to 
follow  the  rules  and  submit  a  request  and  that  has  yet  to  occur. 

MJ:  Okay,  well  that  issue  is  not  before  the  Court  and  hopefully 

will  not  come  before  the  Court. 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

CDC [MR .  COOMBS]:  Your  Honor,  just  to  respond  for  one  second. 
Major  Fein  says  that  the  equity  holders  do  not  see  a  need  to 
basically  review  the  defense  filings  prior  to  us  certifying  them 
because  we  have  been  doing  such  a  good  job,  'which  is  comforting  to 
know,  the  trial  counsel  probably  can  take  benefit  of  that  same 
standard  from  the  equity  holders,  "Look,  you  do  not  need  to  send  the 
stuff  to  us.  The  defense  is  doing  a  pretty  good  job.  Why  don't  you 
just  look  at  it  yourself?  If  you  see  something  then  you  can  note 
that."  You  know,  I  guess  the  kind  of  disconnect  here,  their  argument 
does  not  seem  to  be  borne  out  of  principle  as  opposed  to  just 
necessity  of  trying  to  get  out  of  the  protective  order's  current 
terms.  But,  really  when  you  think  about  it,  all  they  need  to  do  is, 
if  the  equity  holders  say,  "We  don't  need  to  see  this";  if  they  look 
at  it  and  they  note  other  things  that  they  think  should  be  redacted, 
the  Court's  order  only  requires  them  to  note  what  that  is  and  state 
with  specificity  why.  It  doesn't  require  that  the  equity  holders 
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say,  "Yeah,  that  should  have  been  redacted."  And  so  far,  they  have 
not  done  any  of  that.  But,  you  know,  if  they  come  back  and  they  say, 
"Hey,  we  need  to  redact  a  particular  portion",  chances  are  pretty 
good  the  defense  is  just  going  to  redact  it  to  avoid  any  issue.  But, 
there  has  not  been  the  need  for  that.  So,  as  the  Court  astutely 
points  out,  this  burdensome  process  is  self-created.  Because,  you 
cannot  have  it--two  things  can  be  true,  that  the  equity  holders  say, 
"Oh,  the  defense  is  doing  a  great  job,  let  them  have  at  it."  And, 
"Oh,  ma'am,  it  is  so  burdensome.  We  need  to  send  this  to  all  of  the 
equity  holders."  Those  two  things  can't  be  true.  And,  you  know,  if 
the  equity  holders  are.  not  concerned  about  the  defense  filings  based 
upon  job  we  have  done,  then  the  government  obviously  can  take 
advantage  of  that  same  lack  of  concern  and  look  through  it  and  if 
they  note  something,  follow  the  protective  order.  They  just  need  to 
highlight  it  and  state  why  they  think  it  should  be  redacted.  And, 
more  than  likely  all  they  need  to  do  is  just  as  the  defense,  much 
like  with  the  footnotes.  They  didn't  file  anything  with  Court;  the 
defense  did  it  on  its  own.  So,  if  they  want  something  redacted  and 
if  they  can  say,  "Hey,  we  think  this  really  should  be  redacted",  we 
will  redact  it.  But,  when  you  take  a  look  at  our  filings  that  we 
have  filed  just  for  this  motions  hearing,  you  would  be  hard-pressed 
to  find  a  piece  of  information  that  needs  to  go  to  the  equity 
holders.  They  point  out  the  compelling  discovery  motions.  The 
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1  compel  discovery  motions  doesn't  reference  protected  information. 

2  Look  at  our  redactions  in  the  compel  discovery  motions.  Those  are 

3  basically  the  litigation  positions  of  the  government  because  they  did 

4  not  want  them  in  there  and  personally  identifying  information  but  not 

5  actual  protected  information. 

6  MJ:  Mr.  Coombs,  what  is  the  defense's  position  on  what  the 

7  government  said  about,  if  you  file  and  they  do  not  object  that  you 

8  are  absolved  of  responsibility  for  violating  the  protective  order? 

9  CDC [MR.  COOMBS]:  Well,  I  think  the  Court  is  correct  when  it 
10  says,  "Well,  that  is  just  going  to  be  a  factor  that  the  Court  is 

'll'  "  going  to  look  at."  So,  if  I  were  in  the  Court's  position  and  the 

12  defense  filed  something  and  the  government  look  at  it,  did  not  catch 

13  it,  and  later  on  we  find  out  there  is  protected  information  there, 

14  then  in  the  calculus  it  would  be,  "Defense,  did  you  do  this 

15  intentionally?  And,  why  didn't  you  catch  it?"  And  unless  I  felt 

16  comfortable  that  the  defense  was  making  honest  representations  back 

17  to  me,  in  candor  to  the  Court,  then  obviously  that  would  factor  into 

18  what  you  would  do  when  it  comes  to  whether  or  not  this  is  a  violation 

19  of  the  protective  order — intentional  violation.  I  think  if  the 

20  defense  files  something,  you  are  right,  we  are  representing  that 

21  there  is  nothing  in  here  that  is  not  redacted  that  is  subject  to  the 

22  protective  order.  And  if  the  government  does  not  catch,  let  us  say 

23  fact  "A"  either,  that  may  be  something  where  it  was  reasonable  to 
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miss  that,  I  guess.  I  think  only  if  the  defense  did  it  intentionally 
and  the  Court  believed  that  then,  I  mean,  I  guess  that  would  be  a 
whole  factor.  So,  I  would  expect  that  you  would  ask  me  questions 
like,  "why  did  not  you  catch  that  "A"?  And  I  would  have  to  give  you 
an  answer  that  is  candor  to  the  Court.  And,  if  I  said,  "You  know,  I 
should  have  and  I  just  thought  it  should  not  be  classified  or  should 
not  be  protective,  so  I  just  did  it  anyways."  Well  then,  you  would 
be  rightful — in  your  right  place  to  hold  me  in  violation  of  a 
protective  order. 

MJ:  So,  is  the  defense  going  to  exercise  any  less  diligence 

than  it  has  been  since  the  process  began  in  reviewing  filings  for 
things  in  violation  of  the  protective  order  if  the  government  makes 
its  decision  that  it's  not  going  to  go  back  to  equity  holders? 

CDC [MR.  COOMBS]:  No,  Ma'am.  And,  in  fact  if  the  government — I 
am  even,  again,  being  totally  reasonable.  If  the  government  believes 
that  there  is  a  piece  of  information  that  should  be  protected,  but 
they  want  to  get  the  equity  holders  opinion  on,  they  just  need  to 
tell  us  what  it  is,  we  will  redact  it.  So,  they  could  still  go  get 
the  equity  holder's  opinion,  I  guess,  if  they  wanted  to  for  their  own 
personal  edification,  but  from  the  standpoint  of  a  filing,  we  will 
redact  it.  There  is  no  problem  with  making  the  redactions  that  the 
government  would  request. 
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MJ:  All  right,  I  would  also  like  the  Defense's  position  on,  I 

think  the  government ' s  argument  has  merit  on — we  have  a  lot  of 
filings  have  not  met  the  two  week,  two  week,  five  days.  Sometimes 
they  are  involved  in  particular  things  that  are  being  litigated. 
Sometimes  they  just  come  up.  But,  they  have  come  up,  and  they  have 
come  up  frequently. 

CDC [MR.  COOMBS]:  Yes,  ma'am. 

MJ:  What  is  the  Defense's  position  with  allowing  the  government 

additional  time  on  those? 

CDC [MR.  COOMBS]:  Ma'am,  again,  the  defense — the  goal  on  the 
defense  is  to  have  our  public  filings  available  prior  to  the  39(a) 
session  just  for  the  benefit  of  the  public  to  know  what  we  are 
talking  about.  Even  the  last  39(a)  session  that  wasn't  achieved, 
based  upon  the  filings.  If  there  is  a  filing  that  is  not  part  of  the 
case  calendar  and  the  government  says,  "We  need  additional  time",  the 
defense  has  absolutely  no  objection  to  that.  So,  if  they  say,  "We 
want  another  week",  "Another  two  weeks",  I  guess  two  weeks  would  be 
the  outside  because  that  would  be,  if  they  were  on  a  calendar,  they 
would  have  two  weeks.  So,  assuming  they  say,  "We  want  two  weeks", 
the  defense  has  absolutely  no  objection  to  any  filing  that  is  not  on 
the  case  calendar  if  they  believe  they  need  additional  time.  That  is 
not  a  problem  with  the  defense. 

MJ:  All  right,  thank  you. 
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Major  Fein? 

TC [MAJ  FEIN]:  Nothing,  Your  Honor. 

M J :  Okay.  Well,  the  Court  is  going  to  take  this  under 
advisement  as  the  government  is  going  to  give  me  a  proposal  for  a 
systemic  extension  of  time  that  is  built  into  the  Court  order  so  we 
do  not  have  to  do  this  piecemeal. 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

MJ:  Okay. 

Next  on  the  agenda  we  have  the  defense  motion  to  dismiss 
Specifications  13  and  14 — renewed  motion.  Has  the  motion  and 
response  been  marked  as  appellate  exhibits? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor.  The  defense's  initial  motion 
is  Appellate  Exhibit  165  and  our  reply  is  Appellate  Exhibit  201, 
along  with  Appellate  Exhibit  201,  as  the  defense  noted  in  802 
session,  we  had  an  additional  filing  which  I  will  be  referring  to 
during  the  oral  argument. 

MJ:  Hold  on  just  a  moment,  I  have  got  Appellate  Exhibit  170, 

and  that  is  it.  [Pause]  All  right,  I  have  Appellate  Exhibit  165, 
Appellate  Exhibit  170,  and  I  am  not  sure  on  this  one,  could  you  add  a 
number  to  this  please. 

[The  court  reporter  did  as  directed.] 

MJ:  All  right,  and  appellate  Exhibit  201.  Proceed. 

CDC [MR.  COOMBS]:  Thank  you.  Your  Honor. 
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Ma'am,  we  are  here  again  making  a  motion  to  the  Court  to 
dismiss  Specifications  13  and  14.  And,  the  reason  we  are  here  again 
is  because  at  the  last  motion  session,  the  government  represented  to 
the  Court  that  it  had  some  evidence  other  than  the  AUP  to  offer  in 
order  to  avoid  the  dismissal  of  Specifications  13  and  14;  and  we  see, 
based  upon  our  filing  and  the  government's  reply — or  response,  and 
our  reply,  that  they  have  no  additional  evidence  other  than  the  AUP. 
The  key  inquiry  here,  and  we  can  probably  end  the  inquiry  on  this 
question,  is,  "Did  PFC  Manning  have  the  authority  to  access  and 
download  the  information  in  question?"  And  the  answer  that  is 
uncontradicted  is  an  emphatic,  "Yes,  he  did."  And,  if  it  is  yes  then 
he  has  authorized  access.  You  don't  look  at  the  purpose,  that  is  the 
Nosal.  You  do  not  look  at  the  AUP,  the  manner,  that  is  Drew  case. 

You  just  look  at  whether  or  not  the  individual  has  authorized  access. 
That  is  the  end  of  the  inquiry.  Every  case  that  goes  along  the  Nosal 
holding,  and  what  this  Court  also  went  with,  focuses  on  whether  the 
access  to  the  information  is  authorized,  not  the  purpose  for  why  the 
person  access  to  it,  not  the  manner  in  which  they  access  it. 

MJ:  Where  do  you  have,  "Not  the  manner  in  which  they  accessed 

it"? 

CDC [MR.  COOMBS]:  The  manner  goes  to — and  when  I  get  to  the  AUP, 
ma'am,  the  manner  goes  to  the — basically,  the  restrictions, 
contractual  base  restrictions.  And,  Professor  Kerr  lays  out  both  the 
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contractual  based  and  the  code  based  restrictions.  And  what  courts 
that  follow  the  Nosal  opinion,  or  Courts  that  agree,  I  guess,  with 
Professor  Kerr  and  his  view  of  this  are  only  concerned  with  the  code 
based  restrictions.  Was  there  a  limitation  on  access  that  the  person 
had  to  circumvent?  If  the  answer  to  that  is,  "Yes",  then  we  are 
going  to  protect  it.  If  the  answer  to  that  is,  "No",  then  the 
employer  can  be  upset  with  what  the  employee  did  and  probably  seek 
contractual  remedies  or  in  this  case  I  mean  you  could  charge  other 
things  such  as  for  the  Wget  you  can  charge  an  Article  92  violation, 
but  it  is  not  a  1030  violation  and  that  is  the  key  aspect  here.  So, 
the  undisputed  evidence  in  this  case,  and  the  government  kind  of 
coyly  says  in  its  motion  that  they  have  not  stipulated  that  PFC 
Manning  had  access  to  each  and  every  piece  of  information,  but  even 
within  the  government's  own  filings,  they  admit  that  anyone  who  had 
access  to  the  SIPRNET  had  access  to  the  Net-Centric  Diplomacy 
Database.  That  is  flat-out  admission.  They  also  admit  that  anyone 
who  had  access  to  the  Net-Centric  Diplomacy  database  could  download 
the  cables.  That  is  also  a  flat-out  admission  by  the  government. 

The  government,  and  I  will  get  into  this  in  a  little  bit  more,  tries 
to,  in  the  defense's  view,  pull  the  wool  over  the  Court's  eyes  when 
it  comes  to  their  argument.  They  say  that  you  had  to  click  and 
download  these  things  individually;  that  is  how  you  had  to  do  it. 

And,  that  PFC  Manning  exceeded  his  authorized  access  when  he  used  the 
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program  Wget  and  they  try  to  add  in  buzzwords  that  make  it  sound  a 
lot  like  a  code  based  restriction  but  it  is  not.  And,  their  argument 
falls  flat  when  the  Court  takes  a  look  at  it.  So,  let's  take  a  look 
at  the  types  of  theories  that  you  can  exceed  authorized  access.  And, 
I  would  kindly  ask  the  Court  to  look  at  page  6  of  our  reply  motion 
and  also  the  attachment  to  their  reply  motion  which  lists  the  AUP. 

MJ:  All  right. 

CDC [MR .  COOMBS]:  So  ma'am,  looking  at  page  6,  you  see  that 
there  are  essentially  three  theories  of  exceeding  authorized  access. 
You  can  have,  under  theory  1,  a  contractual  term  of  service 
violation.  So,  this  is  something  other  than  a  purpose  based 
restriction.  So,  ma'am,  if  you  look  at  the  attachment  and  you  look 
at  what  would  be  page  3  of  the  attachment,  it  should  be  an  AUP; 
everything  really  kind  of  down  from  6(a)  down,  is  a  contractual  term 
of  restriction,  such  as,  "You  are  only  going  to  use  authorized  H-A 
hardware  and  software.  You  are  going  to  use  virus  checking 
procedures.  You  are  going  to  have  a  secure  password."  All  of  these 
are  contractual  terms  of  service  violations.  So,  they  are  not 
dependent  upon  purpose  based,  it  is  whatever,  in  this  case  the  United 
States  Army  but  it  could  be  any  employer,  whatever  terms 
contractually  they  want  to  put  in  their  AUP  as  far  as  a  limitation  of 
what  you  can  and  cannot  do  for  access  to  their  information.  That  is 
what  this  is.  This  is  contractual.  So,  there  is  no  limitation  on 
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this,  there  is  no  requirement  for  it  to  be  reasonable.  Any  employer 
can  put  anything  they  want  as  far  as  a  term  here.  If  you  look  at — 
and  that  is  in,  our  opinion,  the  least  compelling  basis  to  try  to 
argue  at  1030  violation.  In  fact,  no  Court  has  held  a  1030  violation 
for  a  strict  contractual  based  restriction.  If  you  look  at  theory  2, 
ma'am,  that  is  the  previous  page  under  the  attachment  which  is 
labeled,  "theory  2",  and  that  is  essentially  a  purpose  based 
restriction.  And  in  this  case,  you  know,  the  attachment  says,  "For 
official  use  and  authorize  purposes  only".  This  is  the  Nosal,  the 
John,  the  Rodriguez  line  of  cases.  This  is  the  purpose  based  where 
you  did  have  a  split  of  authority,  the  majority  going  with  Nosal  now, 
that  purpose  based  restrictions  do  not  state  a  1030  violation.  But, 
you  can  see  kind  of  the  intellectual  honesty  in  that  argument  though 
of  saying,  "Well,  your  authorization  for  access  is  only  if  you  are 
doing  it  for  a  purpose  that  the  employer  wanted  you  to  have  the 
access.  And,  as  soon  as  you  are  doing  it  for  your  own  independent 
purposes,  an  imaginary  gate  comes  down  and  you  are  no  longer 
authorized  access  to  the  information."  And,  certain  courts  bought 
off  on  that,  most  notably  John  and  Rodriguez ,  because  it  does  have  an 
intellectual  hook  that  makes  some  sense.  But  again,  as  Nosal  points 
out,  the  purpose  based  restriction  is  not  what  Congress  was  intending 
to  restrict  here.  They  were  mostly  concerned  with  the  hacker  or  the 
individual  breaking  in,  circumventing  a  code  based  restriction.  And 
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so,  that  is  where  you  get  to  the  third  theory  that  I  lay  out  on  page 
6,  that  is  bypassing  technical  restrictions  on  access.  That  is  some 
sort  of  code  based  restriction  where  the  individual  tricks  the 
computer  into  giving  them  greater  access  than  they  are  authorized  and 
that  may  be  by  guessing  a  password,  by  hacking  a  password,  by  doing 
something  that  exploits  a  weakness  in  the  computer's  code  that  has  a 
restriction.  It  is  basically  an  electronic  gate  that  would  prevent 
you  from  doing  something  but  you  are  able  to  circumvent  it  somehow. 
That  is  the  third  theory,  which  every  Court  agrees  is  a  1030 
violation.  And,  that  is  what  the  Nosal  Court  agrees  with  and  that  is 
also- of  course  what  Professor  Kerr  argues,  is  the  sole  basis  for  a 
1030  violation.  Now  when  you  look  at  the  government's  arguments,  the 
last  motions  hearing  we  were  dealing  with  a  theory  2,  and  the 
government  told  the  Court  this  is  their  definitive  theory  on  why  it 
there's  a — it  states  a  1030  violation  and  pointed  to  the  AUP,  they 
pointed  to  the  banner  that  says,  "only  for  official  purposes".  They 
said  Nosal  was  a  wrongly  decided  case  and  did  not,  in  fact — was  not 
well  thought  out.  That  was  their  definitive  theory  and  that  was  an 
enjoyable  argument  to  engage  in  because  that  was  an  argument  where 
there  was  intellectual  honesty  in  the  argument.  You  could  see  the 
position,  and  you  could  gauge  the  reasonableness  of  that  position. 

The  government's  current  position  lacks  all  of  that.  The 
government's  current  position  is  a  theory  1.  And,  they  are  trying  to 
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1  articulate  it  as  a  theory  3  because  they  know  theory  1  is  dead  on 

2  arrival,  and  should  be  dead  on  arrival.  And,  the  key  case  that 

3  considers  theory  1  is  the  United  States  v.  Drew,  and  the  United 

4  States  v.  Drew  is  the  MySpace  case  in  which  an  individual  created  a 

5  false  profile  and  violated  the  contractual  terms,  the  theory  1  terms 

6  that  you  see  in  the  Army's  AUP,  they  have  violated  the  MySpace 

7  contractual  terms  about,  "Do  not  lie  about  your  gender,  do  not  lie 

8  about  your  age."  And,  in  that  case,  that  Drew  opinion  said,  "No." 

9  That  is  the  only  case  that  the  defense  has  found  that  a  prosecution 

10  has  even  been  tried  to  be  maintained  under  theory  1.  And  in  that 

11  case,  that  was — the  charge  was  dismissed  for  failure  to  staise-an 

12  offense.  It  was  done  after  the  fact  by  the  judge.  But,  it  was  clear 

13  that  a  theory  1  does  not  state  a  1030  violation.  What  the  government 

14  is  asking  this  Court  to  do  is  to  strike  out  on  its  own  and  be  the 

15  first  Court  in  this  nation  to  hold  that  a  theory  1,  contractual  based 

16  term  of  restriction,  states  a  1030  offense.  And  if  this  Court  did 

17  that,  it  would  in  fact  be  the  first  Court.  And,  in  our  motion  we  say 

18  that  the  government  is  trying  to  confuse  the  Court  by  using  certain 

19  buzz  terms  such  as,  "hacker",  "hack  information",  "bypass  a  code 

20  based  restriction",  and  sadly,  they  are  doing  this,  it  seems,  to  be 

21  for  no  other  purpose  than  to  confuse  the  Court  as  to  its  theory.  It 

22  is  clear  this  is  a  theory  1  offense.  This  is  not  a  theory  3  argument 

23  they  are  making.  But  they  are  dressing  it  up  as  such.  If  you  take  a 
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look  at  Kerr,  Kerr  basically  highlights  what  is  in  fact  a  theory  3. 
And  when  you  look  at  Kerr,  you  will  see  that  the  government's 
argument  clearly  states  a  theory  1.  Professor  Kerr  distinguishes 
between  regulation  by  code  and  regulation  by  contract.  And  again, 
looking  at  page  6  of  the  defense's  motion,  the  spectrum,  theories  1 
and  2  would  be  examples  of  regulation  by  contract  under  Professor 
Kerr.  Theory  3  would  be  an  example  of  regulation  by  code.  And  Kerr 
says  for  regulation  by  code,  that  means  that  the  computer  user,  the 
computer  owner,  excuse  me,  has  put  some  sort  of  code,  some  sort  of 
electronic  gate  that  prevents  the  user  from  doing  certain  things. 

And  that  code  is  programming  ^Language  that  is  inserted  into  the 
computer  to  restrict  the  user  from  accessing  certain  information. 
Regulation  by  contract  on  the  other  hand,  is  just  a  contractual  term 
usually  written,  but  not  always,  it  could  be  implicit  based  upon 
something  that  your  employer  says  to  you,  but  usually  contractual 
terms  are  written  into  an  AUP,  some  sort  of  authorized  use  policy  or, 
you  know,  access  use  policy,  however  you  want  to  call  it.  It  is  the 
employer  saying,  "Here  are  the  terms  in  which  you  agree  to  use  our 
computers."  Professor  Kerr  says  the  regulation  by  code  actually 
blocks  the  user,  prevents  the  user  from  doing  what  the  user  is 
attempting  to  do  absent  that  user  circumventing  the  gate  that  is 
placed  out  of  front  of  them.  Regulation  by  contract  on  the  other 
hand,  deals  with  the  honor  system.  It  is  basically  asking  the 
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employee  to  abide  by  the  terms  of  access  permitted  by  the  employer 
and  it  is  based  solely  upon  honor  system.  You  know,  you  agree  to  do 
certain  things  and  not  agree  to  do  certain  things.  That  is  the 
difference  between  the  two.  1030  is  only  concerned  with  the 
regulation  by  code.  And  kind  of  a  real  world  example  that  is  helpful 
to  kind  of  picture  this  is  Professor  Kerr  says  the  regulation  by  code 
is  like  a  door  that  is  locked  and  in  order  to  get  into  that  room  you 

have  to  pick  the  lock  or  you  have  to  break  in  the  door  but  the  door 

is  locked.  Regulation  by  contract,  which  is  what  the  government  is 
arguing  here  with  the  Wget  theory,  the  violation  of  the  AUP,  is  the 
same  door  but  the  door  is  unlocked.  It  is  open.  And,  there  is  a 
note  hanging  there  saying,  you  know  ",  Only  do  this  for  official 
purposes",  or,  "only  use  appropriate  programs  when  you  are  going  to 
be  doing  this."  And,  that  note  is  just  hanging  there,  but  nothing 
prevents  the  person  from  walking  in.  Now,  if  they  violate  those  two 

notes,  there  may  be  some  other  violation  that  you  could  charge  them 

with  but  that  is  not  a  1030  violation.  And,  that  real-world  example 
is  applicable  here  because  the  regulation  by  code  has  to  be  something 
that  the  individual  breaks  into  like  the  password  where  the 
individual  guesses  at  a  password  or  breaks  into  a  password,  or  uses 
someone  else's  password.  That  is  the  example  that  the  government 
cited  from  Nosal  saying,  "Oh,  the  manner.  This  helps  support  our 
argument  for  manner."  No  it  does  not.  The  Nosal  opinion  was  just 
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simply  listing  the  password  example  where  you  use  someone  else's 
password.  That  could  be,  in  fact,  a  1030  violation  because  you  have 
bypassed  a  code  based  restriction.  The  code  based  restriction  was 
you  have  to  enter  your  password  and  you  have  certain  privileges  based 
upon  your  password.  The  malfunction  to  gain  privileges  is  the  second 
example  that  Professor  Kerr  gives  where  you  exploit  a  weakness  in  the 
code  based  restriction.  This  is  the  other  example  that  the 
government  cited  from  Nosal  where  somebody  exploits  something  in 
order  to  gain  greater  privileges  than  they  otherwise  would  have. 

And,  that  is  usually  by,  again,  finding  some  sort  of  weakness  within 
the  code  that  had  that  electronic  gate.  So,  either  the  government 
does  not  understand  Nosal  and  Professor  Kerr  or  they  are  purposely 
trying  to  mislead  this  Court  in  their  argument  because  what  they  are 
arguing  here  is  not  a  code  based  restriction.  They  are  going  to  say 
that  PFC  Manning  circumvented  the  normal  way  of  doing  things,  the 
normal  way  of  doing  things  would  happen  to  click  on  the  cable  and 
download  it.  He  circumvented  by  using  Wget  to  harvest  this 
information.  Well,  that  is  a  interesting  play  on  the  word, 
"circumvent"  but  that  is  not  what  1030  is  designed  to  prevent  and 
that  is  not  what  Professor  Kerr  is  talking  about  when  we  reference, 
"circumvent".  "Circumvent" - 

MJ:  And,  I  know  we  are  talking  about  Professor  Kerr,  but  where 

in  Nosal  do  they  say  anything  about — I  thought  the  distinction  was 
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1  between,  "use",  and,  "access".  Where  does  it  distinguish  between 

2  contract  and  code  for  access? 

3  CDC [MR .  COOMBS]:  That  is  the  distinction  of — for  your  access, 

4  you  have  access  given  to  you  by  the  AUP,  the  purpose  base,  so  the 

5  whole  Nosal  opinion  is  based  upon  the  purpose  restriction  that  the 

6  government  was  trying  to  argue.  And,  that  is  the  "so"  language  which 

7  the  government  here  adopted.  That  is  the  contract  base,  the  purpose 

8  base,  which  can  be  as  we  said  either  a  limitation  on  doing  this  for 

9  purposes  that  are  in  the  benefit  of  the  employer  or  it  could  be  a 

10  contractual  base  restrictions  that  have  nothing  to  do  with  purpose 

11  which  is  the,  have  a  correct  password,  use  the  right  software,  that 

12  is  the  purpose  base  or  contractual  base.  Code  base  and  what  Nosal 

13  cites,  Nosal  gives  the  same  language  of  Professor  Kerr,  so  it  is 

14  clear  they  relied  upon  Professor  Kerr.  Code-based  restrictions  are 

15  the  actual  breaking  in,  the  circumventing  by;  again,  they  give  the 

16  example  of  exploiting  a  weakness  in  the  code  or  guessing  at  a 

17  password  or  using  someone  else's  password  in  order  to  have  greater 

18  privileges.  Those  are  examples  of  code-based  restrictions.  And  that 

19  is  what  we  are  trying  to  protect  when  we  come— when  it  comes  to  the 

20  computer.  So,  it  goes  back  to  another  example  that  the  defense  gave 

21  of  housebreaking  or  burglary.  You  know,  if  the  door  is  wide  open  and 

22  you  go  in  and  you  steal  something,  well  you  might  have--you  might 

23  have  committed  larceny  for  sure,  but  if  the  door  is  wide  open,  you 
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have  not  committed  a  burglary.  And,  in  this  instance,  that  same 
analogy  applies  here.  If  there  are  no  restrictions,  and  there  was  no 
restrictions  on  the  Net-Centric  Diplomacy  database  then  you  do  not 
have  an,  "exceeding  unauthorized  access",  you  might  have  some  other 
offense,  and  the  government  has  charged  other  offenses,  but  you  do 
not  have  a  1030  offense.  If  you  look  at  the  government's  theory 
here,  it  is  based  now,  at  least  for  Specification  13,  it  is  based  on 
the  use  of  the  Wget  in  order  to  get  this  information.  But,  take  a 
look  for  a  moment  if  you  would,  ma'am,  back  to  the  AUP  and  look  at, 
on  the  third  page,  the  contractual  terms  of  use.  You  see  in 
paragraph  d) ,  "I  will  use  only  authorized  hardware  and  software.  I 
will  not  install  or  use  any  personally  owned  hardware,  software, 
shareware,  or  public  domain  software.  That  is  the  contractual  term. 
The  government  now  is  arguing  because  he  violated  the  term  that  this 
is  a  1030  violation.  If  the  government's  argument  were  correct, 
again,  this  is  the  theory  1,  the  contractual  based  restriction,  there 
would  be  nothing  to  prevent  them  from  looking  at  some  other  term 
within  this  in  order  to  argued  to  1030  violation.  And  when  you  do 
that,  you  see  how  absurd  their  position  is.  Let  us  look  at  the  one 
right  below  it  number  E,  "I  will  use  virus  checking  procedures  before 
uploading  or  accessing  information  from  any  system,  diskette, 
attachment  or  compact  disc.  Let  us  assume  for  argument  sake,  in  this 
purpose  here  PFC  Manning  clicked  and  downloaded,  the  way  the 
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1  government  wants  them  to  do — or  would — wanted  him  to  do  on  the  Net- 

2  Centric  Diplomacy  database,  but  they  are  aware  that  he  did  not  use 

3  virus  checking  procedures  before  doing  that.  If  their  theory  is 

4  correct,  the  theory  1,  they  could  argue  a  1030  violation  based  upon  a 

5  violation  of  that  term.  Or,  they  look  about  that,  paragraph  c) ,  "I 

6  would  generate,  store,  and  protect  passwords  or  passphrases" ,  and 

7  goes  on  to  say  that  you  will  not  use  an  ID  that  uses  common  names, 

8  birthdays,  phone  numbers".  Let  us  assume  that  PFC  Manning  not  only 

9  now  used  the  correct  click  and  save  that  the  government  wants,  but 

10  did  the  virus  checking  that  the  government  wanted  but  his  password 

11  was  bradleymanningl2345.^would  the  government  seriously  be  arguing  to 

12  this  Court  that  that  is  a  1030  violation  because  he  violated  the 

13  contractual  terms  of  the  AUP? 

14  MJ:  But  how,  in  violating  those  terms,  did  he  so  alter  the 

15  information? 

16  CDC [MR .  COOMBS]:  Well,  in  this  instance  here,  the  information 

17  that  you  so  alter,  you  had  to  have  exceeded  authorized  access  to  get 

18  to. 

19  MJ:  That  is  what  I  mean,  if  you  are  using  bradleymanningl2345, 

20  how  does  that  correlate  to  being,  "so  altering",  or  what  was  the  rest 

21  of  the  definition  there? 

22  CDC [MR.  COOMBS]:  To  access — so  alter  or  access — well,  the  way 

23  it  would  be,  ma'am,  is  kind  of  the  exact  same  way  that  they  are 
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arguing  the  Wget,  that  you  didn't  do  the — you  did  not  access  the 
information  in  the  usual  manner.  The  government's  argument  for  the 
Wget  is  the  usual  manner  should  have  been  to  click  and  download. 

They  do  not  cite  anything  for  that  because  the  net  centric  Diplomacy 
database,  again,  if  they  have  candor  to  this  Court,  they  will  admit 
had  no  restriction,  did  not  require  click  and  download.  You  could 
have  exported  to  Excel  which  was  an  authorized  program  on  the 
computer.  It  was  a  straight  HTTP  database,  an  easily  crawled  URL 
that  did  not  require  any  sort  of  method  for  download.  That  is  the 
whole  problem.  If  it  did  have  an  electronic  barrier  which  required 
you  to  download  in  a  particular  way,  you  couldn't  download  any  other _ 
way,  the  government  would  be  trumpeting  that  electronic  barrier  into 
Court  right  here  today.  They  would  be  saying,  "Here  is  the  example 
of  the  electronic  gate  that  was  up  there  and  this  is  exactly  how  he 
circumvented  that,  by  breaking  into  or  overriding  the  code  based 
restriction."  The  other  terms  here  of  using  the  password  or  not 
having  virus  check,  that  would  be,  under  the  government's  argument,  a 
accessing  information  in  a  manner  that  is  not  the  normal  manner.  And 
so  you,  under  the  government's  argument,  would  be  exceeding 
authorized  access  in  the  information  that  you  so  accessed  or  altered. 
So,  that  is  how  that  theory  would  play  out.  And,  the  theory  1  theory 
simply  cannot  play  out  that  way  because  again,  as  I  pointed  out, 
again,  if  they  admit  the  uncontradicted  facts  in  this  case  of  the 
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Net-Centric  Diplomacy  database  having  no  restrictions,  then  if  PFC 
Manning  used  a  particular  version  of  Excel,  Excel  was  authorized  on 
his  computer,  but  if  he  used  a  2010  version  that  he  downloaded  as 
opposed  to  the  2009  version  that  was  authorized,  they  would  be 
arguing  that  that  is  an  example  of  exceeds  authorized  access.  And 
when  you  consider  the  ramifications  of  that,  that  is  how  you  get  to 
the  absurd  results.  And,  that  is  why  the  Drew  Court  refused  to  even 
go  down  that  road.  Because,  as  I  started  off,  there  is  nothing  that 
requires  the  government  to  be  reasonable  in  their  restrictions;  if 
the  government  wanted  to,  they  could  say  that  prior  to  accessing 
information  on  the  Net-Centric  Diplomacy  database  you  haefato  .-stand  up 
and  sing  the  national  anthem,  that  could  be  in  the  AUP.  If  it  were, 
and  you  did  not  do  that,  then  the  government  could  say  you  accessed 
this  information  in  the  manner  that  is  not  typically  used  under  the 
AUP,  that  is  singing  the  national  anthem.  So,  what  is  the--when  you 
look  at  all  of  this,  the  government's  own  argument  is  a  theory  1 
argument  that  no  Court  has  followed  that  has  followed  the  Nosal 
Court.  In  fact,  no  Court,  period,  has  ruled  that  a  contractual  based 
restriction  can  support  a  1030  violation.  The  government  cites  that 
only  for  Specification  13;  Specification  14,  they  do  not  say  anything 
to  the  Court  about  that  until  you  get  to  the  conclusion  of  their 
motion  and  it  is  a  one-liner  and  it  says,  "Ah,  it  depends  on 
instructions."  It  does  not  depend  on  instructions.  And  the  reason 
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why  the  government  does  not  say  anything  with  regards  to 
Specification  14  is  because  in  Specification  14  they  would  have  to 
concede  that  PFC  Manning,  if — under  their  evidence,  went  to  the  Net- 
Centric  Diplomacy  database  and  did,  in  fact,  download  it  with  the 
click  and  save  method  that  they  believe  was  the  required  method.  So, 
even  under  their  own  theory  for  the  Specification  13,  they  would  have 
to  concede  that  they  do  not  have  a  stated  violation  for  specification 
14.  So,  why  is  the  government  now  so  desperately  trying  to  make 
theory  1  look  like  theory  3  using  the  buzzwords  of,  "circumventing 
the  normal  way",  of  "hacking  into  the  system",  which  he  did  not  have 
to  do?  Well,  the  answer  is  obvious. ~  They  have  got  22  witnesses  from 
the  Department  of  State  they  plan  on  calling  and  I  am  sure  those 
witnesses  are  going  to  come  in  and  talk  about  the  damage  of 
particular  cables  in  their  opinion  which,  that  gets  to  the  target 
harm  brief  which  we  will  be  discussing  later,  but  they  have  got  22 
witnesses  that  they  plan  on  calling.  If  this  Court  says 
Specification  13  and  14  doesn't  state  an  offense  and  dismisses  that, 
well  obviously  that  cuts  a  little  bit  into  their  witness  list.  And 
how  they  would  present  their  case. 

MJ:  Let  me  ask  you  a  question  on  that.  Indeed  prejudice  piece, 

what  is  the  prejudice  to  the  defense? 

CDC [MR .  COOMBS]:  Yeah,  and  that  is  the  second  aspect  of  this 
part.  Not  only  is  a  problematic  because  of  the  theory  that  they  are 
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1  relying  upon,  but  it  is  prejudicial  in  this  case  because 

2  Specification  13  and  14  do  not  state  a  1030  offense.  And,  as  the 

3  Court  said,  if  it  failed  to  state  an  offense  and  not  depend  upon  any 

4  evidence,  this  Court  could  dismiss  the  offenses  outright  here  today. 

5  MJ:  No,  that  would - 

6  CDC[MR.  COOMBS]:  The  government  wants  to  survive  a  917--survive 

7  a  motion  at  this  point  to  dismiss  the  specifications  in  order  to  get 

8  to  trial.  And,  once  at  trial,  if  they  lose  on  a  917,  or  they  do  not 

9  have  any  evidence,  which  it  do  not  have  any  evidence  that  he 

10  circumvented  a  code  based  restriction,  then  they  are  going  to  fall 

11  back  on  their  LIO  which  is  the  general  article  134  offense. 

12  MJ:  Which  is  charged. 

13  CDC [MR.  COOMBS]:  Which  is  charged  in  this  case,  but  if  the 

14  Court  dismisses  the  specification,  the  defense's  position  is  that  the 

15  specification  is  gone. 

16  MJ:  Well,  what  if  I  dismiss  the  1030(a) (1)  part  of  the 

17  specification.  It  is  the  defense's  position  that  the  alternate 

18  theories  do  not  survive? 

19  CDC [MR.  COOMBS]:  The  defense  position  would  be  that  at  that 

20  point,  based  upon  where  we  are  at  in  the  process,  that  would  be  a 

21  major  amendment  at  that  point  to  the  charge  because  the  way  the 

22  charge  is  laid  out,  the  only  reason  you  have  a  lesser  included 

23  offense  is  because  of  the  fact  that  you  have  a  stated  1030(a) (1) 
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offense.  If  the  offense  is  dismissed--if  the  specification  is 
dismissed,  you  no  longer  have  an  LIO. 

MJ:  Well,  how  is  that  consistent  with  the  Martinelli  line  of 

cases  of  child  pornography  when  the  jurisdictional  hook  was,  this  is 
on  appeal,  when  the  jurisdictional  hook  was  gone  and  they  said  that 
that  case  does  not  apply  extraterritorially,  clause  2  and  3  stay 
because  they  were  charged  in  the  specification.  How  does  that 
reconcile? 

CDC [MR .  COOMBS]:  Yeah,  because  at  that  point,  again,  if  you 
would  have  had  a  successful  challenge  on  the  specification  for  the 
child  porn  cases  prior  to  trial,  you  would  ret  have  anything.  It 
will  be  gone.  The  reason  why  on  appeal  that  survives  is  because 
that,  in  fact,  the  charge  was  not  dismissed.  So,  in  other  words,  if 
the  government  is  successful  in  avoiding  dismissal  of  the 
specifications  here  today  and  they  get  this  in  front  of  a  panel,  they 
have  their  lesser  included  offenses.  Now  again,  under  the  defense's 
position  there  is  certain  evidence  that  is  uncontradicted,  that  is 
not  subject  to  reasonable  dispute,  and  as  officers  of  the  Court  and 
having  candor  with  the  Court,  you  would  have  to  admit  that  anyone 
with  SIPRNET  access  had  access  to  the  Net-Centric  Diplomacy  database. 
Any  individual  here  today,  as  an  officer  of  the  Court,  would  have  to 
admit  that.  There  was  no  password  restrictions  on  the  Net-Centric 
Diplomacy  database.  Again,  anyone  here  would  have  to  admit  that  as 
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1  an  officer  of  the  Court.  Any  and  all  diplomatic  cables  could  be 

2  downloaded  by  anyone  with  SIPRNET  access.  Again,  you  have  to  admit 

3  that  as  an  officer  of  Court.  There  were  no  restrictions  either 

4  technical  or  contract-based  on  the  quantity  of  the  cables  that  could 

5  be  downloaded  from  the  Net-Centric  Diplomacy  database.  Again,  not 

6  only  as  officers  of  the  Court  but  being  aware  of  the  information 

7  dealing  with  the  net  centric  Diplomacy  database  you  would  have  to 

8  concede  that  fact.  There  was  no  technical  restriction  that 

9  electronically  blocked  the  user  from  using  Wget,  Excel,  any  type  of 

10  authorized  or  unauthorized  software  from  downloading  the  cables  from 

11  the  Net -Centric  Diplomacy  database.  Again,  you  would  have  to  admit 

12  that  as  an  officer  of  the  Court.  So,  the  three  basic  questions:  Did 

13  he  have  permission  to  view  the  diplomatic  cables  on  the  SIPRNET?  The 

14  answer  is,  yes.  Did  he  have  permission  to  download  any  cable  on  the 

15  Net-Centric  Diplomacy  database?  The  answer  is,  yes.  Did  he  have  to 

16  bypass  a  code  based  restriction,  an  electronic  gate  to  the  locked 

17  door;  some  sort  of  prevention  by  the  Net-Centric  Diplomacy  database 

18  to  prevent  him  from  downloading  the  information?  The  answer  is,  no. 

19  If  the  government  were  honest  with  itself  and  this  Court  it  would 

20  admit  the  truth  of  all  of  these  and  understand  than  that 

21  Specification  13  and  14  do  not  state  a  cognizable  1030  offense. 

22  Subject  to  your  questions,  ma'am? 

23  MJ:  Thank  you.  Captain  Morrow? 


1171 


Q 


9 


1  ATC [CPT  MORROW]:  Your  Honor,  the  United  States  requests  you 

2  deny  the  renewed  motion  to  dismiss  Specifications  13  and  14  of  Charge 

3  II.  The  government's  theory  that  the  accused  exceeded  authorized 

4  access  in  violation  of  18  U.S.C.  1030(a) (1)  when  he  obtained  the 

5  information  at  issue  using  an  unauthorized  program  is  a  valid 

6  application  of  the  statute  under  Nosal.  First  and  foremost.  Your 

7  Honor,  the  government  would  like  to  make  one  issue  crystal  clear  for 

8  the  Court.  The  defense  spends  its  entire  reply  attempting  to  confuse 

9  the  Court  by  linking  Wget  to  the  acceptable  use  policy.  Whether  or 

10  not  Wget  was  an  authorized  program  on  his  computers  has  absolutely, 

11  unequivocally,  nothing  to  do  with  this  acceptable-  use  policy 

12  MJ:  Flesh  that  out  for  me. 

13  ATC [CPT  MORROW]:  Wget  does  not  appear  in  any  form  on  this 

14  acceptable  use  policy.  It  only  says  that  you  can  only  load 

15  authorized  software  onto  the  computer.  The  government  will  prove 

16  that  Wget  was  unauthorized  software  by  presenting  evidence  that  it 

17  was  not  among  the  standard  programs  approved  for  Army  computers,  nor 

18  was  it  among  the  standard  programs  approved  for  the  DCGS-A  computers. 

19  And  so,  I  just  refer  you  to — the  Court  to  attachment  A  of  the  defense 

20  motion,  the  first  motion,  the  renewed  motion  of  the  defense  and — as 

21  well  as  enclosure  2  to  the  government's  response.  Attachment  A  of 

22  the  defense  motion — are  you  with  me.  Your  Honor? 

23  MJ:  Almost.  [Pause]  Okay,  go  ahead. 
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1  ATC[CPT  MORROW]:  Attachment  A  is  an  e-mail  exchange  between  an 

2  Army  CID  agent  and  a  representative  of  the  Distributed  Common  Ground 

3  System-A,  or  Army,  program  manager.  And,  they  discuss  whether  Wget 

4  was  authorized  for  use  on  the  basic  analyst  laptop,  the  laptop  the 

5  government  alleges  PFC  Manning  was  using.  "Has  it  been  authorized? 

6  No.  Did  it  have  a  certificate,  the  CON?"  That  is  a  Certificate  of 

7  Networthiness,  that  is  something  that  the  Army  uses  to  determine  what 

8  programs  can  be  added  to  computers.  Again,  you  will  find  there  is 

9  nothing  about  an  acceptable  use  policy  in  this  e-mail  exchange. 

10  Similarly,  if  you  look  at  enclosure  2  to  the  government's  response, 

11  that  is  Special  Agent  'STiaVer'*  S  Article  32  testimony.  Again,  he  does 

12  not  discuss  acceptable  use  policies  with  respect  to  Wget.  I  am 

13  trying  to  find  the  actual  cite  here  but  I  believe  it  is  cited  in  the 

14  motion  itself.  But  in  any  event.  Special  Agent  Shaver  talks  about 

15  how  it,  you  know,  is  not  one  of  the  standard  programs  for  the  Army 

16  Gold  Master  or  a  set  of  programs  that  are  used  to  load  onto  every 

17  computer  that  the  Army  uses. 

18  MJ:  Let  me  stop  you  for  just  a  moment.  I  do  not  have  the  right 

19  appellate  exhibit  here.  I  do  not  have  the  government's  response.  I 

20  have  a  defense  reguested  instruction  which  is  Appellate  Exhibit  165. 

21  ATC [CPT  MORROW]:  We  believe  it  is  188. 

22  [Pause] 
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1  MJ:  All  right,  thank  you.  And  that  is — you  are  talking  about 

2  attachment,  what? 

3  ATC[CPT  MORROW]:  Enclosure  2  to  that  motion.  Your  Honor.  It  is 

4  Special  Agent  Shaver's  Article  32  testimony. 

5  MJ:  All  right,  I  have  something  from  the  Court  reporter  saying 

6  that  he  needs  enclosures  2  and  3. 

7  [Pause] 

8  MJ:  Why  don't  you  take  a  look  at  the  appellate  exhibit.  Captain 

9  Morrow,  just  to  make  sure  it  is  complete? 

10  [The  assistant  trial  counsel  did  as  directed.] 

11  ATC[CPT  MORROW]:  It  is  complete.  Your  Honor.  It  has  all  three 

12  enclosures. 

13  MJ:  All  right,  thank  you.  I  am  looking  at  the  CID  testimony, 

14  right? 

15  ATC [CPT  MORROW]:  Yes,  Your  Honor.  That  is  Special  Agent 

16  Shaver's  Article  32  testimony.  And,  as  the  government  notes  in  its 

17  facts  session — facts  section,  excuse  me,  enclosure  2  at  131,  Special 

18  Agent  Shaver  discusses  the  specifics  of  Wget.  But  again,  you  know, 

19  these  are  attachments  or  enclosures,  they  make  no  reference  to  AUP's 

20  and  nor  would  they  because  the  AUP's  govern  the  acceptable  use  of 

21  computers,  not  what  information,  or  not  what  programs  are,  or  are  not 

22  authorized  for  government  computers.  Further,  the  government's 

23  theory  is  consistent  with  the  holding  in  Nosal.  Nosal  stands  for  the 
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1  proposition  that  the  term,  "exceeds  authorized  access",  is  limited  to 

2  violations  of  restrictions  on  access  to  information,  not  restrictions 

3  on  its  use.  That  was  stated  quite  clearly  in  the  Court's  ruling  on 

4  the  original  motion.  So,  in  that  case,  the  proper  inquiry  is  whether 

5  and  to  what  extent  there  was  a  violation  of  an  access  restriction  to 

6  the  diplomatic  cables.  The  government  maintains  that  a  restriction 

7  on  access  to  information  can  arise  in  two  separate  contexts.  An 

8  individual  accesses  information  or  files  they  are  never  entitled  to 

9  access,  or  an  individual  accesses  information  or  files  in  an 

10  unauthorized  manner.  The  defense  views  that  the  manner  in  which 

11  information  is  accessed  or  downloaded  is  irrelevant,  this  ~ 

12  interpretation  goes  much  further  than  Nosal  and  ignores  common  sense. 

13  As  stated  in  the  government's  brief,  the  authority  to  access 

14  information  cannot  be  meaningfully  separated  from  the  manner  in  which 

15  one  does  so.  Take  for  example  the  two  hypotheticals  discussed  by  the 

16  Nosal  Court  cited  in  the  government's  brief.  In  both  hypos  the 

17  defendant  is  authorized  to  obtain  or  access  the  files  in  question. 

18  And,  I  will  just  briefly  read  those  hypotheticals  for  the  Court. 

19  "Suppose  an  employer  keeps  certain  information  in  a  separate  database 

20  that  can  be  viewed  on  a  computer  screen  but  not  copied  or  downloaded. 

21  If  an  employee  circumvents  the  security  measures  and  copies  the  to  a 

22  thumb  drive  and  walks  out  of  the  building  with  it  in  his  pocket  he 

23  would  then  have  obtained  access  to  information  in  a  computer  that  he 
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1  is  not  entitled  so  to  obtain.  Or,  let's  say  an  employee  is  given 

2  full  access  to  the  information,  provided  he  logs  in  with  his  username 

3  and  password.  In  an  effort  to  cover  his  tracks,  he  uses  another 

4  employee's  login  to  copy  information  from  the  database."  Once  again, 

5  this  is  an  employee  who  is  authorized  to  access  the  information  but 

6  does  so  in  a  manner  he  was  not  authorized  so  to  obtain.  As  I  said 

7  before,  in  both  hypos  the  defendant  is  authorized  to  obtain  or  access 

8  the  information  in  question.  They  only  access  or  obtain  the 

9  information  in  excess  of  authority  when  they  access  or  obtain  that 

10  information  in  an  improper,  unlawful,  or  unauthorized  manner.  The 

11  Wget  theory  of  the  government,  and  we  will  just  call  it  the  Wget 

12  theory  for  ease  of  reference,  is  not  centered  at  all  on  the  misuse  or 

13  misappropriation  of  the  information.  Instead,  the  Wget  theory  is 

14  centered  on  the  manner  in  which  the  information  is  accessed  or 

15  obtained.  Manner  of  obtaining  the  information  in  this  case  was 

16  improper  because  the  program  used  to  obtain  the  information  was 

17  unauthorized.  Further,  Your  Honor,  the  government's  theory  is 

18  consistent  with  the  language  of  the  1996  legislative  history.  As  you 

19  noted  for  the  Court — or,  as  you  noted  in  your  ruling  on  the  original 

20  motion,  you  would  instruct  using  the  language  in  the  1996  legislative 

21  history.  The  government's  theory  that  the  accused  exceeded 

22  authorized  access  is  also  consistent  with  the  1996--the  relevant 

23  language  of  the  1996  legislative  history.  That  relevant  language  is 
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the  portion  of  the  legislative  history  that  discusses  the  difference 
between  section  793(e),  18  U.S.C.  793(e)  and  18  U.S.C.  1030(a)(1). 
Congress  stated  that  under  section  1030(a) (1)  it  is,  "The  use  of  the 
computer  which  is  being  proscribed,  not  the  unauthorized  possession 
of,  access  to,  or  control  over  the  classified  information  itself. 

That  is  on  page  6  of  the  104-357,  1996  language.  As  the  government 
noted  in  its  brief,  the  defense  is  singularly  focused  on  a  different 
phrase  in  the  legislative  history,  that  section  1030(a) (1)  targets 
those  persons  who  deliberately  break  into  a  computer.  What  does  that 
mean?  It  is  essentially  a  buzzword,  right?  It  does  not  define  what, 
"break  into  a  computer" , '  is .  But,  the  government  submits  tha5  this 
phrase  cannot  be  read  literally  to  apply  to,  "exceeds  authorized 
access".  It  can't.  First,  the  phrase  makes  no  sense  when  read  with 
the  definition  of,  "exceeds  authorized  access",  under  1030(e)(6).  In 
other  words,  1030(e) (6)  states  that  an  individual  exceeds  authorized 
access  when  they  access  a  computer  with  authorization.  That  is  the 
beginning  of  the  phrase.  That  is  the  definition.  Breaking  into  a 
computer  is  incompatible  with  that  phrase. 

MJ:  Well,  what  if  you  are  doing  it  by  the  code-based 

restriction,  breaking  the  code-based  restrictions  that  the  defense 
was  talking  about? 
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1  ATC [CPT  MORROW]:  Well,  that  would  not  be  breaking  into  the 

2  computer.  Your  Honor,  that  would  be  essentially  breaking  into  the 

3  information. 

4  MJ:  Okay. 

5  ATC [CPT  MORROW]:  Is  just  different.  But  secondly,  the  plain 

6  language  of  the  legislative  history  makes  it  clear  that  breaking  into 

7  a  computer  is  part  and  parcel  of  accessing  a  computer  without 

8  authorization,  and  the  other  prong  of  1030(a) (1).  The  government 

9  would  like  to  direct  the  Court's  attention  to  the  last  sentence 

10  before  the  paragraph  that  discusses  the  considerable  overlap  between 

11  section  793(e)  and  1030(a) (1).  If  you  look  at  page  6,  Your  Honor. 

12  MJ:  Of? 

13  ATC [CPT  MORROW]:  Of — do  you  have  the  legislative  history.  Your 

14  Honor? 

15  ACC:  Is  it  part  of  your  response? 

16  ATC [CPT  MORROW]:  It  was  not. 

17  MJ:  It  is  not. 

18  ATC [CPT  MORROW]:  Well  anyway,  I  will  read  for  the  Court  but,  we 

19  can  provide  the  legislative  history.  Your  Honor.  It  is  the  last 

20  sentence  before  the  paragraph  that  discusses  the  considerable  overlap 

21  between  793(e)  and  1030(a) (1).  That  sentence  reads,  "The  amendment 

22  specifically  covers  the  conduct  of  a  person  who  deliberately  breaks 

23  into  a  computer  without  authority  or  an  insider  who  exceeds 
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1  authorized  access  and  thereby  obtains  classified  information  and  then 

2  communicates  the  information  to  another  person  or  obtains  it  without 

3  delivering  it  to  the  proper  authorities."  This — so,  at  least  in  the 

4  government's  mind,  it  is  very  clear  that  the,  "breaking  into  a 

5  computer",  piece  is  linked  to,  "without  authority",  and  not,  "exeeds 

6  authorized  access".  But  again,  just  to  point  out  another  place,  this 

7  same  dichotomy  is  adopted  in  other  parts  of  the  legislative  history 

8  as  well.  And,  if  you  will  also  look  at  page  9,  in  the  middle  of  the 

9  page  of  that  same  legislative  history  Congress  states  that,  "In  sum, 

10  under  the  bill,  insiders  who  are  authorized  access  to  a  computer  face 

11  criminal  liability  only  if  they  intend  to  cause  damage  to  the 

12  computer,  not  for  recklessly  or  negligently  causing  damage.  By 

13  contrast,  outside  hackers  who  break  into  a  computer  could  be  punished 

14  for  any  intentional,  reckless,  or  other  damaged  they  cause  by  their 

15  trespass." 

16  MJ:  All  right,  I  assume — Major  Fein,  is  someone  running  to  give 

17  me  a  copy? 

18  TC [MAJ  FEIN]:  Your  Honor,  Appellate  Exhibit  134  is  the 

19  legislative  history. 

20  MJ:  Okay.  Is  there  someone  that  is  making  me  just  a  working 

21  copy  of  that? 

22  TC [MAJ  FEIN]:  Yes,  ma'am,  absolutely. 

23  MJ:  Okay,  thank  you. 
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1  ATC[CPT  MORROW]:  Just  along  the  same  lines,  Your  Honor,  the 

2  government  also  notes  that  the  1996  legislative  history  never  uses 

3  the  words,  "insider",  and,  "hacker",  together.  It  only  groups, 

4  "outsiders",  and,  "hackers",  together.  And,  similarly,  "trespass", 

5  these  buzzwords  we  are  using,  "trespass",  and,  "insider",  are  never 

6  used  together.  Only,  "outsiders",  or,  "hackers",  trespass  onto 

7  computers.  The  point  of  all  of  this  is  not  to  relitigate  the  merits 

8  or  wisdom  of  the  9th  Circuit's  decision  in  Nosal,  although  in 

9  government's  mind  it  is  abundantly  clear  that  Nosal' s  holding 

10  contradicts  this  legislative  history.  It  is  to  demonstrate  to  the 

11  Court  that  the  1996  legislative  history  must  be  used  as  a  guiding 

12  light  and  nothing  else.  And,  as  the  Court  recognized  in  its  previous 

13  rulings  on  the  subject,  the  statute  is  designed  to  criminalize  what 

14  have  been  characterized  as  electronic  trespassers  and  computer 

15  hackers.  And,  I  believe  that  language  is  from  International 

16  Association  of  Machinists .  So,  in  other  words,  if  we  are  using  this 

17  language  as  a  guiding  light,  if  the  language  is  equally  applicable  to 

18  the  insider  and  the  outsider,  the  statute  is  aimed  at  individuals  who 

19  bypass  or  circumvent  some  restriction,  and  as  such,  the  Wget  theory 

20  is  entirely  consistent  with  that  structure.  As  the  evidence  will 

21  show,  and  as  the  government  noted  in  its  brief,  the  accused  bypassed 

22  the  ordinary  method  of  accessing  information  on  Net-Centric  Diplomacy 

23  by  adding  unauthorized  software  to  his  SIPRNET  computer  and  using 
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1  that  software  to  rapidly  harvest,  or  data  mine,  the  information.  His 

2  access  amounted  to  a  trespass  because  it  was  done  without  authority. 

3  And  further,  the  government's  theory  is  consistent  with  the  1996 

4  language  because  it  is  anchored  to  the  accused's  use  of  unauthorized 

5  software  on  a  government  owned  SIPRNET  computer.  Again,  relating 

6  back  to  the  relevant  language  from  the  1996  legislative  history,  it 

7  is  the  use  of  the  computer  that  is  being  proscribed.  Your  Honor,  in 

8  conclusion, — well,  not  in  conclusion - 

9  MJ:  Before  you  get  there,  Wget  applies  to  one  of  the 

10  specifications,  what  about  the  other  one? 

11  ATC[CPT  MORROW]  :  And,  that  is — that  defense  is  correct,  the 

12  government  did  not  entirely  address  that  in  its  motion,  but  what  we 

13  would  say,  our  position,  at  least  at  this  point,  is  that  it  depends 

14  number  one  on  the  instructions,  number  two  we  believe  it  is--there  is 

15  still  a  cognizable  offense  there,  namely  the  clause  1  and  2  offense. 

16  Every  Court  that  has  considered  this  issue  has  described  the 

17  Circuit's  split  in  this  way,  those  who  believe  the  CFAA,  the  Computer 

18  Fraud  and  Abuse  Act,  punishes  individuals  who  misuse  or 

19  misappropriate  data  residing  on  an  employer's  computer  system  or 

20  accessed  the  data  for  an  improper  purpose  or,  and  those  who  believe 

21  the  CFAA's  prohibition  of  improper  access  does  not  encompass  the 

22  employees  misuse  or  misappropriation  of  information  that  the  employee 

23  lawfully  accessed  it.  The  government's  theory  has  nothing  to  do  with 
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the  misuse  or  misappropriation  of  the  information.  It  is  the  manner 
of  accessing  the  information  that  is  the  concern.  The  misuse  or 
misappropriation  of  information  theory  is  the  only  thing  that  has 
been  rejected  by  Nosal.  The  government  contends  that  the  information 
in  this  case  the  information  identified  in  Specification  13  of  Charge 
II  was  unlawfully  or  improperly  accessed  in  this  case.  He  used  Wget, 
the  accused  did,  and  bypassed  the  ordinary  method  of  accessing  or 
obtaining  information  thus,  he  exceeded  authorized  access  within  the 
meaning  of  the  CFAA.  Just  generally  to  respond  to  a  few  things  that 
were  raised  by  defense  argument,  I--the  government,  at  least,  does 
not  understand  why  if  we  used  the  words  of  the  defense,  "Wget  does 
not  trick  the  computer  or  exploit  some  weakness",  you  know,  on  the 
website.  To  use  the  defense  analogy,  the  government  would  maintain 
that  the  accused  had  a  key  to  the  house  but  that  he  decided  to  use  a 
bulldozer  to  access  information  thus  exceeding  authorized  access. 

The  defense  has  also  offered  no  evidence  of  the  specifics  of  the  NCD 
website.  That  is  their  burden  in  this  case.  And  finally.  Your 
Honor,  much  has  been  made  of  Professor  Kerr  in  his  one  article  on 
1030.  And,  I  believe  I  made  this  point  in  the  last  motions  argument 
on  this  matter  but  he  relies  heavily  on  an  article  that  makes  the 
case  for  what  the  law  should  be,  not  what  the  law  is. 

MJ:  What  is  a  government  position  on  the  three  defense — what 

did  you  call  them  here,  theories? 
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ATC[CPT  MORROW]:  The  government's  position  is  that  there  are 
not  three  theories,  that  there  are  essentially  there  are  two 
theories.  There  is  the  theory  that  has  essentially  been  rejected, 
the  misuse  or  misappropriation  of  information  theory  and  the  use 
that — the  theory  that  the  defense  believes  is  supporting,  you  know, 
the  government  in  this  case,  is  acknowledging,  subject  to  the  Court's 
ruling,  is  the  valid  theory.  I  believe — I  forget  how  they 
articulated  it,  but,  whatever  theory  3  is. 

MJ:  We  have  got  theory  1,  violating  contractual  terms  of  the 

use,  as  they  are - 

ATCtCPT  MORROW]:  Yes.  “ - 

MJ:  - Theory  2,  violating  purpose-based  restrictions  on 

access  and  theory  3,  bypassing  technical  restrictions  on  access. 

ATC [CPT  MORROW]:  Your  Honor,  no  Court  has  ever  really 
distinguished  between  theory  1  and  theory  2,  that  is  something  the 
defense  has  done  but  the  Courts  have  treated  the  purpose-based 
restrictions  on  access  the  same  way  they  have  treated  the 
misappropriation  or  misuse  of  information;  they  have  lumped  those 
together.  Even  in  the  Nosal  Court,  despite,  you  know,  four  or  five 
government  briefs  to  the  contrary  where  they  said,  "This  is — we  are — 
improper  purposes  for  access  to  the  information",  that  is  what  they 
said.  Nosal  made  that  into,  you  know,  we  are  rejecting  the  theory 
that  1030  criminalizes  the  misuse  or  misappropriation  of  information. 


1183 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 


c 


o 


Nosal  made  that  purpose-based  theory  a  misuse  or  misappropriation 
theory.  But,  if  you  look  at — Your  Honor,  I  went  through  all  of  the 
cases  yesterday,  all  of  the  cases  cited  by  the  defense  in  their 
original  motion,  they  have — there  is  no — they  have  always — there  is 
only  two  sides  to  this  coin.  There  are  no  three  theories.  There  are 
two  sides  to  the  coin.  In  the  cases  cited  by  the  defense,  it  is  the 
theory  1  that  has  been — and,  that  theory  1,  theory  2  that  have  been 
rejected.  I  mean,  I  guess,  Your  Honor,  I  would  even  go  back  to  your 
ruling  because  what  you  essentially  stated  was--what  we  articulated 
was  what  the  defense  would  call  it  theory  2.  What  your  ruling 
rejected  was  the  theory  1  or  the  theory--theory  1/theory  2.  If  that 
makes  sense. 

Subject  to  any  other  questions.  Your  Honor? 

MJ:  All  right,  I  have  one  more.  The  Net-Centric — the  evidence 

that  would  come  in  with  respect  to  the  Net-Centric  cables,  were  they 
at  issue  in  any  other  specification  and  charge? 

ATC [CPT  MORROW]:  The  cables  themselves? 

MJ:  Yes. 

ATC [CPT  MORROW]:  Well  yes.  Your  Honor.  In  Specification  12  the 
entire  database  is — the  entire  Net-Centric  Diplomacy  database  that 
the  government  alleges  the  accused  stole  is  part  of  that.  It  is  that 
same  evidence  essentially.  And  that — I  mean,  I  would  say  that 
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actually  goes  to  why  there  is  no  prejudice  in  this  case  to  the 
accused. 

MJ:  All  right,  thank  you. 

CDC [MR .  COOMBS]:  Ma'am,  just  briefly  to  respond  to  a  couple  of 
things  that  the  government  said.  They  correctly  state  that  Nosal  is 
dealing  with  restrictions  on  access  and  not  restrictions  on  use. 

That  is  a  correct  statement.  Then,  they  break  down  access  into  two 
types  of  things,  "never  entitled",  or,  "unauthorized  manner",  and 
that  is  a  wrong  statement.  That  unauthorized  manner  is  back  to  their 
"so"  argument  because  when  you  think  about  it,  what  they  are  saying, 
and  what  they  said  this  Court  was,  because  he  used  Wget  he  did- -and 
their  terminology  was,  he  violated  the  ordinary  method.  That  is  the 
kind  of  the  "so";  how  you  access  the  information.  Before,  it  was  a 
purpose-based  "so"  that  they  were  articulating  and  now  it  is  just  the 
method  in  which  you  did.  The  only  time  the  method  in  which  you  did 
it  makes  a  difference  is  if  you  actually  break  into  the  computer;  if 
you  exceed  a  code-based  restriction.  The  two  examples  that  they  cite 
by  Nosal  as  being  the  crystal-clear  examples  that  Nosal  supports  them 
are  actually  the  two  examples  that  are— undercut  their  argument  the 
most.  They  said,  "Okay,  well  first  of  all,  the  individuals  in  both 
cases  had  access  to  the  information."  Well,  that  is  not  entirely 
true.  The  first  one,  the  premise  put  forth  by  the  Court  was  that  you 
could  look  at  it  but  you  could  not  copy  or  download  it.  That  is  an 
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example  of  a  code-based  restriction.  That  is  within  that  program  or 
on  that  database,  whatever  database  that  was  for  the  Nosal' s 
hypothetical,  there  was  a  code-based  restriction  that  allowed  you  to 
look  at  it  but  not  download  it  or  save  it  or  print  it.  That  is  a 
perfect  example  of  Orin  Kerr's  code-based  restriction.  And,  the  way 
the  Nosal  Court  says  it  is  this  person  circumvents  that  in  some  way 
by  downloading  it  to  a  thumb  drive  and  they  walk  out  with  it.  That 
is  a  code-based  restriction.  There  is  a  theory  3.  That  is  a  proper 
1030  specification.  The  other  example  of  the  individual  using 
another  person's  password;  well  again,  your  access  to  the  information 
is  based  upon  your  password.  So,  there  is  a  ccde-based  restriction. 
When  you  get  to  that  particular  login  you  have  to  put  in  your 
username  and  password.  That  is  an  example  of  a  code-based 
restriction.  In  Nosal' s  example,  the  person  who  has  entered  their 
own  password  and  still  got  the  information  but  they  did  not  do  so  in 
order  to  cover  their  tracks.  And,  the  way  that  they  did  not  do  so 
was,  they  entered  somebody  else's  information.  So,  they  tricked  the 
computer  into  giving  them  access  that  was  not  premised  on  their 
authorized  access.  So  again,  that  is  a  perfect  example  of  a  code¬ 
based  restriction  and  circumventing  that.  Nosal  does  not  provide  any 
authority  for  the  government's  argument.  Not  that  long  ago  the 
government  was  arguing  that  Nosal  was  wrongly  decided  and  that 
purpose-based  restrictions  were  perfectly  appropriate  and  consistent 
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with  the  1996  amendments.  They  say  that  we  have  not  cited  any 
authority  and  they  have  looked  at  the  cases.  Well,  they  didn't  look 
closely,  apparently,  because  we  did  cite  a  lot  of  authority.  And 
Drew  does  distinguish  between  theory  1  and  theory  2. 

MJ:  What  is  the  cite  for  Drew ? 

CDC [MR.  COOMBS]:  The  cite  for  Drew ,  Your  Honor - 

MJ:  Actually,  why  don't  we  do  this,  in  the  next  recess  someone 

from  the  defense  team  could  ensure  that  I  get  a  copy  of  Drewl 

CDC [MR.  COOMBS]:  Okay,  Your  Honor,  I  can  give  you  the  cite  in  a 
second  but  as  far  as  copying,  I  don't  have  the  ability  to  print 
anything  so  if  the - *- 

MJ:  All  right.  Government,  is  it  possible  to — you  are  giving  me 

a  look.  Major  Fein? 

TC [MAJ  FEIN]:  Yes,  Your  Honor,  we  can  do  it  but  also  military 
defense  counsel  can  give  it  to  you,  but  we  will  have  it  done  by  the 
time  we  get  back. 

MJ:  All  right,  thank  you. 

CDC [MR .  COOMBS]:  Thank  you.  Major  Fein. 

So,  the--when  you  look  at  the  decisions  in  this  case.  Drew 
does,  in  fact,  talk  about  the  contractual-based  restriction  and  what 
they  say  is  that  you  cannot  go  with  the  contractual-based  restriction 
because  of  the  problem  of  having  the  employer  put  any  restriction 
they  wanted  if  they  chose  to,  and  they  can--in  the  AUP.  And  that  is 
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what  the  Drew  case  comes  down  with  me,  saying  there  is  no  requirement 
that  any  restriction  is  reasonable.  And  so,  we  cannot  have  employers 
contractually  define  a  criminal  statute.  You  cannot  have  that.  And 
the  criminal  statute  here  is  only  concerned  with  breaking  into  the 
computer,  exceeding  your  offer  access  by  violating  a  code-based 
restriction,  not  on  a  contractual  issue.  The  government  spends  a  lot 
of  time  talking  about,  "This  is  not  an  AUP  issue."  Well,  Wget  was  an 
unauthorized  program  because  of  the  AUP. 

MJ:  So,  is  the  Defense's  position  this  Wget  was  an  unauthorized 

program? 

CDC [MR .  COOMBS]:  The  evidence — again,  I  would  concede  that. 

That  has  not  been - 

CDC [MR.  COOMBS]:  Yes,  Your  Honor,  I - 

MJ:  - in  all  of  the  briefs  that  I  have  seen,  the  Defense 

position. 

CDC [MR.  COOMBS]:  No,  it  has  in  all — it  has.  Your  Honor.  The 
Wget  program  was  an  unauthorized  program  on  the  DCGS-A  machine.  It 
was  an  authorized  program  from  the  Army's  higher  server.  Wget  is  not 
a  nefarious  program.  It  is  just  a  program  that  gets  information.  It 
is  authorized  on  government  computers,  just  not  on  the  DCGS-A 
computers.  And,  the  attachment  that  the  government  referenced  the 
Court  to,  the  e-mail  exchange,  actually  lays  that  out  where  it 
indicates  that  it  was  authorized,  but  just  not  the  user  level.  So, 
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the  defense  will  concede  Wget  was  an  unauthorized  program.  When  you 
look  at  the  government's  argument,  they  try  to  create  a,  "never 
entitled",  "unauthorized  manner"  distinction.  Where  is  their  case 
law  for  that?  The  government  cites  you  absolutely  no  case  to  support 
you  going  out,  and  this  is  not  even  a  limb,  this  is  a  twig  that  they 
are  asking  you  to  go  out  on.  They  cite  no  case  authority  for  you  to 
do  this  other  than  now  their  opinion  of  the  1996  amendments  and  how 
Nosal  does  not  factor  in  the  1996  amendments  and  how  Orin  Kerr  is 
some  guy  who  writes  an  article  of  what  the  law  should  be.  That  is 
essentially  their  position.  The  guiding  light  in  this  instance  is 
not,  you  know,  the  1996  amendments,  'and  we  can  use  this  as  the 
guiding  light  and  now  articulate  a  theory  of  the  ordinary  method.  If 
you  violate  the  ordinary  method,  that  is  a  1030  violation.  No  case 
has  ever  gone  that  way,  not — it  is  clear  that  the  1996  amendments  and 
the  Courts  that  follow  the  Nosal  opinion  are  only  concerned  with 
whether  or  not  the  individual  has  authorized  access. 

MJ:  And,  do  any  of  these  cases  involve  classified  information, 

or  1030(a) (1)  for  that  matter? 

CDC [MR .  COOMBS]:  The — primarily  they  all  involve  a  1030(a)(4) 
or  (c) (3)  and  each  of  those  cases  it  is,  you  know,  again,  they  look 
at  whether  or  not  the  individual  had  authorized  access  to  the 
information  and  in  many  instances  it  is  the  employer  who  is  upset 
with  what  the  information — how  the  person  used  information  after  the 
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fact.  And  the  Court  says,  "Well,  you  know,  you  can  be  upset  with 
that  that  is  not  a  1030  violation."  But,  the  key  thing  here  is  the 
agreement  early  on  that,  "exceeds  authorized  access",  as  the  Nosal 
opinion  correctly  states,  has  to  be  read  throughout  the  1030  statute. 
So,  what  is  true  for  1030(4)  —  (a)(4),  is  true  for  (a)(1).  There  is 
no  indication  by  Congress  or  for  that  matter  any  Court  opinion  that 
would  support  a  different  interpretation  for,  "exceeds  authorized 
access".  And,  as  you  go  through  the  cases  that  the  defense  has 
cited,  United  States  v  Zhang,  finding  no  1030  violation  because  the 
accused  had  active  login  credentials  that  give  him  access  to  that 
information.  United  States [sic]  v.  Saharia  because  he  had  accessed 
certain  information  that  he  was  permitted  access.  There  is  no, 
"exceeding  authorized  access".  The  Ryan [sic]  v.  Evans  case  accessed 
the  information;  again  he  was  permitted  to  access  the  information. 

He  could,  download  the  information,  view  the  information,  delete  the 
information;  no  1030  violation.  Each  of  the  cases,  as  you  look 
through  them,  the  key  issue  is  whether  or  not  there  were  any  sort  of 
restrictions  based  upon  the  accused.  So,  when  you  look  at,  "exceeds 
authorized  access",  you  do  have  the  outside  hacker,  the  individual 
who  never  was  authorized  to  go  to  that  computer  and  they  break  in. 

And  then,  you  have  the  individual  who  was  authorized  but  they  exceed 
their  authorized  access  to  certain  information,  so  they  had  the  keys 
to  certain  doors  but  not  to  this  door  and  they  exceed  their 
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1  authorized  access.  That  is  what  1030  is  concerned  about.  The 

2  government's  analogy  of,  "Oh,  he  had  the  keys  to  the  door  but  then  he 

3  used  a  bulldozer  to  get  the  information",  well,  even  running  with 

4  their  analogy,  if  he  had  the  keys  to  the  door  and  he  unlocked  the 

5  door  with  the  key  and  then  he  used  the  bulldozer,  it  does  not  change 

6  the  analogy  of  whether  or  not  he  had  authorized  access.  So,  taking 

7  it  to  the  different  standpoint,  you  can  say  if — "You  can  go  into  this 

8  room  and  you  can  take  anything  you  want  from  the  room,  just  make  sure 

9  you  hold  it  in  your  hands."  Well,  if  you  can  go  into  the  room,  you 

10  can  go  into  the  room.  So  in  this  instance,  if  someone  goes  in  the 

11  room  and  they  use  a  backpack  to  put  some  of  the  information  in"  and 

12  walk  out  with  a  backpack,  well,  that  might  have  violated  the 

13  contractual  terms  of  use  of,  "Hey,  make  sure  you  carry  everything  in 

14  your  hands",  but  that  does  not  change  whether  or  not  you  could  access 

15  the  information.  And  in  this  instance,  the  Wget,  there  was  no 

16  restriction.  And,  the  government  says  is  our  burden,  well  the 

17  government  also  has  a  burden,  it  is  called  candor  to  the  Court. 

18  There  is  no  restriction  on  the  Net-Centric  Diplomacy  database  for 

19  downloading;  none.  And  so  in  this  instance,  if  they  are  saying  that 

20  he  could  download  and  save  this  information  but  we  are  particularly 

21  troubled  by  the  fact  that  he  used  a  program  to  do  so,  so  he  could  get 

22  more.  They  are  basically  saying,  "That  he  could  go  into  the  room;  he 

23  could  take  out  any  information  he  wanted.  If  he  wanted  to  spend  all 
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1  day  doing  it,  he  could  do  it,  but  we  are  upset  with  the  fact  that  he 

2  brought  in  a  backpack  and  he  put  all  of  that  information  in  the 

3  backpack  and  left."  Well,  that  backpack  was  the  unauthorized  program 

4  and  they  could  charge  that.  But,  it  does  not  make  the  contractual 

5  terms  of  use  a  1030  violation.  Because,  if  you  take  out  the  AUP,  as 

6  much  as  they  try  to  divorce  themselves  from  that  because  they  theory 

7  1  is  dead  on  arrival  if  they  admit  that  to  that  to  the  Court,  if  you 

8  put  in - 

9  MJ:  Now  this  is  where  I  am  getting  confused,  Mr.  Coombs.  How 

10  is  theory  1  necessarily  dead,  why  can't  you  have  contractual  terms  on 

11  access? 

12  CDC [MR.  COOMBS]:  Well  you  can,  but  you  can — and  that  could  be  a 

13  violation  of  the — your  employer's  access  to  the  information  from  a 

14  contract  basis,  but  it  is  much  like  the  purpose  base  where  you  say, 

15  "only  use  this  for  authorized  purposes".  You  can  have  those  things. 

16  You  certainly  can.  You  just  do  not  state  a  1030  violation  because 

17  Congress  does  not  care  about  your  contractual  terms  from  an  employer. 

18  That  is  the  Drew  case.  Congress  does  not  care  about  your  purpose- 

19  based  restriction,  that  is  the  Nosal  case.  Congress  just  cares 

20  about,  "Did  you  have  to  violate  code-based  restriction?  Did  you  have 

21  to  break  into  the  computer?"  If  you  take  the  Army's  AUP  and  you 

22  eliminate  the  authorized  software  issue,  let's  say  that  AUP  read, 

23  "You  could  put  any  software  down  that  you  wanted  that  you  thought,  as 
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1  a  user,  would  help  you  in  your  job."  How  would  the  government 

2  articulate  to  this  Court  its  so-called  Wget  theory?  Its  whole  Wget 

3  theory  is  premised  on  one  simple  fact;  that  it  is  an  unauthorized 

4  program.  That  is  its  whole  theory.  And  so,  when  you  pull  back  the 

5  onion  and  you  peel  away  the  layers  of  their  argument,  their  so-called 

6  argument  on  this  issue,  it  is,  at  the  end  of  the  day,  a  theory  one. 

7  He  used  an  unauthorized  program.  Well,  that  could  be  a  Article  92 

8  violation  but  it  is  not  a  1030  violation.  No  Court,  and  the  Drew 

9  case  would  be  instructive  on  this  because  of  how  they  dismissed  it 
10  outright  by  saying,  "You  cannot  allow  an  employer  to  contractually 
11.  dictate  a  criminal  statute  because  they  can-  put  anything  you  wanted 

12  in  there."  And,  as  I  took  you  through  the  hypotheticals,  if  he  used- 

13  -if  he  didn't  use  and  unauthorized  program,  he  used  an  authorized 

14  program  but,  did  not  use  virus  check  or  did  not  have  a  secure 

15  password,  it  could  also  say  he  circumvented  the  ordinary  method  that 

16  we  want  you  to  use  when  you  access  information.  All  of  that  stuff  is 

17  restrictions  on  access;  it  is  just  not  a  1030  types  of  restrictions. 

18  Subject  to  your  questions? 

19  MJ:  I  think  we  are  good.  We  are  all  set. 

20  Yes,  Captain  morrow? 

21  ATC [CPT  MORROW]:  May  I  be  heard  briefly.  Your  Honor? 

22  MJ:  Yes. 
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ATC [CPT  MORROW]:  Just  real  briefly.  Your  Honor,  here  is  the 
legislative  history. 

MJ:  Thank  you. 

ATC [CPT  MORROW]:  Just  a  couple  of  points.  Wget  can  be  a 
nefarious  program.  The  government  will  discuss  that  during  the 
trial.  Again,  Wget  is  not  unauthorized  because  of  the  AUP.  With 
respect  to  the  fact  that  there  is  no  case  law,  the  government  has 
cited  Nosal,  the  case  that  essentially  the  Court  has  adopted  as  its 
interpretation  for — the  basis  for  its  application  of  the  statute  in 
this  case  which  is  that  the  manner  matters.  Manner  of  the  access 
matters.  And  finally,  Your  Honor,  Wget  was  not  a  component  of  Net- 
Centric  Diplomacy.  The  restriction  there  is  that  it  was  not  a  tool. 
It  was  not  even  a  part  of  the  website.  It  was  not  some — you  know,  he 
can  go  there  and  then  say,  "Well,  what  is  this  Wget  tab?  I  can  use 
it  to  download  all  of  these  cables."  It  was  not  part  of  the  website. 
It  was  not  part  of — it  was  not  an  authorized  program  on  the  computer. 
It  was  something  else  entirely.  Thank  you.  Your  Honor. 

CDC [MR .  COOMBS]:  Your  Honor,  just  to  give  you  this  cite  for 
Drew,  it  is  259  FDR  449 - 

MJ:  Wait,  hold  on.  Drew  259? 

CDC [MR.  COOMBS]:  259  FDR  449. 

MJ:  Okay,  all  right,  thank  you. 

MJ:  All  right,  is  there  anything  further  on  this  issue? 


1194 


c 


J 


1  CDC[MR.  COOMBS] :  Ma'am,  if  I  spoke  on  this  cite  that  it  was 

2  FRD,  if  I  said  FDR,  I  meant  FRD,  I  apologize. 

3  MJ:  Thank  you.  The  government  is  getting  that  for  me,  is  that 

4  correct? 

5  ATC[CPT  MORROW] :  Yes,  ma'am. 

6  MJ:  All  right,  I  notice  it  is  12  o'clock.  Is  this  a  good  time 

7  to  break  for  lunch? 

8  CDC [MR .  COOMBS]:  Yes,  Your  Honor. 

9  TC [MAJ  FEIN]:  Yes,  Your  Honor. 

10  MJ:  How  long  would  the  parties  like? 

11  CDC  [MR.  COOMBS]-:  Could  ve  go  till  1330,  Your  Honor? 

12  MJ:  Does  that  work  for  the  government? 

13  TC [MAJ  FEIN]:  It  works,  ma'am. 

14  MJ:  All  right.  Court  is  in  recess  until  1330. 

15  [The  Article  39(a)  session  recessed  at  1203,  16  July  2012.] 

16  [The  Article  39(a)  session  was  called  to  order  at  1336,  16  July 

17  2012.] 

18  MJ:  This  Article  39(a)  session  is  called  to  order. 

19  Let  the  record  reflect  that  all  parties  present  when  the 

20  Court  last  recessed  are  again  present  in  Court.  And,  Major  Fein  is 

21  standing  up  to  correct  me  on  that,  is  that  correct? 

22  TC [MAJ  FEIN]:  Yes,  Your  Honor.  Your  Honor,  Staff  Sergeant 

23  Hadaway  is  absent. 
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1  MJ:  All  right,  thank  you. 

2  All  right,  before  we  proceed,  I  have  what  the  court 

3  reporter  originally  marked  as  Appellate  Exhibit  206  which  was 

4  something  I  received  via  e-mail  from  the  government  earlier  in  the 

5  week  which  is  a  prosecution  request  for  leave  until  18  July  to  file 

6  for  a  protective  order  with  respect  to  defense  notice  under  M.R.E. 

7  505(h) (3).  There  was  various  e-mail  traffic  going  back  and  forth 

8  between  the  parties  and  the  Court  with  respect  to  this  request  for 

9  leave  to  file.  And  Major  Fein,  the  government  actually  said  at  the 
10  end  of  that  e-mail  traffic  that  the  government  no  longer  wished  to 
V.  file,  is  that  correct? 

12  TC [MAJ  FEIN]:  Yes,  Your  Honor,  we  withdrew  the  filing. 

13  MJ:  Okay.  So,  the  prosecution  request  for  leave  is  Appellate 

14  Exhibit  209. 

15  Anything  further  on  this  issue? 

16  CDC [MR .  COOMBS]:  No,  Your  Honor. 

17  TC [MAJ  FEIN]:  No,  Your  Honor. 

18  MJ:  Before  we  proceed  on  to  instructions,  the  Court  had  an 

19  opportunity  over  the  lunch  break  to  review  the  United  States  v.  Drew 

20  and  I  just  want  to  make  sure  I  am  not  misunderstanding  something  in 

21  this  case. 

22  CDC [MR.  COOMBS]:  Yes,  Your  Honor. 
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MJ:  This  case,  as  I  read  it,  initially  began  as  a  felony  under, 

it  does  not  say  the  provision,  I  am  sorry  18  United  States  Code 
1030(c) (2) (B) (2)  which  involved  access  in  furtherance  of  a  crime  or 
torturous  act.  Am  I  reading  the  opinion  correctly  to  say  that  under 
that  felony  piece  of  it  the  Court  held  that  the  scientor  element  in 
the  offense  would  allow  the  Facebook  user  agreement  to  fit  within  the 
definition  of,  "exceeds  authorized  access" — or,  "unauthorized  access" 
and  just  when  it  came  to  the  lesser  included  misdemeanor  offenses 
that  the  Court  held,  "No" . 

CDC [MR .  COOMBS]:  No,  that  is  not  how  the  defense  interpreted  it 
ma'am.  The  felony  was  actually — she  was  found  guilty  of  the  lesser 
included - 

MJ:  Yes. 

CDC[MR.  COOMBS]: - the  misdemeanor.  So,  that  is  the  first  time 

when  you  have  the  misdemeanor  conviction  did  Drew  actually  challenge 
the  applicability  of  1030.  So,  Drew  did  not  challenge,  apparently 
not  at  the  time,  the  federal  aspect  of  it.  It  was  argued — in  fact. 
Drew  is  Professor  Kerr  arguing  in  the  Drew  case. 

MJ:  So  what  did  they  mean  on  page  1  where  it  says,  "At  this 

time — originally,  the  question  arose  in  the  contract  context  of 
defendant  Lori  Drew's  motions  to  dismiss  the  indictment  on  the 
grounds  for  vagueness,  failure  to  state  an  offense  and 
unconstitutional  delegation  of  prosecutorial  power."  And  then  it 
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1  says,  "See  case  docket.  At  that  time  this  Court  found  the  presence 

2  of  the  scientor  element,  i.e.  the  requirement  that  the  intentional 

3  accessing  of  the  computer  without  authorization  or  in  excess  of 

4  authorization  be  in  furtherance  of  the  commission  of  a  criminal  or 

5  torturous  act  within  the  CFAA  felony  provision  as  delineated  in  18  US 

6  Code  section  1030(c) (2) (B) (2)  overcame  defendant's  constitutional 

7  challenges  and  arguments  against  the  criminalization  of  breaches  of 

8  contract  involving  the  use  of  computers." 

9  CDC (MR .  COOMBS]:  I  think  the  actual  challenge  on  the 

10  applicability  of  1030,  the  initial,  I  think,  challenge  based  upon  the 

11  defense — I  don't  have  the  pleadings  from  there,  but  they  did  not 

12  articulate  a  flat  out,  "1030  does  not  apply  to  this  act."  I  believe 

13  Professor  Kerr  got  involved  at  some  point  and  then  they  articulated 

14  that  with  regards  to  the  misdemeanor  conviction  and  then  it  was 

15  subsequently  dismissed. 

16  MJ:  Okay.  All  right,  I  guess  the  decision  is  not  evident  from 

17  the  case  as  I  am  reading  it. 

18  CDC [MR.  COOMBS]:  Yeah,  some  of  the — it  is  unfortunate  that,  you 

19  know,  we  do  not  have  all  of  the  pleadings  and  the  rulings  but  the  way 

20  the  defense  took  it  was  they  did  not  challenge  it  as  we  are 

21  challenging  spec  13  and  14  at  the  felony  offense  but  they  did  based 

22  upon  the  misdemeanor  conviction.  And,  I  think  that  was  just  based 

23  upon,  I  guess,  her  counsel  at  the  time. 
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1  MJ:  Okay,  thank  you. 

2  CDC [MR.  COOMBS]:  Thank  you,  Your  Honor. 

3  MJ:  Government,  anything? 

4  ATC [CPT  MORROW]:  Nothing,  Your  Honor. 

5  MJ:  Anything  else  we  need  to  address  before  you  move  on  to 

6  instructions? 

7  CDC [MR .  COOMBS]:  No,  Your  Honor. 

8  TC [MAJ  FEIN]:  Your  Honor,  the  only  other  is  that  the  government 

9  owed  back  to  your  proposed  calendar  for  the  motion  for  amending  the 

10  protective  order.  The  government  proposes.  Your  Honor,  that  if  the 

11  Court  is  still  going  to  require  the  government  to  at  least  have  t'he 

12  opportunity  to  review  the  documents  at  every  pleading  or  filing  by 

13  the  defense  that  the  government  have  five  duty  days  to  respond  to  the 

14  defense  on  whether  we  would  seek  a  further  protective  order  or  do  not 

15  approve  of  the  reactions.  And  then,  if  also  at  the  end  of  that  five 

16  duty  days,  the  prosecution  determines  that  it  needs  further,  I  guess, 

17  further  assistance  or  needs  to  send  that  to  other  entities  that  we 

18  notify  the  Court  and  the  defense  and  then  probably  as  for  no  more 

19  than  10  duty  days  to  coordinate  that  effort  to  get  a  response  back. 

20  MJ:  And  this  would  be  for  filings  that  are  not  filed  in 

21  accordance  with  the  schedule  that  is  already  currently - 

22  TC[MAJ  FEIN]:  Actually,  Your  Honor,  the  government  proposes 

23  that  be  for  all  filings.  I  mean,  it  shortened  the  window  for  the  two 
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1  weeks,  shortened  the  second  window,  but  what  it  also  does  is,  which 

2  goes  back  to  the  written  motion,  is  the  three  days  after  a  reply  that 

3  has  been  problematic  as  well  for  the  same  reason  as  we  have  already 

4  briefed. 

5  M J :  All  right.  Defense,  the  government  has  orally  articulated 

6  what  it  wants  to  do,  do  you  have  an  objection? 

7  CDC [MR.  COOMBS]:  I  just  want  to  make  sure  I  understand  it 

8  correctly.  So,  if  the  government  is  saying  all  filings  whether  they 

9  be  the  initial  filing,  the  response  or  replies,  they  want  five  duty 

10  days  and  then  if  they  believe  that  five  duty  days  is  not  sufficient 

11  because  of  a  need  to  go  to  an  equity  holder,'  they  will  articulate 

12  why,  to  the  Court  and  the  defense,  and  ask  for  and  an  additional  10 

13  days . 

14  MJ:  Is  that  basically  what  you  are  proposing? 

15  TC [MAJ  FEIN]:  Yes,  Your  Honor. 

16  CDC[MR.  COOMBS]:  Then  the  defense  has  no  objections. 

17  MJ:  All  right,  why  don't  you  do — the  Government,  if  you  would, 

18  draft  up  a  proposed  addendum  to  the  protective  order  that  says 

19  basically  just  that,  which  changes  the  timeframe.  Then  I  am  not 

20  inclined  to — and  change  the  timeframe  and  adds  the  portion  about  the 

21  duty  description. 

22  TC [MAJ  FEIN]:  Yes,  ma'am. 
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1  MJ:  I  am  not  inclined  to  amend  the  Court  order  in  any 

2  additional  form. 

3  TC [MAJ  FEIN]:  Yes,  ma'am. 

4  MJ:  All  right,  let's — anything  else  to  address  before  we  move 

5  on  to  instructions? 

6  CDC [MR.  COOMBS]:  No,  Your  Honor. 

7  TC [MAJ  FEIN]:  No,  Your  Honor. 

8  MJ:  All  right.  And  I  do  not  think — I  initially  talked  to  the 

9  parties  before  we  came  on  the  record  today  and  said  we  were  going  to 

10  go  through  all  of  the  instructions  today.  I  think  that  is  an  awful 

11  big  apple  to  bite  in  one  afternoon  so  let's  try  at  least  to  get 

12  through  the  Article  104  instructions  today  as  well  as  Specification  1 

13  of  Charge  II,  the  Article  134  offense  and  then  we  will  see  where  we 

14  are  at  and  possibly  go  into  the  18  United  States  Code  section  641 

15  offenses. 

16  Is  that  acceptable  to  the  parties? 

17  CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

18  ATC [CPT  MORROW]:  Yes,  ma'am. 

19  MJ:  Let's  begin  with  the  Article  104  instructions.  Those  are, 

20  let  us  see,  I  have  the  defense  requested  instruction  for  Article  104 

21  as  Appellate  Exhibit  168.  I  have  the  defense  motion  for  specific 

22  instructions  for  The  Specification  of  Charge  I  as  Appellate  Exhibit 

23  169,  the  prosecution  response  to  the  defense  motion  for  specific 
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instructions  of  The  Specification  of  Charge  I  at  Appellate  Exhibit 
186,  and  the  defense  reply  to  the  government  response  to  the  defense 
motion  for  specific  instructions  for  The  Specification  of  Charge  I  at 
Appellate  Exhibit  198.  And,  I  believe  there  should  be  another,  just 
a  generic — the  government  gave  their  request  for  instructions  all  in 
one — should  be  all  in  one  Appellate  Exhibit. 

CDC [MR .  COOMBS]:  Appellate  Exhibit  159. 

ATC [CPT  MORROW]:  And  with  159,  Your  Honor,  there  should  be 
seven  enclosures  to  that--that  request. 

MJ:  Let's  let  the  Court  reporter  find  it. 

[Pause] 

MJ:  All  right,  and  that  would  be  at  Appellate  Exhibit  159, 

would  be  the  government  proposed  member  instructions.  Before  you 
begin  Mr.  Coombs,  let  me  just  ask  a  quick  question  from  both  sides. 

As  I  read  the  proposed  defense  instructions  and  the  proposed 
government  instructions,  the  elements  were  the  same — the  elements  of 
the  offense  were  pretty  much  the  same  except  for  classified  entity 
for  enemy  and  Bates  number  for  the  defense. 

Is  that  your  understanding  as  well;  is  there  a  difference? 

CDC [MR.  COOMBS]:  For  the  104,  ma'am? 

MJ:  Yes. 

CDC [MR.  COOMBS]:  Yes,  ma'am. 

ATC [CPT  MORROW] :  That  is  correct,  ma'am. 
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MJ:  Now,  government - 

ATCtCPT  MORROW]:  I  believe  that  is  what  was  adopted  by  the 
Court,  this  ruling  on  the  motion  to  dismiss  the  104. 

MJ:  All  right,  for  the  enemy  portion,  the  defense  identified  it 

by  Bates  number,  does  the  government  have  a  preference  one  way  or  the 
other  whether  it  is  Bates  number  or,  as  you  put  it,  "classified 
entity"? 

ATC[CPT  MORROW]:  No,  Your  Honor.  I  think  we  all  know  what  we 
are  talking  about. 

MJ:  Which  is  going  to  be  easier--okay,  all  right.  Thank  you. 

Sc,  we  arc  really  arguing  here  over  what  the  definitions 
are  going  to  be? 

CDC [MR.  COOMBS]:  That  is  correct.  Your  Honor. 

MJ:  Okay. 

Go  ahead,  Mr.  Coombs. 

CDC [MR.  COOMBS]:  Thank  you.  Your  Honor. 

Your  Honor,  as  this  Court  has  held,  the  accused  must  have 
actual  knowledge  that  he  is  giving  intelligence  to  the  enemy  in  order 
to  be  convicted  of  a  violation  of  Article  104(2).  Now,  the  defense 
proposes,  based  on  the  Court's  request  that  the  parties  give  an 
instruction  as  to  what  actual  knowledge  means,  that  in  this  case,  the 
government  must  be  required  to  prove  beyond  a  reasonable  doubt  that 
the  accused,  using  a  third-party  as  a  conduit,  knowingly  and 
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1  intentionally  gave  information  to  the  enemy.  Now,  this  is  not  to  say 

2  that  PFC  Manning  had  to  have  the  specific  intent  to  aid  the  enemy. 

3  And,  as  the  defense  tried  to  lay  out  in  great  pains  in  its  motion,  we 

4  are  not  trying  to  apply  a  specific  intent  element  to  Article  104.  We 

5  are  simply  trying  to  articulate  what  the  general  intent  is  in  this 

6  case;  the  intent  to  give  information  to  the  enemy.  So,  in  order  to 

7  state  a  104  offense,  you  must  be  able  to  show,  as  the  government, 

8  that  the  accused  intended  to  give  the  information  to  the  enemy.  You 

9  do  not  need  to  show  that  he  intended  to  aid  the  enemy  in  any  way, 

10  shape,  or  form.  And,  when  you  look  at  case  law  that  is  interpreting 

11  104'2),  it  makes  clear  that  mere  knowledge  that  the  enemy  might 

12  receive  the  information,  could  receive  the  information,  or  even  would 

13  likely  receive  the  information  is  insufficient  to  state  a  104 

14  offense.  The  cases  of  Olson,  Batchelor,  and  Anderson  make  it  clear 

15  that  the  accused  must  have  intended  to  give  information  to  the  enemy. 

16  In  fact,  every  case  that  has  charged  104,  that  has  been  almost  proof 

17  without  saying,  because  the  facts  of  the  case  show  that  the 

18  individual  intended  to  give  information  to  the  enemy.  And,  when  you 

19  look  at  this  case  that  is  what  makes  this  case  stand  out  from  every 

20  other  104  offense  that  has  ever  been  tried  in  a  military  Court- 

21  martial.  There  has  never  been,  in  the  history  of  Military  Justice,  a 

22  conviction — a  prosecution  based  upon  putting  intelligence  on  the 

23  Internet,  just  that  fact  alone,  never.  And,  the  government  now  is 
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inviting  this  Court  to  apply  almost  a  negligence  standard  to  a  mens 
rea.  When  you  look  at  both  the  case  cited  by  the  government  with 
regards — excuse  me,  by  the  defense  with  regards  to  the  knowledge  that 
everyone  would  have,  if  you  put  something  on  the  Internet,  of  course 
it  is  accessible  to  anybody  who  also  has  Internet  access.  So,  if  the 
government's  instruction  were  correct,  it  would  make  a  strict 
liability  offense  of  a  death  penalty  offense  of  104;  if  you  put 
intelligence  on  the  Internet.  I  would  challenge  government  to 
articulate - 

MJ:  Well,  that  is  the  instruction  that  I  gave,  so  "this 

'knowingly',  means  giving  intelligence  to  the  enemy  under  Article 
104(2)  requires  actual  knowledge  by  the  accused  that  he  was  giving 
intelligence  to  the  enemy.  This  is  true  whether  the  giving  is  by 
direct  or  indirect  means.  A  person  cannot  violate  Article  104  by 
acting  inadvertently,  accidentally,  or  negligently."  I  guess,  how  is 
that  a  strict  liability  offense? 

CDC [MR.  COOMBS]:  Well,  the  strict  liability  would  come  into 
play  here  if  what  you  are  saying — because  take  a  look  at  how  the 
government  defines  their  "knowledge".  They  say,  "The  government  need 
only  prove  'knowingly'  by  demonstrating  that  the  accused  was  aware 
that  the  enemy  was  practically  certain  to  receive  intelligence  as  a 
result  of  the  charged  acts."  The  defense's  position  is,  that  is 
negligently.  When  you  put  information  out  onto  the  Internet,  if  you 
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1  put  information  out  on  the  Internet,  anyone  who  has  any  knowledge 

2  about  the  Internet  is  aware  of  the  fact  that  once  it  is  there,  anyone 

3  who  also  has  access  to  the  Internet  can  get  to  it.  So,  if  a  Soldier 

4  put  intelligence  on  the  Internet,  obviously  that  would  be  negligent, 

5  if  they  were  trying  to  put  the  intelligence  on  the  Internet  in  order 

6  to  inform  the  general  public,  or  in  this  case,  where  it  is  alleged 

7  they  gave  it  to  a  third  party  who,  in  this  case,  is  a  media-like 

8  organization  that  published  the  information,  thereby  once  they 

9  published  it,  it  became  accessible  to  anyone  else  who  had  access  to 

10  the  Internet.  So,  if  we  go  with  the  government's  interpretation,  you 

11  cannot  come  up  with  a  theory  where  you  would  not  have  liability 

12  because  of  the  fact  that  it  is  practically  certain  that  anyone  with 

13  access  to  the  Internet  can  access  something  on  the  Internet.  And, 

14  when  we  talk  about,  in  this  case,  the  actual  knowledge,  that  when  the 

15  Court  says  you  must  prove  that  he  had  actual  knowledge  he  was  giving 

16  it  to  the  enemy.  In  this  instance,  the  actual  knowledge  has  to  mean 

17  that  he  knowingly  and  intentionally  gave  it  to  the  enemy,  not  a 

18  specific  intent  to  publish  anything  but  you  had  to  intend  to  give  it 

19  to  the  enemy.  It  is  kind  of  like  arson,  ma'am.  That  is  a  general 

20  intent  crime.  You  have  a  general  intent  to  start  a  fire  and  the 

21  government  has  to  prove  that  you  intentionally  set  the  fire.  They  do 

22  not  have  to  prove  that  your  intent  was  to  burn  the  building  down, 

23  that  will  be  the  specific  intent  aspect  of  it  or  to  do  something 
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1  else.  But,  they  do  have  to  prove  that  you  intentionally  start  the 

2  fire  in  order  to  carry  the  day.  And,  when  you  look  at  the, 

3  "knowing",  definition,  this  is  where  actually  the  Court  looking  at 

4  some  of  the  other  instructions,  including  the  government's  own 

5  instructions,  look  at  Appellate  Exhibit  159  for  a  moment,  ma'am,  the 

6  proposed  instruction  (8),  for  the  government's  641  offense.  And,  if 

7  you  also — well,  both  instruction  (8)  for  the  government's  641  offense 

8  and  the  proposed  instruction  (6)  for  the  1030  offense  defines, 

9  "knowingly".  Knowingly  is  an  act  that  is  done — an  act  is  done 

10  knowingly  if  it  is  done  voluntarily  and  intentionally  and  not  because 

11  of  mistake  or  accident  or  other  innocent  reason.  The  idea  that, 

12  "knowingly",  has  to  involve  an  intent,  intentionally  to  do  something, 

13  that  is  how  you  knowingly  accomplish  something.  If  I  knowingly  give 

14  you  the  documents  in  my  hand  right  now,  I  am  intending  to  give  you 

15  the  documents.  The  specific  intent  aspect  that  the  government 

16  believes  we  are  arguing  might  be  something  else  like  the  specific 

17  intent  that  you  read  this  and  rule  in  my  favor.  Well,  that  does  not 

18  matter  for  proof  here.  But,  I  still  have  to  prove  that  I  intended  to 

19  give  the  documents  for  you.  And,  when  you  look  at  the  641  and  1030, 

20  defining,  "knowingly",  as  "willfully  and  intentionally",  this  is  the 

21  definition  of,  "knowingly",  for  a  10  year  offense. 

22  MJ:  "Willfully",  is  in  there? 

23  CDC [MR.  COOMBS]:  Yes,  ma'am. 
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MJ:  Which  instruction  is  that  again,  I  am  sorry? 

CDC [MR .  COOMBS]:  I  am  sorry,  I  misspoke.  "Voluntarily  and 
intentionally",  I  am  sorry,  ma'am.  I  misspoke.  So,  the, 

"voluntarily  and  intentionally",  the  intentional  aspect  of 
accomplishing  your  act,  that  is  for  a  10  year  offense.  And,  if  we 
are  dealing  now  with  an  offense  that,  if  the  government  had  so  chose 
to  go  forward  as  the  capital  offense,  would  carry  the  death  penalty. 
And,  the  government  wants  to  argue  that  they  can  carry  the  day  with 
just  showing  that  the  accused  is  aware  that  the  enemy  was  practically 
certain  to  obtain  the  information.  That  goes  back  to  what  Olson, 
Batchelor,  and  Anderson  say  is  a  negligent-esque  mens  rea,  and  you 
cannot  carry  the  day  with  a  negligence  mens  rea. 

MJ:  Well,  it  seems  to  me  what  they  are — well,  at  least  they 

have  not  articulated  it  as  such,  but  it  is  a  deliberate  avoidance 
theory. 

CDC [MR.  COOMBS]:  Yeah,  for  there,  you  do  have  the  ability  to 
show  knowledge  with  a  deliberate  avoidance  as  to,  if  they  had  some 
proof,  to  know  that,  "Okay,  by  giving  it  to  this  person  I  knew  that 
this  enemy,  or  this  enemy,  was  that  person  and  they  would  get  it. 

And,  I  deliberately  wanted  to  avoid  that  I  knew  that  the  enemy  was 
that  same  party  and  so  I  just  gave  it  to  the  person."  If  they  had 
proof  along  that  lines  of  deliberate  avoidance,  that  would  be  one 
thing  but  under  the  government's  theory  then,  the  deliberate 
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1  avoidance  cannot  be  just  the  simple  aspect  of,  "If  I  put  intelligence 

2  on  the  Internet  and  I  want  to  educate  a  particular  section  of  the 

3  public",  that  that  somehow  now  is  deliberate  avoidance  that  the  enemy 

4  may,  with  Internet  access,  get  that  same  information.  That  couldn't 

5  carry  the  day.  It  is  kind  of  like  if  I  leave  the  keys  in  my  car,  I 

6  might  knowingly  leave  the  keys  in  my  car  but  if  someone  comes  along 

7  and  takes  my  car,  I  did  not  intentionally  give  my  car  to  them.  You 

8  know,  it  may  be  a  mere  practical  certainty  that  my  car  will  be  stolen 

9  if  my  keys  are  in  the  car  but  that  does  not  mean  I  intentionally  gave 

10  the  car  to  anybody. 

11  MJ:  So  really  the  crux  of  this  is,  if  I  am  understanding  you, 

12  the  accused  has  to  be  thinking  about  it? 

13  CDC [MR .  COOMBS]:  Yes,  ma'am. 

14  MJ:  He  may  be  thinking  about  dealing  with  the  enemy. 

15  CDC [MR.  COOMBS]:  Right,  you  have  to  prove - 

16  MJ:  That  may  not  be  his  purpose. 

17  CDC [MR.  COOMBS]: - No,  you  do  not — you  would  not  have  to  prove 

18  that  his  purpose  was  to  aid  the  enemy,  to — we  have  other  104  cases 

19  where  the  purpose  was  altruistic,  where  they  were  trying  to  convince 

20  the  enemy  that  we  were  not  bad  people  and  maybe  they  stop  fighting 

21  us.  You  don't  have  to  prove  any  of  that  specific  intent,  whatever  it 

22  is,  but  you  do  have  to  prove  that  they  intended  to  engage  the  enemy; 

23  and,  that  is  what  104  punishes.  It  does  not  care  what  your  goal  was 
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1  your  purpose  in  talking  with  the  enemy;  you  do  not  have  the  ability 

2  to  do  so.  So,  if  you  speak  to  the  enemy,  and  even  though  we  are 

3  dealing  with  giving  intelligence  to  the  enemy,  104  also  just  covers 

4  communication  with  the  enemy.  So,  if  you  talk  with  the  enemy  or  give 

5  information  to  the  enemy  intentionally,  that  is  104.  And  so,  there 

6  must  be  some  proof  that  that  was — that  you  intended  to  do  that  act. 

7  What  your  ultimate  goal  was,  that  does  not  need  to  be  proven.  And, 

8  as  the  defense  cited  in  its  motion,  the  American  Civil  Liberties 

9  Union,  the  ACLU,  talks  about  the  same  problem  of:  if,  "knowing",  in 

10  this  case  does  not  involve  an  intentional  aspect  as  far  as  the 

11  intending  to  communicate  with  the  enemy  or  give  intelligence  tc  the 

12  enemy,  then  it  certainly  prevents  constitutional  problems.  And,  they 

13  give  a  hypothetical  of  one  specialist  who  confronted  then  Rumsfeld, 

14  Secretary  Rumsfeld,  and  said,  "Hey,  we  are  deploying  to  Iraq  and  we 

15  do  not  have  proper  armor.  We  are  having  to  take  metal  and  weld  it  on 

16  to  the  side  of  our  doors  and  we  are  having  to  take  bulletproof  glass 

17  and  put  it  on  the  side  of  our  doors.  We  do  not  have  the  right 

18  equipment."  And  Rumsfeld  responds,  "You  know,  you  go  to  the  Army — 

19  you  go  to  war  with  the  Army  that  you  got.  Not  the  Army  that  you  wish 

20  you  had."  And,  that  one  fact  the  ACLU  points  out,  that  is  clearly 

21  intelligence.  Intelligence,  as  when  you  look  at  the  definition  of 

22  what  intelligence  is,  "any  information  useful  to  the  enemy  for 

23  whatever  purposes."  Well,  clearly  if  the  enemy  knows  we  are 
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1  deploying  without  proper  armor,  that  is  clearly  intelligence.  This 

2  Soldier  made  this  communication  in  the  presence  of  media  with  full 

3  knowledge  that  it  was  being  recorded  as  far  as  the  media  covering  it. 

4  And,  when  this  goes  out  into  the  atmosphere  of  the  World  Wide  Web, 

5  citing  the  Soldier,  that  would  be  putting  intelligence  out  there.  No 

6  doubt  that  the  Soldier  gave  the--intended  to  put  out  the 

7  intelligence,  but  there  also  is  no  doubt  that  that  Soldier  was  not 

8  intending  to  communicate  with  the  enemy — provide  that  to  the  enemy. 

9  Under  the  government's  theory,  they  could,  if  they  wish,  go  forward 

10  on  a  104  offense  against  that  Soldier.  Because,  again,  going  back  to 

11  their  standard,  all  that  is  required  is  demonstrating  that  an  accused 

12  is  aware  that  the  enemy  was  practically  certain  to  receive  the 

13  intelligence.  Well,  in  this  instance,  as  the  ACLU  points  out,  that 

14  Soldier  would  certainly  be  aware  that  the  enemy  was  practically 

15  certain  to  obtain  the  intelligence  because  it  would  be  reported,  and 

16  the  enemy  would  know  it. 

17  MJ:  That  is  sort  of  the  interesting  issue  in  this  case.  What 

18  does,  "aware",  mean?  Does,  "aware",  mean  at  the  time  you  are  giving 

19  the  information  to  the  third-party  that  you  are,  "aware"?  Or,  does, 

20  "aware",  mean  you  should  have  been  aware  because  of  all  of  the 

21  training,  expertise,  etc.? 

22  CDC [MR.  COOMBS]:  Yeah,  the  defense  would  say  that,  "aware", 

23  means  that  at  the  time  you  provide  the  information,  the  after-the- 
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fact,  the  kind  of  the  hindsight  20/20  view,  is  the  negligence 
standard,  like,  "you  should  have  known".  In  fact,  what  the  Court 
said,  "You  should  have  known  based  upon  your  training,  knowledge, 
experience".  That  is  where  you  second-guess,  "Hey,  you  put  out 
information  that  you  should  have  known  the  enemy  would  get  and  we  are 
going  to  hit  you  for  that."  Well,  that  is  not  what  104  is  intended 
to  punish.  104  is  intended  to  punish  the  actual  act  at  the  time; 
that  the  Soldier  is  intending  to  communicate  with  the  enemy.  The 
defense  points  to  Article — Offense  26  of  the  Military  Commissions 
Act.  And,  the  reason  why  we  point  to  that  is,  knowing  that  the 
Military  Commissions  Act  lays  out  what  is  applicable  to  an  alleged- 
terrorist  under  the  military  commissions.  But,  even  under  the 
Military  Commissions  Act  which  is,  in  fact,  as  we  cited  the 
legislative  history,  is  patterned  directly  after  104  and  also 
patterned  after  just  the  historical  offense  of  aiding  the  enemy. 

They  lay  out  that  the  Soldier--excuse  me,  in  this  case  the  alleged 
terrorist  would  have  to  intended  to  actually  communicate  with  the 
enemy.  So,  they  put  out  a,  "knowingly  and  intentionally",  the  exact 
same  definition  that  we  are  asking  this  Court  to  provide. 

MJ:  Well,  it  is  not  the  exact  same  definition  that  you  are 

asking  the  Court  to  provide. 

CDC [MR.  COOMBS]:  With  the  exception  of  the  allegiance,  it  is 
the,  "knowingly,  and  intentionally,  aids  the  enemy  of  the  United 
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States.  "  So,  the  definition  of,  "knowingly  and  intentionally",  as 
far  as  that  mens  rea  of,  "knowingly  and  intentionally",  doing 
something.  So,  if  we  look  at  just  the  Military  Commissions  Act, 
which  Congress  did  not  make  up  out  of  thin  air,  although  the  military 
commissions  was  a  product — political  product,  really,  but  it  was — 
they  were  looking  towards  both  history  of  military  commissions  and 
also  the  104--the  UCMJ  to  try  to  say,  "Military  commissions  are,  in 
fact,  fair."  And,  when  they  look  to  that,  this  is  the  definition 
that  they  laid  out  of  having  to  prove  both  the,  "knowing",  and, 
"intentionally" . 

M J:  So,  they  added  the  intentional  element  that  Congress  did 

not  amend  article  104  when  they  did  that. 

CDC[MR.  COOMBS]:  And,  probably  because  it  without  saying  with 
the  104  because  when  you  think  about,  if  you  were  saying  that  104 — 
because,  all  of  the  case  law  say  the  defense  is  on  solid  ground  when 
they  say  that  you  must  show  that  their  client,  you  know,  was 
intending  to  communicate  with  the  enemy.  The  knowledge  almost  goes 
without  saying  that  in  order  to  carry  a  death  penalty  offense  you 
have  to  show  that  the  accused  actually  intended  to  commit  the  act. 
Because  you  cannot  show  it  by  way  of  negligence  that  takes  out  this, 
should  have  known,  hindsight  20/20  view.  Instead,  they  are  going  to 
have  to  show  something  to  say,  "all  right,  when  you  gave  it  to  this 
third-party,  your  intent  was  that  it  would  get  to  the  enemy.  What 
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1  the  enemy  would  do  with  it,  we  do  not  care.  What  you  intended  the 

2  enemy  to  do  with  it,  we  do  not  care,  just  that  you  were  using  this 

3  third-party  to  communicate  with  the  enemy."  That  is  what  104  should 

4  require. 

5  MJ:  Well  you  said,  "Using  the  third-party  to  communicate  with 

6  the  enemy."  Now  we  are  edging  toward  specific  intent  because  we  have 

7  got  the  word,  "purpose",  in  here  to  which  is  giving  me  pause. 

8  CDC [MR.  COOMBS]:  That  is - 

9  MJ:  It  is  the  actual  knowledge  that  by  giving  this  information 

10  to  the  third-party,  for  whatever  purpose,  that  you  are  actually 

11  knowing,  or  intending,  or  thinking  about,  that  the  enemy  is  going  to 

12  get  it  too. 

13  CDC[MR.  COOMBS]:  Yes,  I  mean  I  guess  if,  again,  it  has — it 

14  cannot  be  the,  "should  have  known",  standard.  But,  if  I  give 

15  information  to  you  knowing  at  the  time  I  give  it  to  you  that  you 

16  communicate  with  the  enemy — and  I  am  sorry,  I  am  not  pointing  to  you 

17  as  the  enemy — you  communicate  with  the  enemy  and  I  give  it  to  you 

18  knowing  that  you  are  going  to  see  the  enemy  and  you  communicate  with 

19  the  enemy,  I  think  at  that  point,  again,  with  having  to  prove 

20  knowledge,  you  can  use,  you  know,  the  instruction  on  proving 

21  knowledge,  you  can  look  at  all  sorts  of  things.  It  is  difficult 

22  always  to  get  inside  the  accused's  mind.  But,  I  think  there  you 

23  could  articulate  that  when  I  gave  it  to  you,  intended  for  it  to  get 
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there.  In  this  instance  though,  the  evidence  is,  as  alleged,  that 
the  third-party  conduit  was  WikiLeaks.  And,  the  theory  is  that  once 
it  was  given  to  WikiLeaks,  and  WikiLeaks  published  it,  now  it  is  on 
the  Internet,  and  anyone  can  have  access  to  it  on  the  Internet, 
including  the  enemy.  And  so,  the  idea  is,  as  an  intelligence  analyst 
or  as  a  Soldier  or  just,  you  know,  general  knowledge,  you  should  have 
known  that  when  you  gave  it  to  WikiLeaks  they  were  going  to  publish 
it,  the  enemy  would  get  it.  That  is  a  negligence  standard.  And,  if 
you  take  WikiLeaks  out  of  the  equation  and  you  put  Washington  Post, 
New  York  Times,  the  government's  theory  would,  apparently,  be  no 
different.  If  I  go  to  the  New  York  Times  because  I  am  concerned 
about  some  aspect  of  what  my  government  is  doing  and  it  happens  to  be 
classified  and  I  give  it  to  the  New  York  Times  as  is  readily — as 
readily  happens  these  days  and  the  New  York  Times  publishes  the 
information  then  the  idea  is  the  enemy  can  read  the  New  York  Times 
just  as  anyone  else.  Have  I,  now,  given  information  to  the  enemy  to 
where  I  should  face  a  104  offense?  Certainly,  maybe  a  793,  and  no 
one  would  dispute  that,  but  a  104?  No.  And  so,  our  position  is  that 
in  order  to  avoid  that  negligence  standpoint,  in  order  to  ensure  that 
the  panel  does  not  look  at  this  as,  "Oh,  he  should  have  known",  the 
government  has  to  have  some  evidence  to  show  that  the  intent  was, 
when  I  gave  it  to  WikiLeaks,  in  this  instance,  that  it  would  get  to 
the  enemy;  just  the  intent  of,  "to  give  it  to  the  enemy".  And,  the 
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1  only  reason  it  makes  it  a  little  bit  more  difficult  in  this  analogy 

2  is  because  you  are  using  a  third-party  and  we  have  no  other  cases 

3  that  really  go  onto  this  point.  If  we  eliminated  WikiLeaks  and,  if 

4  the  evidence  was,  "I  gave  it  to  the  enemy",  then  I  think  at  that 

5  point  we  would  all — we  would  not  be  fighting  over  the  intent  because 

6  everyone  would  see,  "Well,  you  gave  it — as  long  as  you  knew  who  you 

7  are  giving  it  to,  then  obviously  you  intended  to  give  it."  And,  you 

8  could  use  a  constructive  knowledge  type-thing;  you  could  argue  the 

9  training,  and  whatnot.  But,  in  this  instance,  when  you  have  the 

10  third-party  that  is  where  it  is  so  important  that  you  actually  show 

11  the  intent  because  his  intent,  in  this  instance,  could  be  just  simply 

12  to  give  it  to  WikiLeaks;  that  they  would  publish  it  and  people  would 

13  know  about  it,  much  like  if  I  gave  information  to  the  Washington  Post 

14  or  the  New  York  Times.  Absent  something  else,  that  is  a  793  offense, 

15  that  is  not  104.  The  other  piece  of  the  information  would  be  some 

16  evidence  to  show  that,  "I  wanted  that  to  get  to  the  enemy." 

17  MJ:  All  right,  Mr.  Coombs,  I  have  a  question  for  you  and  I  will 

18  have  it  for  the  government  as  well. 

19  CDC [MR.  COOMBS]:  Yes,  ma'am. 

20  MJ:  All  of  the  prior  cases,  and  I  agree  with  you,  they  have 

21  dealt  with  direct  communication  with  the  enemy,  always  talked  about 

22  it  had  to  be — the  standard  had  to  be,  "actual  knowledge",  because  to 

23  protect  the  innocents  who  might  be  acting  accidentally  or  negligently 
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or  inadvertently  and  the  act  has  the  impact  of  aiding  the  enemy,  so 
the  statute  is  not  meant  to  reach  that.  No  Court,  and  it  may  be 
because  they  are  not  talking  about  "an  indirect  means",  has  addressed 
the  gap  between,  "negligence",  and,  "actual  knowledge",  for  example, 
"recklessness"  in  the  middle  of  that.  Is  it  the  defense's  position — 
What  is  the  defense's  position  with,  "reckless"?  Does,  "reckless", 
go — encompassed  by  the  statute  or  does  reckless  go  with, 

"inadvertent",  "negligence",  "reckless"? 

CDC [MR .  COOMBS]:  The  latter.  And  the  reason  why,  is  I  don't 
think,  for  a  death  penalty  offense,  and  I  know  it  is — we  are  not — 
this  is  life  without  parole  based  upon  how  it  is  charged,  but  for  a 
death  penalty  offense  you  cannot  have  a,  "reckless",  standard.  I 
mean,  I  just  do  not  think  that  would  be  constitutional  regardless  of 
the  offense  that  we  are  talking  about.  I  do  not  think  any — on 
appellate  review,  any  Court  would  say  that  a  person  who  is  found 
guilty  of  a  reckless  act  should  lose  their  life  if  that  act  was  not 
intentional.  I  mean,  I  think  our  society  values  life  more  than  that. 
And  so,  the  idea  must  be  that  we  want — if  we  are  going  to  take 
somebody's  life  away,  we  are  going  to  take  it  away  because  of  an 
intentional  act.  And,  in  this  case  you  do  not  have  to  prove  the 
specific  intent  but  you  are  going  to  have  to  show  the  intent  to 
communicate  with  the  enemy.  And,  it  is  unfortunate  that  we  are  the 
test  case  for  this,  "through  a  third-party".  But,  I  think  the  good 
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law  here  and  the  guiding  light  that  should  go  forth  from  here  is  that 
when  you  are  dealing  with  a  third-party,  when  you  cannot  show,  as  the 
direct  party  of  giving  information  to  the  enemy  where  you  would  know 
intent  based  upon  your  conduct,  you  have  to  show,  for  the  third- 
party,  you  have  to  show  that  actual  intent,  that  that  third-party  do 
what  you  did  not  do,  and  that  is  get  the  information  to  the  enemy. 

Not  that  it  could  have  happened,  likely  happened,  reckless,  any 
negligence  standard,  but  an  actual  intent. 

MJ:  Now,  was  that  the  only  definition  defense  requested?  Let 

us  see  what  the — 

CDC [MR.  COOMBS]:  I  think  that  is  the — in  the - 

MJ:  Well,  your,  "indirect  means". 

CDC [MR.  COOMBS]:  Right,  but  as  far  as  defining - 

MJ:  You  are  limiting,  "indirect  means",  to  intermediaries  and 

that  word  gives  me  some  pause  because  intermediary  means,  "I  am 
giving  this  to  you",  again,  we  are  leaning  towards  specific  intent 
here,  "for  the  purposes  of,  you  are  my  intermediary."  My  goal  in 
this  is  to  get  the  information  to  the  third-party. 

CDC [MR.  COOMBS]:  Yeah,  I  was  having  difficulty  in,  to  be  frank, 
describing  how  you  would  use  a  third-party,  other  than  in  that 
manner — or  manner,  I  should  say.  Where,  for  whatever  reason,  if  I 
can't  go  communicate  with  the  enemy  directly  on  my  own  and  I  want  to 
use  a  third-party  to  accomplish  what  I  can,  the  only  way  I  could 
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explain  that  is  through  the  intermediary  idea  of,  like,  you  are  my 
conduit  to  get  the  information  to  the  enemy.  I  do  not  think  you  have 
to  prove  a  specific  intent,  again,  other  than  to  prove  that  when  I 
gave  it  to  the  third-party,  my  intent  was  that  that  information  get 
to  the  enemy.  I  don't  believe  that  that  states  a  specific  intent. 
Instead,  I  think  that  goes  back  to  the  general  intent  to  accomplish 
the  offense  of  104,  and  that  is  give  information  to  the  enemy.  But, 

I  could  not  find  anything,  in  spite  of  my  search,  to,  I  guess,  give 
greater  guidance  than  what  I  put  in  the  instructions. 

MJ:  All  right.  Thank  you.  The  Court  is  cognizant  of  the 

constitutional  issues  with  respect  to  the  statute  and  my  original 
ruling,  back  when  we  held  this — we  had  this  issue  was  that  I  would  be 
very  careful  with  the  instructions  on  this  offense,  and  I  will. 

CDC [MR.  COOMBS]:  Thank  you.  Your  Honor. 

MJ:  All  right.  Captain  Morrow - 

ATC [CPT  MORROW]:  Yes,  ma'am. 

MJ:  - I  hate  to  do  this  to  you  but - 

ATC [CPT  MORROW]:  Sure. 

MJ:  - I  have  a  request  for  a  brief  recess.  Why  don't  we  go 

ahead  and  put  the  court  in  recess  and  we  will  start  again  at  1425  or 
2:25  PM. 

Court's  in  recess. 

[The  Article  39(a)  session  recessed  at  1413,  16  July  2012.] 
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1  [The  Article  39(a)  session  was  called  to  order  at  1425,  16  July 

2  2012.] 

3  MJ:  This  Article  39(a)  session  is  called  to  order. 

4  Let  the  record  like  that  all  parties  present  when  the  Court 

5  last  recessed  are  again  present  in  Court. 

6  Captain  Morrow? 

7  ATC [CPT  MORROW]:  The  government  asks  that  you  deny  the  defense 

8  requested  instruction  for  The  Specification  of  Charge  I.  For  the 

9  most  part  the  government  rests  on  its  brief  in  this  matter  but  would 

10  like  to  make  a  few  points  regarding  the  defense  requested 

11  instruction,  specifically  the,  "knowledge",  and,  "indirect  means", 

12  instructions.  The  government  maintains  that  the  issues  raised  by 

13  this  specific  request  for  instructions  have  already  been  fully 

14  litigated  in  this  Court  and  decided  by  this  Court  in  its  ruling  with 

15  respect  to  the  motion  to  dismiss  specification — The  Specification  of 

16  Charge  I.  The  government  must  prove  that  the  accused  acted, 

17  "knowingly",  not,  "knowingly  and  intentionally". 

18  MJ:  Well,  does,  "knowing" — looking  at  the  other  definitions  of, 

19  "knowing",  for  the  other  statutes,  does,  "knowing",  have  a  general 

20  intent  requirement  if  you  are  acting  intentionally? 

21  ATC [CPT  MORROW]:  Well,  that  was  part  of  your — I  think  that  was 

22  part  of  your  original  ruling.  Your  Honor,  that  knowledge  is  a  general 

23  criminal  intent.  In  fact,  I  think  you  might  have  said  that. 


1220 


c 


o 


1  MJ:  Well,  does  the  government  agree? 

2  ATC [CPT  MORROW]:  Agreed,  absolutely.  Your  Honor,  a  general 

3  criminal  intent.  But,  the  language,  "knowingly  and  intentionally", 

4  and,  "for  the  purpose  of",  transforms  this  general  intent  crime  into 

5  a  specific  intent  crime.  And,  for  that  proposition  the  Court  need 

6  look  no  further  than  the  government's  brief.  But  also,  if  you  look 

7  at  attachment  A  to  the  defense  motion,  which  is  the  text  of  the 

8  manual  for  military  commissions - 

9  MJ:  Hold  on  just  a  minute,  a  lot  of  paper  here;  attachment  A? 

10  ATC [CPT  MORROW]:  Yes,  ma'am.  Defense  has  directed  the  Court's 

11  attention  to  the  offense  of  wrongfully  aiding  the  enemy,  so  Offense 

12  26. 

13  MJ:  Is  this  in  the  defense  reply? 

14  ATC [CPT  MORROW]:  It  is  in  the  original  motion  for  the  specific 

15  instruction. 

16  M J :  Oh,  the  specific  instruction. 

17  ATC [CPT  MORROW]:  Right,  the  original  motion. 

18  MJ:  Well — all  right,  go  ahead.  I  have  it. 

19  ATC [CPT  MORROW]:  Do  you  have  it.  Your  Honor? 

20  MJ:  Mhmm  [indicating  an  affirmative  response] . 

21  ATC [CPT  MORROW]:  What  the  defense  has  failed  to  acknowledge  is 

22  that  the  MMC  also  lists  the  elements  of  Offense  26,  so,  wrongfully 

23  aiding  the  enemy,  and  that  second  element  requires  the  government  to 
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1  prove  the  accused  intended  to  aid  the  enemy.  In  other  words,  the 

2  drafters  of  the  MMC  acknowledge  that,  "knowingly  and  intentionally", 

3  meant  the  government  must  prove  a  specific  intent  to  aid  the  enemy. 

4  The  government  asks  that,  "intentionally",  be  given  its  ordinary 

5  meaning.  Words  have  meaning,  you  have  to  give  those  words  its 

6  ordinary  meaning.  And,  in  that  vein,  the  government  has  the  same 

7  objection  to  the,  "for  the  purpose  of",  language.  Again,  this  Court 

8  previously  ruled  that  Article  104  is  a  general  intent  crime, 

9  "knowledge"  is  a  general  criminal  intent.  It  does  not  require  a 

10  specific  intent  or  motive  to  give  intelligence  to  the  enemy.  Article 

11  104  does  not  require  the  government  to  prove  that  the  accused  used  a 

12  third-party,  "for  the  purpose  of",  giving  intelligence  to  the  enemy. 

13  And,  just  back  to,  and  I  know  we  sort  of  went  over  this  the  first 

14  time  we  discussed  Article  104,  but  it  bears  repeating.  The 

15  government  is  not  alleging  knowledge  of  the  Internet — that  the  enemy 

16  uses  the  Internet.  I  think  you  asked  me  in  oral  argument  last  time, 

17  we  are  alleging  knowledge  of  a  very  definite  place,  and  that  is  an 

18  important  thing  to  remember  in  this  case,  Your  Honor. 

19  MJ:  Well,  how  did  you  phrase  that  in  your  brief?  You  said - 

20  ATC [CPT  MORROW]:  I'm  not  sure  we  used  that  exact  language  in 

21  the  brief.  Your  Honor. 

22  MJ:  "'Actual  knowledge'  simply  requires  awareness  of  the 

23  charged  element",  citing  United  States  v.  Adams,  holding  that. 
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"Actual  knowledge  can  be  satisfied  by  subjective  awareness  of  high 
probability".  So,  your  theory  is,  "deliberate  avoidance"? 

ATC [CPT  MORROW]:  It  is,  "actual  knowledge".  Your  Honor,  as 
defined  by  that  case.  But,  it  is  also  knowledge,  I  mean,  the 
evidence  will  show  it  is  knowledge  of  a  very  definite  place.  It  is 
not  knowledge — we  would  maintain  that  it  is  not,  "deliberate 
avoidance",  it  is,  "knowledge",  but  that  includes,  "deliberate 
avoidance" . 

MJ:  So,  "deliberate  avoidance",  is  a  way  of  showing — of  proving 

actual  knowledge? 

ATC [CPT  MORROW]:  Yes,  ma'am. 

MJ:  So,  accordingly,  the  government,  you  need  only  prove, 

"knowingly",  by  demonstrating  the  accused  was  aware  that  the  enemy 
was  practically  certain  to  receive  intelligence  as  a  result  of  the 
charged  acts.  So  the  government — what  you  are  telling  me  then  is 
that  you  have  evidence  to  show  either,  "actual  knowledge",  or, 
"deliberate  avoidance". 

ATC [CPT  MORROW]:  Yes,  Your  Honor.  Ma'am,  we  have  not,  in 
fairness  to  you,  we  have  not  discussed  that  particular  document  in 
this  case  but,  yes. 

MJ:  All  right.  Now,  let  me  ask  you  the  same  question  I  asked 

the  defense.  There  is  a  void  between  negligence,  which  is  where  the 
case  law  has  seemed  to  stop,  saying  that  we  require,  "actual 
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1  knowledge",  to  prevent  an  innocent  who  was  acting  inadvertently,  or 

2  accidentally,  or  negligently,  and  has  the  effect  of  aiding  the  enemy. 

3  What  is  the  government's  position  on,  "reckless  conduct"? 

4  ATC [CPT  MORROW]:  Our  position.  Your  Honor,  is  that  at  least 

5  according  to  the  Model  Penal  Code,  "reckless",  is  a  less  serious  mens 

6  rea  than,  "knowingly". 

7  MJ:  All  right.  So  then  my  instruction,  it  should  include  the 

8  word,  "reckless",  as  well? 

9  ATC [CPT  MORROW]:  Probably,  Your  Honor.  But,  I  would  like  to 

10  make  one  point  with  respect  to,  "reckless".  There  are  offenses  and 

11  the  MCM  which,  essentially,  "reckless"  or  strict  liability  is 

12  punishable  by  death,  specifically,  misbehavior  with  a — misbehavior  of 

13  a  sentinel  or  lookout  in  a  time  of  war.  The  maximum  possible  penalty 

14  in  that  case  is  death  or  other  lawful  punishment;  article  113,  ma'am. 

15  MJ:  Okay.  Sorry,  but  that  offense  does  not  have  First 

16  Amendment  concerns? 

17  ATC [CPT  MORROW]:  No,  I  do  not  think  so.  Ma'am. 

18  MJ:  Okay. 

19  ATC [CPT  MORROW]:  Subject  to  any  other  questions.  Your  Honor? 

20  MJ:  Hold  on  just  a  moment.  What  is  the  government's  position 

21  on  the  defense  proposed  instruction  for,  "indirect  means"? 

22  ATC [CPT  MORROW]:  One  moment,  Your  Honor.  I  believe  we  inject — 

23  objected  to  that  instruction  in  its  entirety  as  well  and  let  me  just 


1224 


J 


1  review  that.  Again,  that  carries  the  usage  of,  "intermediaries  for 

2  the  purposes  of  conveying  information  to  the  enemy".  So,  we  would 

3  object  to  that,  "for  the  purpose  of",  language,  because  that 

4  indicates  that  he  had  some  specific  intent.  I  mean,  one  of  the 

5  things  about  instructions.  Your  Honor,  is  that  it  is  just  very  hard 

6  to  parse  out,  you  know,  one  piece  of  it  and  then  say,  "well,  the  rest 

7  of  it  is  okay",  because  instructions  kind  of  go  in  order  so  to  speak. 

8  MJ:  All  right.  Captain  Morrow,  thank  you. 

9  ATC [CPT  MORROW]:  Thank  you. 

10  MJ:  Mr.  Coombs,  before  you  start,  I'm  going  to  ask  you  the  same 

11  question,  so  let  me  ask  Captain  Morrow  this  before  he  sits  down. 

12  The  government  is  objecting  to  any  instruction  with  respect 

13  to,  "mistake  of  fact",  prior  to  its  being  raised  by  the  evidence. 

14  Is  that  correct? 

15  ATC [CPT  MORROW]:  That  is  correct.  Your  Honor. 

16  MJ:  Okay. 

17  Mr.  Coombs,  I  did  not  address  that  with  you  earlier  and  I 

18  should  have.  The  last  sentence  of  your  instruction,  "If  you  find  the 

19  accused  honestly  believed  he  was  giving  intelligence  only  to  third 

20  parties  and  is  not  giving  it  to  the  elements — to  the  enemy,  you  must 

21  find  the  accused  not  guilty  of  the  offense  of  giving  intelligence  to 

22  the  enemy  through  indirect  means."  Normally  mistake  of  fact 
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1  instructions,  are  not  given  until  after  the  close  of  the  evidence  and 

2  only  if  they  are  raised  by  the  evidence. 

3  Is  there  a  reason  that  you  are  proffering  it  now? 

4  CDC [MR .  COOMBS]:  And  that  actually  goes  to  the  point  that  I  was 

5  going  to  raise  right  here.  The  government  has  indicated  that  it  has 

6  some  knowledge  of,  "actual  knowledge",  or,  "deliberate  avoidance",  or 

7  some  evidence  of  that.  We  would  ask  that  they — the  government,  as  an 

8  officer  of  the  Court,  proffer  that  to  the  Court.  And  the  reason  why 

9  is,  the  defense  is  unaware  of  any  such  evidence.  And  so,  we  believe 

10  that,  in  this  instance,  the  entire  theory,  based  upon  the 

11  government [sic]  is  that,  based  upon  his  training  as  an  Intel  analyst 

12  he  should  know  that  the  enemy  has  access  to  the  Internet.  And,  by 

13  giving  the  information  to  a  third  party  that  was  going  to  publish  it, 

14  in  this  case  WikiLeaks,  then  he  should,  at  that  point,  know  the  enemy 

15  is  going  to  get  it.  So,  it  is  a  negligence,  "should  have  known", 

16  type  standard,  not  a,  "deliberate  avoidance",  or  an,  "actual 

17  knowledge".  So,  when  I  look  at  the  actual  knowledge  I  would — if  the 

18  government  is  proffering  they  have  some  evidence,  it  would  be  that, 

19  you  know,  WikiLeaks  is  run  by,  "XYZ",  enemy  and  the  accused  knew 

20  that.  That  would  be,  "actual  knowledge".  Because  of  the  fact  that 

21  we  have  received  the  discovery,  we  look  through  all  the  discovery  we 

22  received,  have  not  seen  anything  that  would  indicate  a,  "knowledge" 

23  that  this  information  is  going  to  be  given  to  the  enemy,  just  that,  I 
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1  guess,  it  would  be  likely  that  the  enemy  could  get  it  based  upon  it 

2  being  on  the  Internet.  And  so,  from  that  standpoint  we  would  say 

3  that  if  there  was  something  out  there  where  they  said  the  enemy  was 

4  run  by —  WikiLeaks  was  run  by  the  enemy,  then  that  is  where  the 

5  mistake  of  fact  would  come  in. 

6  MJ:  Well,  Mr.  Coombs,  I  am  not  going  to  try  the  case  before  the 

7  evidence  is  coming  in  so  we  can  address  that  at  a  917  motion  if  that 

8  is  appropriate  at  that  time. 

9  CDC [MR .  COOMBS]:  Okay,  then  on  that  point  though,  I  guess  it 

10  is - 

11  MJ:  But  the,  "mistake  of  fact",  I  do  not — I  am  not  sure  I 

12  understand  your  position. 

13  CDC [MR.  COOMBS]:  "Mistake  of  fact",  would  just  be  that  there  is 

14  no  evidence  that  the  government  has,  at  least  provided  in  discovery 

15  at  this  point,  that  would  support  any  sort  of,  "actual  knowledge", 

16  or,  "deliberate  avoidance",  argument.  So,  when  the  government  says 

17  they  have  some  evidence  of  that,  that  is  almost  akin  to  the  1030 

18  argument  of,  "We  have  some  evidence  that  we  are  going  to  be 

19  offering."  I  think  that  at  least  as  the  Court  fashions  the 

20  instructions  of,  "actual  knowledge",  it  would  be  helpful  to  know  what 

21  evidence  the  government  is  claiming  they  have. 

22  MJ:  Well,  that  is  one  of  the  issues.  We  are  doing  instructions 

23  now  because  we  are  moving  this  case  forward.  So,  the  instructions 
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1  that  I  have — I  will  have  at  the  end  of  this  session  are  not  going  to 

2  be  etched  in  stone.  I  certainly  reserve  the  right  to  change  them. 

3  And  we  are  only  addressing  the  elements  and  the  definitions  of  the 

4  offenses.  I  am  not  addressing  evidentiary  instructions  or 

5  affirmative  defenses  at  this  point  because  I  can't.  I  have  not  heard 

6  the  evidence  yet  and  I  am  going  to  have  to  do  that  before  I  can 

7  fashion  those  instructions.  So,  should  what  you  say  come  to 

8  fruition,  the  government  only  proved  negligence,  "mistake  of  fact", 

9  is  not  going  to  be  an  issue  because  you  will  be  raising  a  917  motion 

10  and  I  will  be  ruling  on  it  and  that  will  be  the  end  of  that  offense. 

11  CDC [MR .  COOMBS] :  Yes,  Your  Honor.  Thank  you.  Your  Honor. 

12  MJ:  Anything  else  from  the  government? 

13  ATC [CPT  MORROW]:  No,  ma'am. 

14  MJ:  All  right,  and  just  to  advise  the  parties,  we  may  do  this 

15  week,  we  will  see  how  it  goes,  but  as  I  have  worked  through  the 

16  briefs  I  don't  believe  the  instructions  that  I  am  going  to  come  out 

17  with  are  going  to  reflect  what  either  side  has  given  to  me  in  its 

18  entirety.  So,  I'm  going  to  come  up  with  the  proposed  instructions 

19  that  I  will  give  you.  I  will  give  you  those  and  then  either  at  this 

20  session,  or  as  we  proceed,  maybe  at  the  next  session,  if  there  are 

21  any  specific  objections  to  the  instructions  that  I  propose,  we  can  go 

22  on  further  and  address  that. 

23  Is  that  acceptable  to  the  parties? 
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ATC [CPT  COOMBS]:  Yes,  Your  Honor. 

CDC [MR .  MORROW]:  Yes,  Your  Honor. 

MJ:  Okay.  Anything  else  with  respect  to  the  104  offense? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

ATC [CPT  MORROW]:  No,  Your  Honor. 

MJ:  All  right.  Let  us  move  on  to  Specification  1  of  Charge  II, 

but  before  we  do  that,  let  me  give  the  appellate  exhibits  back  to  the 
Court  reporter. 

[Pause] 

MJ:  All  right,  I  am  looking  at  the  defense  requested 

instruction  for  Article  92  and  Specification  1  of  Charge  II  which  is 
Appellate  Exhibit  174,  the  government  response  which  is  Appellate 
Exhibit  190,  and  the  defense  reply  which  is  Appellate  Exhibit  203, 
and  again,  the  government's  original  proposed  instructions  are  all  in 
one  document  and  that  is  Appellate  Exhibit  159. 

Mr.  Coombs? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor.  With  regards  to 
Specification  1  of  Charge  II,  the  government  takes  issue  with  a 
couple  of  the  defense's  proposed  instructions.  I  will,  just  for 
argument's  sake,  just  take  each  one  of  those  in  turn.  The  first, 
"wantonly",  the  government  has  charged  in  Specification  1  of  Charge 
II,  "wrongfully  and  wantonly",  as  the  mens  rea.  The  defense  proposes 
that  the  Court  is  instructed  on  what,  "wantonly",  means.  And  by 
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doing  so,  that  the  Court  takes  the  definition  of,  "wantonly",  from 
Article  111  and  Article  134  within  the  Manual  for  Courts-Martial, 
respectively,  at  part  IV,  page  53  for  the  Article  111  and  part  IV, 
page  137  for  the  Article  134. 

MJ:  I  am  sorry,  part  VI — 

CDC [MR.  COOMBS]:  Page  137,  ma'am,  for  the  134.  Our  definition 
that  we  propose  is  basically  verbatim,  that,  "wanton",  or, 

"wantonly",  includes,  "reckless,  but  may  connote  willfulness  or 
disregard  of  the  probable  consequences  and  thus  describe  a  more 
aggravated  offense." 

MJ:  Now,  the  government's  definition  of,  "wanton",  comes  from 

the  bench  book.  Does  it  come  from  any--well,  I  can  ask  the 
government  that.  Are  there  any  other  offenses  in  the  MCM  that  have, 
"wanton",  definition? 

CDC [MR.  COOMBS]:  Not  that  the  defense  is  aware.  The 
government's  comes  from  paragraph  3-35-1,  note  10  in  the  Benchbook. 
But,  they  leave  out  that — part  of  that  proposed  instruction  in  the 
bench  book  which  states,  "Wanton  also  includes  willful  conduct."  So, 
to  the  extent  that  the  government  objects  to  the  defense's,  "wanton", 
I  mean,  they  parsed  what  is  in  the  bench  book,  so  the  defense's 
proposed  instruction  is  supported  not  only  by  provisions  that  we  have 
cited  but  even  the  government's  own  provision.  In  addition  on  the 
specification,  the  government  has  alleged,  and  has  chosen  to  do  so, 
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to  allege,  "Cause  to  be  published".  And,  they  believe  that  our 
proposed  instruction  would  confuse  the  members,  but  they  also  believe 
apparently  that  no  instructions  needed.  They  choose  to  add  this 
information  in  the  specification,  and  as  we  commonly  say,  if  you 
plead  it,  you  own  it.  And  in  this  instance,  they  have  pled,  "Cause 
to  be  published",  so  the  fact  that  we  would  not  provide  an 
instruction  to  the  members  and  actually  have  the  members  guess  as  to 
what  that  phrase  might  mean  is  problematic.  The  defense's  proposed 
instruction,  "cause  to  be  published",  puts  forward  a  very 
straightforward  definition  to  help  guide  the  members  in  making  the 
determination  on  what  that  particular  element  means.  Other  than 
opposing  the  instruction,  the  government  really  does  not  propose 
anything  else  for  the  Court  to  consider. 

MJ:  All  right. 

CDC [MR .  COOMBS]:  The  third  aspect,  ma'am,  is  just  the  maximum 
punishment,  but  do  you  want  to  consider  that  at  a  later  time? 

MJ:  I  will  consider  that  at  a  later  time.  I  told  the 

government  that  we  would  wait  until  Wednesday  to  do  that.  I  do  have 
a  guestion  for  you  though. 

CDC [MR.  COOMBS]:  Yes,  ma'am. 

MJ:  You  have,  in  your  proposed  instruction  you  have,  with 

respect  to  prejudice  to  good  order  and  discipline  or  service 
discrediting  conduct,  if  the  members  find  one  but  not  the  other,  they 
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have  to  find  the  accused  not  guilty,  is  that  your  understanding  of 
the  law? 

CDC [MR .  COOMBS]:  Is  not  the  understanding  of  the  law.  Your 
Honor,  is  just  how  the  government  chose  to  plead  it.  They  plead, 
"and",  not,  "and,  or",  or  in  the  alternative. 

MJ:  All  right. 

CDC [MR.  COOMBS]:  So,  they - 

MJ:  Normally  in  those  kinds  of  cases,  the  pleading  can — is  the, 
"and",  the  instruction  is  on  the,  "or",  and  you  can — the  members  can 
except  out. 

CDC [MR.  COOMBS]:  Yeah,  I  would  expect  to  see,  "and,  or",  but 
no,  the  defense's  understanding  is,  yes,  normally  you  could  choose — 
you  could  prove  either.  It  is  in  the  alternative. 

MJ:  Hold  on  just  a  minute. 

CDC [MR.  COOMBS]:  Yes,  ma'am. 

MJ:  In  a,  "causing  to  be  published",  it  is  really  a  proximate 

cause  issue,  wouldn't  you  agree? 

CDC [MR.  COOMBS]:  Yeah,  there  is  an  issue  of  just  control  over 
whether  it  be  published  at  all,  correct.  When  you  give  it  to,  in 
this  case,  even  if  you  gave  it  to  a  news  organization  that  is  like 
the  New  York  Times,  that  does  not  mean  it  is  going  to  be  published. 
And,  that  is  when  we  tried  to  define  the  definition  to  take  that  into 
account . 
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MJ:  All  right,  thank  you,  Mr.  Coombs. 

CDC [MR.  COOMBS]:  Thank  you.  Your  Honor. 

MJ:  Government? 

ATC [CPT  MORROW]:  Your  Honor,  I  don't  think  there  is  a  lot  of 
dispute  over,  "wanton",  the  definition  of,  "wanton",  or,  "wantonly". 

MJ:  Well,  what  is  your  position  on  the  defense's  position  that 

the  government  is  taking  part  of  the  Benchbook  instruction  but  not 
the  remainder  of  it? 

ATC [CPT  MORROW]:  We  may  have  left  out — I  do  not  remember,  but 
we  may  have  left  out  the  willfulness,  I  don't  have  the  actual  bench 
book  instruction  with  me,  but  we  may  have  left  out  that  line.  If  we 
did,  I  apologize,  our — I  think  our  initial  objection  to  that  was  the 
fact  that,  "may — may  describe" — I  think  he  clarified  that  it,  "may 
describe  a  more  aggravated  offense  but  it  does  not  necessarily 
describe  a  more  aggravated  offense;  if  that  makes  sense.  But,  the 
way  we  read  it  initially  is  that  it  must  describe  a  more  aggravated 
offense . 

MJ:  So,  the  government  does  not  object  to  taking  the, 

"wantonness" — the,  "wanton",  standard  out  of  reckless  endangerment  or 
wanton  reckless  operation  of  a  vehicle? 

ATC [CPT  MORROW]:  No,  I  don't  think  that,  "wanton",  standard  is 
much  different  than  the,  "wanton",  standard  that  we  also  pulled  from 
the  Benchbook.  Of  course,  it  is  up  to  the  Court. 
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MJ:  All  right. 

ATC [CPT  MORROW]:  Our  main  issue  with  the  definition  of,  "cause 
intelligence  to  be  published",  is  that  it  includes  this,"  knowingly 
and  intentionally",  language  once  again.  Our  position  there  is  that 
the  act  must  be  done,  "wrongfully  and  wantonly".  So,  in  any  event, 
it  was  sort  of  an  objection  to  just  the  confusion  that  might  cause 
the  panel. 

MJ:  All  right. 

ATC [CPT  MORROW]:  Subject  to  your  questions,  Your  Honor? 

MJ:  You  don't — all  right.  So,  both  sides  have  the  optional 

portions  of  the  134  instruction  that  talks  about,  "Not  all  the 
irregular,  improper  acts  can  be  134",  the  government  does  not  include 
the  third  optional  instruction,  the  defense  does. 

ATC [CPT  MORROW]:  Which  one  is  a  third  one,  Your  Honor,  I  am 
sorry? 

MJ:  The  third  one  is,  "Not  every  act  of  publishing 

intelligence",  etc.,  "the  government  must  prove  beyond  a  reasonable 
doubt  that  the  accused  conduct  was  prejudicial  to  good  order  and 
discipline  and  was  of  a  nature  to  bring  discredit  upon  the  armed 
forces.  In  resolving  this  issue,  you  should  consider  all  the  facts 
and  circumstances  to  include  the  effect,  if  any,  on  the  accused  or 
another's  ability  to  perform  their  duties;  the  effect  the  conduct  may 
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have  had  on  the  morale  or  efficiency  of  the  unit;  the  harm,  if  any, 
to  the  United  States  and  the  unit  from  the  alleged  disclosures." 

ATC [CPT  MORROW]:  Yeah,  I  have  that  highlighted  in  my  copy  of 
the  defense  requested  instruction  but  we  did  not  provide  a  specific 
objection  to  that.  And  that,  I  would  say  that  at  least  at  the  time 
of  giving  instructions,  we  should,  based  on  the  facts  of  the  case,  we 
should  be  allowed  to  present  some  other  circumstances  which  might 
affect  that  instruction,  if  that  makes  sense. 

MJ:  That  is  fine.  As  I  said  earlier,  this  is  not  etched  in 

stone.  These  are  proposed  instructions  to  act  as  a  guide  for  you  all 
to  work  on  is  your  planning  at  your  case. 

ATC [CPT  MORROW]:  But,  in  terms  of  the  actual  structure  of  134 — 
those  additional  instructions  from  134,  the  government  has  no 
objection  to  include  the  additional.  Your  Honor. 

MJ:  All  right.  Anything  else? 

ATC [CPT  MORROW]:  No,  ma'am. 

MJ:  Anything  further  from  the  defense? 

CDC [MR .  COOMBS]:  No,  Your  Honor. 

MJ:  All  right,  I  notice  here  it  is  10  minutes  to  1500.  I  did 

ask  the  parties  at  the  beginning  of  the  session  today  to  confer  and 
come  up  with  one  questionnaire  that  we  can  use  with  the  questions 
both  sides  agree  to,  the  format  both  sides  agree  to  and  then 
identifying  what  other  questions  are  at  issue.  Looking  at  our 
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proposed  schedule,  we  probably  will  not  get  to  that  until  either 
later  tomorrow  or  Wednesday.  But,  I  am  thinking  that  this  is  a  good 
time  to  perhaps  recess  and  pick  up  with  the  remainder  of  the 
instructions  tomorrow  morning. 

Does  that  work  for  both  sides? 

CDC [MR.  COOMBS]:  It  does.  Your  Honor. 

ATC [OPT  MORROW]:  Yes,  Your  Honor.  So,  you  still  want  to  go 
through  every  instruction  but  you  may — at  the  end  of  it,  you  may 
propose  something  entirely  different  that  you  would  like  us  to, 
again,  provide  comment  to? 

MJ:  Well,  what  I  am  going  to  do  is  after  you  all  have  provided 

your--well,  you  have  provided  me  with  your  proposed  instructions,  I 
am  going  to  listen  to  your  oral  argument.  I  am  going  to  draft 
instructions  that  may  include — may  or  may  not  include  some  of  the 
language  that  you  have  given  me.  It  may  include  additional  language 
or  different  language  that  I  believe  is  appropriate  under  the 
circumstances.  I  don't  want  to  necessarily  have  another  session  with 
respect  to  this  but  if  there  are  particularized,  tailored  objections 
that  either  side  wants  to  put  on  the  record,  we  can  certainly  do 
that.  And,  as  I  said,  it  is  necessarily — depending  on  when  I 
actually  finish  these  instructions,  it  might  be  at  this  session  or 
maybe  the  parties  will  want  additional  time,  if  we  have  one  of  those 
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ad  hoc  sessions  in  the  middle  of — between  us  this  session  and  next 
session,  that  might  be  an  appropriate  time  to  raise  those. 

Is  that  acceptable  to  the  parties? 

CDC [MR .  COOMBS]:  Yes,  Your  Honor. 

ATC [CPT  MORROW]:  Yes,  ma'am. 

MJ:  Anything  else  we  need  to  address  before  we  recess  the  Court 

today? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

ATC [CPT  MORROW]:  No,  Your  Honor. 

MJ:  Court  is  in  recess. 

[The  Article  39(a)  session  recessed  at  1452,  16  July  20!?, ] 

[END  OF  PAGE] 
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[The  Article  39(a)  session  was  called  to  order  at  1010,  17  July 
2012.] 

MJ:  This  Article  39(a)  session  is  called  to  order. 

Trial  Counsel,  please  account  of  the  parties 

TC [MAJ  FEIN]:  Your  Honor,  all  parties  that  were  previously 
present  are  today  present  with  the  exception  of  Staff  Sergeant  Foy 
who  is  absent  and  Staff  Sergeant  Hadaway  is  present. 

MJ:  All  right. 

First  on  the  agenda  today,  the  government  has  provided  the 
Court  with  a  proposed  order  regarding  the  government's  motion  with 
respect  to  the  protective  order  that  v.7e  discussed  yesterday.  The 
defense  has  not  objected  to  that  order  and  the  Court  has  signed  it. 
And,  the  order  states  as  follows: 

1.  This  order  applies  when  the  defense  proposes  to  release 
defense  Court  filings  or  proposed  filings  publicly. 

2.  A  pleading  is  "filed"  with  the  Court  when  it  is 
identified  as  an  exhibit  on  the  record  at  an  Article  39(a)  session. 
Pleadings  served  on  the  accused  a  party  that  have  not  been  identified 
in  the  record  at  an  Article  39(a)  session  are  "proposed  filings". 

3.  This  order  is  issued  in  accordance  with  Military  Rule 
of  Evidence  505(g)  and  (h) ,  M.R.E.  506(g)  and  (h) ,  Rule  for  Court- 
Martial  701(g)  and  Rule  for  Court-Martial  806(d),  and  Seattle  Times 
v.  Rhinehart,  104  Supreme  Court  2199,  1984.  The  order  provides 
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procedures  for  the  government  to  request  protective  orders  prior  to 
any  public  release  of  defense  Court  filings  or  proposed  filings.  The 
Court  finds  this  order  necessary  under  the  above  authorities.  The 
government  has  provided  the  defense  both  classified  information  and 
government  information  subject  to  protective  order  under  Military 
Rule  of  Evidence,  M.R.E.,  505(g)(1)  and  M.R.E.  506(g).  This  Court 
has  issued  a  protective  order  for  classified  information  provided  to 
the  defense  of  discovery.  The  defense  accepted  such  discovery  and 
agreed  to  comply  with  the  protective  orders.  There  have  been  two 
classified  information  spillage  incidents  to  date  in  this  case. 

4.  This  order  supplements  the  Court  Order:  Government 
Motion:  Protective  Orders  issued  on  24  April  2012. 

Order: 

1.  The  defense  will  notify  the  government  of  each  defense 
Court  filing  or  proposed  filing  intended  for  public  release.  Defense 
will  provide  the  government  with  the  original  filing  and  the  redacted 
filing  intended  for  public  release. 

2.  Government  motions  for  protective  order  will: 

a.  Address  each  defense  Court  filing  or  proposed  Court 
filing  individually  and  identify,  with  particularity,  each  portion  of 
the  filing  to  which  the  government  objects  to  public  release  and  the 
legal  basis  for  each  objection  to  public  release. 
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b.  Provide  proposed  findings  of  fact  for  the  Court  with 
respect  to  each  portion  of  each  filing  for  which  the  government 
objects  to  public  release. 

3.  Suspense  dates  for  defense  Court  filings  and  proposed 
filings  the  defense  intends  to  publicly  release.  The  Court  is 
currently  scheduling  Article  39(a)  sessions  with  the  following 
schedule:  two  weeks  to  file  motions;  two  weeks  to  file  responses;  and 
five  days  to  file  replies. 

A.  No  later  than  the  scheduled  filing  date  for  motions, 
responses,  or  reply  for  each  Article  39(a)  session,  the  defense  shall 
provide  the  government  notice  in  accordance  with  paragraph  (1)  of 
this  order. 

b.  The  government  shall  provide  the  notice  to  the  Court  if 
it  does  not  intend  to  object,  or  whether  it  requires  coordination  for 
a  specific  filing,  no  later  than  five  duty  days  after  the  defense 
filing. 

c.  If  the  government  provides  notice  to  the  Court  that  it 
requires  additional  time  to  conduct  further  review  in  accordance  with 
paragraph  (3) (b)  of  this  order,  the  government  shall  provide  the 
Court  with  information  ordered  in  paragraph  (2)  of  this  order  no 
later  than  10  duty  days  after  providing  notice  in  accordance  with 
paragraph  (3) (b)  to  the  Court. 
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The  Court  will  grant  motions  for  continuance  for  good 


cause . 

4.  The  defense  will  not  publicly  release  any  defense 
Appellate  Exhibit  or  proposed  filing  with  the  Court  to  which  the 
government  objects  until  after  the  government  motions  for  protective 
order  are  addressed  at  the  next  Article  39(a)  session. 

5.  The  defense  will  not  disclose  any  information  known  or 
believed  to  be  the  subject  of  a  claim  of  privilege  under  Military 
Rule  of  Evidence  505  or  506  without  specific  Court  authorization. 
Prior  to  any  disclosure  of  classified  information,  the  defense  will 
provide  notice  under  Military  Rule  of  Evidence  505 (h)  and  follow  the 
procedures  under  that  rule. 

6.  Personal  Identifying  Information  (PII)  will  be  redacted 
from  all  defense  filings  publicly  released.  PII  includes  personal 
addresses,  telephone  numbers  and  e-mail  addresses,  first  five  digits 
of  Social  Security  Numbers,  dates  of  birth,  financial  account 
numbers,  and  the  names  of  minors. 

7.  To  protect  the  safety  of  potential  witnesses,  all 
persons  who  are  not  parties  to  the  trial  shall  be  referenced  by 
initials  of  first  and  last  name  by  any  defense  filing  publicly 
released.  The  defense  will  redact  job  positions  and  titles  held  by 
only  one  individual. 

So  ordered:  this  17th  day  of  July  2012. 
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I  will  have  this  marked  as  the  next  Appellate  Exhibit  in 
line.  [The  Court  reporter  did  as  directed.]  That  will  be  Appellate 
Exhibit  212. 

Yesterday  the  parties  and  the  Court  litigated  the  issue  of 
the  defense  motion  to  dismiss  Specifications  13  and  14  of  Charge  II. 
The  defense  provided  the  Court  with  additional  information  regarding 
the  Martinelli  line  of  cases  question  I  asked  you  yesterday  via  e- 
mail.  That  e-mail  should  be  attached  to  the  record  in  Appellate 
Exhibit  10. 

Does  either  side  want  to  attach  it  separately? 

ATC[CPT  MORROW]:  Did  you  mean  210,  Your  Honor?  Appellate 
Exhibit - 

MJ:  Has  the  e-mail  actually  been  added  as  an  Appellate  Exhibit? 

ATC [CPT  MORROW]:  210,  Yes,  ma'am. 

MJ:  All  right.  That  is  Appellate  Exhibit  210.  The  defense 

additionally  provided  the  Court  with  some  additional  information 
regarding  the  Drew  case  that  was  discussed  yesterday.  The  government 
has  asked  for  time  to  look  at  this  information  and  address  it  prior 
to  the  Court's  ruling  so  I  have  given  the  government  until  tomorrow 
morning. 

Is  that  what  I  said? 

ATC [CPT  MORROW]:  Yes,  ma'am. 
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MJ:  To  look  at  this  issue  and  I  will  not  issue  a  ruling  prior 

to  the  government  having  opportunity  to  address  the  e-mail  filed  by 
the  defense  in  Appellate  Exhibit  210. 

All  right,  yesterday  we  were  discussing  instructions.  We 
will  continue  to  go  through  the  proposed  instructions  for  all  of  the 
offenses  today.  Then,  we  look  at  the  government's  motions  to  pre¬ 
admit  documents  and  there  are  classified  and  unclassified  documents 
that  the  government  wishes  to  pre-admit.  The  defense  has  filed  an 
objection  to  that  so  we  will  litigate  that  issue.  And  then,  we  will 
follow  that  with  the  defense  [sic]  motion  to  preclude  mention  of 
actual  damage  on  the  merits.  And  at  that  point,  we  will  see  where  we 
are  in  the  proceedings  today  and  decided  if  we're  going  to  go  address 
anything  further. 

Mr.  Coombs? 

CDC [MR.  COOMBS]:  Yes,  ma'am,  did  you  want  to  do  the  member 
questionnaire? 

MJ:  Yes.  The  member  questionnaire,  the  parties  have  come  to  an 

agreement  on  an  individual  questionnaire.  Yesterday  I  had  two 
questionnaires,  one  filed  by  either  side  and  the  parties  have  not 
finalized  the  individual  questionnaire  yet  but  they  have  come  to  an 
agreement  on  the  questions  they  actually  do  agree  to  and  I  have  here 
at  Appellate  Exhibit  211,  the  proposed  questions  upon  which  there  is 
disagreement.  So,  we  will  go  through  the  questionnaire.  And  I  am 
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sorry,  we  will  do  the  questionnaire  after  we  do  the  instructions 
today.  So,  we  will  do  instructions,  followed  by  questionnaire, 
followed  by  government  motion  to  pre-admit,  followed  by  the  actual 
damage  on  the  merits,  and  then  we  will  look  at  the  clock  and  see 
where  we  are. 

And,  thank  you,  Mr.  Coombs. 

All  right,  is  there  anything  else  we  need  to  address  before 
we  proceed  to  the  instructions? 

CDC [MR .  COOMBS]:  Nothing  from  the  defense.  Your  Honor. 

TC [MAJ  FEIN]:  No,  Your  Honor. 

MJ:  All  right,  let's  look  at  the  instructions  for 
Specifications  4,  6,  8,  12  and  16;  the  641  specifications. 

CDC [MR.  COOMBS]:  Your  Honor,  the  defense  filings  should  be  at 
Appellate  Exhibit  167  and  199. 

MJ:  All  right,  and,  I  have  the  government  response  to  the 

defense  requested  instructions  at  Appellate  Exhibit  187  and  the 
government  instructions  themselves  were  all  in  one  particular 
exhibit . 

CDC [MR.  COOMBS]:  It  should  be,  I  think.  Appellate  Exhibit  158. 

MJ:  It  is  159,  yes;  Appellate  Exhibit  159 

CDC [MR.  COOMBS]:  Okay. 
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1  MJ:  Is  there  any  disagreement  in  the  elements  themselves?  I 

2  saw  where  the  intent  is  going  to  go  as  to  which  element  there  seems 

3  to  be  a  disagreement  there? 

4  CDC [MR.  COOMBS]:  Yes,  Your  Honor,  the  government's  main 

5  objection  seems  to  be  in  our  definitions  of,  "steal",  "purloin",  and 

6  "conversion",  for  the  641  offenses. 

7  MJ:  All  right,  before  we  get  to  the  definitions,  let  us  look  at 

8  the  elements. 

9  The  elements,  Captain  Morrow  was  standing  up  for  just  a 

10  minute.  Why  don't  you  go  ahead? 

11  ATC [CPT  MORROW]:  I  was,  because  I  think  I  know  where  you  are 

12  going.  We  had  just  objected  to  sort  of  the  form  or  the  order  of  the 

13  elements  because  the  mens  rea  was  stuck  there  in  element  three,  we 

14  thought  it  would  make  more  sense  to  have  it  with  the  actual  act  in 

15  element  two,  that  the,  you  know,  accused  acted  knowingly  and 

16  willfully — knowingly  and  willfully  stole,  purloined  or  converted. 

17  MJ:  All  right,  what  is  the  defense's  position  on  that? 

18  CDC [MR .  COOMBS]:  Yes,  Your  Honor.  The  defense  position  is  that 

19  the  objections  that  we  cite  verbatim  from  the  book  published  by 

20  Matthew  Bender  and  Company  on  the  federal  jury  instruction,  so  it  is 

21  instructions  that  are  based  upon  the  various  circuits  and  we  provided 

22  the  excerpt — the  relevant  excerpt  for  the  Court  to  consider.  Within 

23  that  excerpt  is  instruction  23 (a) -2,  where  it  lays  out  the  elements 
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that  the  defense  relied  upon  and  the  phrasing  for  them  and  cites  as 
authority  the  various  circuit  Court  opinions  that  have  given  that 
instruction . 

MJ:  All  right.  Before — I  know  we  are  going  a  little  out  of 

order  here,  but  government,  I  want  to  do  the  elements  before  we  get 
to  the  definitions. 

Government,  what  authority  do  you  have  for - 

ATC [CPT  MORROW]:  In  our  proposed  instructions,  Your  Honor,  we 
provided  the  8th  Circuit  and  5th  Circuit  instructions,  the  text  of 
those  instructions  as  enclosures  3  and  4.  And,  I  believe  the  text  of 
those  instructions  track  what  the  government  proposed.  Additionally, 
Your  Honor,  the  government  provided  in  enclosure  1,  the  transcript  of 
United  States  v.  Morison  which  also  includes  instructions  for  a  641 
offense,  specifically  relating  to  the  theft  of  classified 
information. 

MJ:  All  right,  I  notice  the  Morison  instructions  say,  "The 

wrongful  and  willful  taking  of  something." 

ATC [CPT  MORROW]:  Right,  and  there  is  also,  I  mean,  with  respect 
to  the  elements  provided  in  the  federal  jury  instructions  from  the 
defense  side - 

MJ:  Well  actually  it  says,  "Knowingly  and  willfully,"  it  says 

it  under  both  elements  in  Morison,  it  seems. 
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ATC [CPT  MORROW]:  I  think — that  is  correct.  Your  Honor.  But, 
there  is  also — they  also  sort  of  leave  out  that,  "Temporarily  or 
permanently"  language  that  the  act — the  intent  can  be  temporarily  or 
permanently. 

MJ:  All  right,  I  guess.  What  does  the  statute  itself  say? 

[Pause] 

MJ:  All  right,  the  statute  itself  does  not  include  any  intent 

element,  that  is  why  the  Morison  case  implied  one.  Did  Morison  — 
where  did  Morison  place  the  intent  element? 

ATC [CPT  MORROW]:  I  believe  the  holding  in  Morison  was  just  that 
there  was  an  intent  element  because  it  is  actually — it  is  not--there 
is,  you  know,  it  is,  "Knowing  conversion",  in  the  statute  but  they 
basically  said  that  the,  "knowing",  piece  applies  to  this — well, 
there  is  no — there  is  a  mens  rea  essentially,  there  is  an  intent 
element  there  but  that  was  not,  on  its  face,  the  statute. 

MJ:  All  right.  Well  Mr.  Coombs,  we  are  going  to  get  to  this  a 

little  bit  anyway,  and  Captain  Morrow,  but,  as  I  have  been  reading 
the  definitions,  the  conversion  does  not  require  any  intent  to 
deprive  the  United  States  of  the  use  and  benefit  of  property,  where 
steal  and  purloin  does  as  I  read  Morison. 

CDC [MR .  COOMBS]:  Well  Your  Honor,  I  think  that  when  you  look 
at,  again  this  is  in  the  federal  pattern  instructions  on  what 
conversion  is  charged,  they  do,  in  fact,  discuss  the  fact  that  it  has 
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to  interfere  with  the  government's  right  to  use  and  control  and 
ownership  of  the  property  and  that  that  interference  has  to  be  a 
knowing  interference.  So,  the  conversion  in  this  case  must  be  a 
substantial  interference  in  order  to  impact  the  government's  use  and 
benefit  of  the  property.  So,  it  does  not  have  to  deprive  the 
government  of  the  property  but  it  has  to  be  a  substantial 
interference  to  where,  under  a  common  law  basically,  "conversion", 
the  individual  should  be  required  to  reimburse  the  true  owner  the 
value  of  the  property.  So,  if  the  government  were  solely  going  off 
conversion  in  order  to  meet  its  requirement  to  prove  value  in  excess 
of  1000,  then  that  would  be  the  issue.  "Has  the  accused 
substantially  interfered  with  the  ownership  rights  of  the  government 
to  the  point  that  it  is  such  that  he  should  be  required  to  reimburse 
the  government  the  value  of  the  property?"  So,  in  other  words,  not 
all  misappropriation  is  a  conversion  under  641. 

MJ:  Well,  I  guess,  again,  we  are  looking  at  where  to  place  the 

mens  rea  element.  So,  I  am  thinking  it  may  be  better  placed  where 
the  government  is  suggesting  it  in  light  of  the,  "Knowing  and 
intentional  deprivation  of  that  use  and  benefit  of  the  property",  may 
not  apply  to  conversion. 

CDC [MR.  COOMBS]:  That  may  be  true.  Your  Honor,  but  I  guess  the 
way  we  have  patterned  it  after  the  federal  patterned  instructions,  I 
think  the  reason  why  that  is  there  is,  a  conversion  has  to,  again. 
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rise  to  the  level  of  substantial  interference.  So,  the  idea  would  be 
that  the  individual  did  something  with  the  property,  that  act  of 
depriving  the  government  of  the  benefit  and  use  of  the  property  would 
have  to  be  a,  "knowing  and  intentional  act". 

MJ:  All  right,  Government,  anything  on  that? 

ATC [CPT  MORROW]:  Well,  I  will  just  note.  Your  Honor,  that  at 
least  in  the  Morison  case  and  also  in  the  11th  Circuit  pattern 
instructions  for  641,  as  well  as  I  believe,  the  5th  Circuit, 

"convert"  is,  you  know,  to  steal  or  converted  means  to  wrongfully  or 
intentionally  take  the  money  or  property  belonging  to  someone  else 
with  the  intent  to  deprive  the  owner  of  its  use  or  benefit, 
permanently  or  temporarily.  So  it  sort  of  combines  the  two. 

MJ:  That  is  the  thing  I  have  noticed  on  these  641  instructions. 
The  circuits  seem  to  be  all  over  the  place  with,  "Knowing 
conversion".  I  am  looking  at  Morissette  which  is  the  Supreme  Court's 
language  on  conversion.  I  mean,  do  the  parties  agree  that  the 
circuits  do  not  seem  to  be  all  aligned  on  these  instructions  or  am  I 
misreading  them? 

CDC [MR.  COOMBS]:  There  is  deviations  for  sure  among  the 
circuits  where  they  place  emphasis  but  even  the  Morissette  opinion 
talks  about  conversion  and  it  does  say,  without  the  intent  to  keep  or 
without  wrongful  taking,  but  even  in  Morissette  the  conversion  has  to 
be  a  substantial  interference.  And  so,  the  definition  of,  I  think,  a 
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conversion  there  is  wide  agreement  on  by  the  circuits.  In  the 
elements  there  is  wide  agreement.  There  may  be  slight  deviations  in 
how  the  word  the  elements,  but  in  this  instance,  when  conversion  is 
charged  then  the  defense  would  argue  that — I  know  we  are  going  to  get 
to  the  definitions  shortly,  but  the  definitions  explain  what  the 
burden  would  be  on  the  government  to  prove;  and  the  elements  that  we 
lay  out  tracks  those  definitions. 

MJ:  All  right,  is  not  the  only  point  of  disagreement  between 

the  parties  on  the  elements?  I  know  the  government  has  an  additional 
element,  "That  18  United  States  Code  section  641  was  in  existence." 

CDC[MR.  COOMBS]:  Right,  that  has  to  be  pled  within  this— -I 
guess  that  has  to  be  part  of  the  specification  in  order  to 
incorporate  the  clause  3.  I  don't  believe  that  is  an  element  they 
have  to  prove.  I  know  they  are  asking  the  Court  to  take  judicial 
notice  of  the  existence  of  the  particular  statute  and  I  think  that  is 
an  acceptable  way  of  handling  that,  but  I  do  not  believe  that  is  an 
element  they  have  to  prove.  Once  they  incorporate  under  clause  3  and 
those  are  the  elements  of  the  statute. 

MJ:  Does  the  defense  have  any  objection  to  including  it  as  an 
element  if  the  Court  takes  judicial  notice  of  it? 

CDC [MR.  COOMBS]:  No  objection.  Your  Honor. 

MJ:  Any  other  deviations  in  the  elements  except  being  where  the 

intent  goes? 
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ATC [CPT  MORROW]:  I  don't  believe  so.  Your  Honor. 

CDC [MR .  COOMBS]:  No,  Your  Honor. 

MJ:  Okay,  let's  move  on  to  the  definitions  then. 

CDC [MR.  COOMBS]:  Again,  the  definitions  that  are  proposed  by 
the  defense  track  not  only  the  Morissette  case  but  also  the  very 
circuits.  And,  most  notably,  again,  is  within  the  federal  jury 
instructions  that  are  published  by  the  Matthew  Bender  and  Company. 
And,  it  lays  out  the  definition  for  "stealing"  and  "conversion"  and 
of  course  while  it  does  not  have  "purloin, "  the  defense  believes  that 
its  definition  of  purloin  is  an  accurate  capture  of  what  the  law  is. 
Because,  ultimately,  basically,  purloin  is  the - 

MJ:  Purloin  is  to  steal  by  stealth. 

CDC [MR.  COOMBS]:  Exactly.  The  definition  of  steal,  just  with 
the  added  aspect  of  stealth. 

MJ:  Just  one  thing,  Mr.  Coombs,  the  word,  "mere",  will  not  be 

in  any  of  my  instructions.  So  let's  see;  for  conversion,  "to 
knowingly  convert  property  means  to  exercise  control  over  the 
property  in  an  unauthorized  manner  in  a  way  which  seriously  or 
substantially  interferes  with  the  government's  right  to  use  or 
control  its  own  property."  Where  do  we  get  the  language, 

"seriously",  or,  "substantially  interferes"? 
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CDC [MR .  COOMBS]:  It  comes  from,  you  look  at,  again,  the  federal 
patterned  instructions,  23 (a) 4,  what  we  had  given  to  the  Court.  And, 
in  a  case  that  "conversion"  is  charged,  it  provides  a  definition. 

MJ:  All  right.  And,  it  has  authority  and  it  cites  Morisse tte 

and  several  other  cases. 

DC:  Yes,  Your  Honor. 

MJ:  Have  you  looked  at  those  other  case  to  see  if  they  actually 

support  that  wording? 

CDC [MR.  COOMBS]:  Just  the  Morissette.  I  did  not  pull  the 
various  sites,  Aguilera  I  also  looked  at.  In  many  respects,  I  don't 
believe  it  has  the  actual  wording  of  the  instruction.  I  think  one  of 
them  actually  has  the  wording  of  the  instruction,  but  I  relied  on  the 
Matthew  Bender  capturing  of  the  elements  and  instructions. 

MJ:  Now  where--let  us  start  with  the  mere  miss — you  will  get 

your  chance,  Captain  Morrow —  the  mere  misuse  of  the  property  is  not 
enough.  Okay,  so  is  this  kind  of  editorializing  on  the  definition? 

CDC [MR.  COOMBS]:  Right.  And,  the  reason  why  is  not  all 
misappropriation  is  a  conversion.  So,  in  order  to,  and  again,  this 
goes  back  just  to  the  common-law  crime  of  what  conversion  is.  It  has 
to  be  something  that  is  substantially  interferes  to  where  you  would 
have  to,  or  you  would  be  required  to  pay  the  true  owner  the  value  of 
the  property.  So,  it  is  not  a — just  a  misappropriation.  So,  if 
someone  takes  a  car,  misappropriates  a  car,  they  do  not  need  to  pay 
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the  value  of  the  car  if  the  car  is  returned;  only  if  they  devalue  the 
car  to  the  extent  that  you  would  be  required  to  pay  the  value  of  it 
would  you  have  a  "conversion."  So  I  guess  if  you  took  the  car  apart 
for  its  parts,  then  that  would  be  a  conversion. 

MJ:  All  right.  I  want  to  go  up  to  your  first  definition;  "your 

money  or  property  belonged  to  the  United  States."  You  end  that 
definition,  "if  you  find  that  the  money  or  property  was  not  a  thing 
of  value  of  the  United  States."  What  is  the  authority  that  the 
government  has  to  prove  that? 

CDC [MR .  COOMBS]:  I  am  sorry,  ma'am.  Where  you  at  on  this? 

MJ:  I  am  at  page  4,  going  into  page  5. 

CDC [MR.  COOMBS]:  Just  again  that  one  of  the  requirements  of 
641,  obviously,  is  that  the  property  has  value.  The  defense  had 
debated  on  filing  a  motion  based  upon  9th  Circuit  precedent  that 
talked  about  intangible  property  not  being  a  thing  of  value,  however, 
based  upon  the  9th  Circuit  reconsidering  that  ruling  itself,  we 
decided  not  to.  But,  the  idea  from  the  9th  Circuit  opinion  still 
holds  value  in  that  whatever  the  property  is  has  to  be  a  thing  of 
value.  So,  that  is  going  to  be  a  requirement  of  the  government  to 
prove  that.  If  the  item  is  not  anything  of  value  then  obviously,  it 
would  qualify  for  the  charged  offense  or  even  an  LIO  offense.  So,  it 
almost  tracks,  a  little  bit,  our  requirements  under  121,  "of  some 
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value";  some  proof  requirement  that  the  government  can  show  that  it 
is  of  some  value. 

MJ:  Don't  we  have  the  Fowler ,  Jeter  and  Girard  cases  though 

holding  that  intangible  property  is  of  some  value? 

CDC [MR .  COOMBS]:  Could  be,  and  that  is  why  when  I  looked  at 
those  cases  and  combined  with  the  9th  Circuit,  I  realized  that  that 
was  not  a  motion  that,  in  good  faith,  we  could  bring  forward.  It  was 
not — the  law  was  pretty  firm  on  that.  So,  intangible  property  could 
be  a  thing  of  value  but  that  still  is  a  requirement  of  the  government 
to  prove;  the,  "of  some  value." 

MJ:  Now,  that  is  what  I  am  not  sure  about.  Is  that  an 

instruction  that  I  give  them,  that  intangible  property  is  a  thing  of 
value  or,  is  that  something  the  government  has  to  prove? 

CDC [MR.  COOMBS]:  I  believe.  Your  Honor,  the  Fowler  case,  and 
that  line,  just  simply  says  that  intangible  property  can  be  a  thing 
of  value,  not  necessarily  that  it  is  a  thing  of  value.  Just  like,  if 
we  take  this  out  of  the  641  realm,  and  the  government  is  charging 
theft  of  some  item,  they  are  going  to  have  to  prove,  "some  value." 
And,  you  know,  if  it  has  no  value  then  obviously  it  won't  survive. 

The  offense--so  here,  it  should  not  be  a  huge  burden  on  the 
government  but  it's  still  a  requirement. 

MJ:  All  right. 

Yes? 
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ATC [CPT  MORROW]:  At  least  with  respect  to  that  particular 
issue,  the  government,  in  proposed  instruction  number  seven,  did 
include  instruction  that  governmental  information,  although 
intangible,  is  a  thing  of  value. 

MJ:  I  know  you  did. 

ATC [CPT  MORROW]:  Okay. 

MJ:  And,  this  may  be  a  little  unorthodox,  but  I  would  rather  go 

through  these  each  with  the  defense,  just  go  one  by  one  with  the 
defense  and  then  the  government,  because  I  think  that  would  give  me  a 
better  understanding  as  opposed  to  you  going  through  all  of  your 
definitions  then  getting  up  and  telling  me  where  you  object  to 

all  of  them.  So,  let's  go  back  to  the  first  definition  on,  "thing  of 
value,"  that  we  just  discussed. 

Government,  what  is  your  authority  for  me  giving  that 
instruction? 

ATC [CPT  MORROW]:  United  States  v.  Fowler;  United  States  v. 
Jeter;  United  States  v.  Girard. 

MJ:  All  right.  I  will  look  at  those  cases  and  see  whether  they 

say,  "is  a  thing  of  value"  or  it  is  something  that  the  government 
would  have  to  prove.  And,  with  respect  to  the  definition  of, 

"steal",  any  issues  from  the  government? 

ATC [CPT  MORROW]:  Yes,  Your  Honor,  this  was  lodged  in  our 
response  to  the  defense  requested  instructions  at  least  with — in  the. 
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"steal  or  purloin"  instruction  the  defense  is  correct  in  that  they  do 
cite  verbatim  the  federal  jury  instruction  but  that  federal  jury 
instruction  sites  as  authority  Morissette  and  Morissette  does  not  to 
use  the  word,  "deprive  the  owner  of  the  value  of  that  money  or 
property".  It  uses,  "deprive  the  owner  of  the  use  or  benefit." 

MJ:  And - 

ATC [CPT  MORROW]:  And  I  actually  provided  those  pin  cites  in  the 
Morissette  case  in  our  response. 

MJ:  All  right.  Defense,  what  is — I  Morissette  the  same  way 

what's  your — is  the  value  coming  just  from  this  particular  jury 
instruction  in  Matthew  Bender. 

CDC [MR.  COOMBS]:  Yes,  Your  Honor,  then  also  the  other  cases  do 
cite,  "stealing",  in  that  manner  and  the  defense's  position  is  the 
use  and  value  is  basically  going  back  down  to  conversion  of  the 
element,  so  as  far  as  the  definition.  So,  what  happens  oftentimes 
is,  even  in  the  Morissette  case,  and  granted,  that  was  a  Supreme 
Court  case  decided  almost  a  half-century  ago,  but  the  idea  of  that,  I 
think,  is  that  they  combined  the  steal  and  the  conversion  definition. 
But  they  are,  in  fact,  separate  definitions.  So,  "steal",  has  a 
meaning  even  in  our  manual  that  tracks  pretty  close  to  this  meaning. 

MJ:  Well,  in  the  manual  we  do  larceny  as,  "the  use  and 

benefit" . 
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CDC [MR .  COOMBS]:  Right.  And  so — and,  that  is  where 
"conversion,"  I  think,  is  the,  "use  and  benefit  of  the  property." 

And  so,  that  is  why  the  defense  believes  that  you  have  a,  "steal", 
"purloin",  "conversion",  and  why  initially  in  our  bill  of 
particulars,  we  try  to  pin  the  government  down  on  which  theory 
because  it  does  make  a  difference  on  which  theory  they  are  going  and 
apparently  they  are  going  under  all  three.  Well,  we  believe  then 
once  you  do  that,  then  the  panel  members  need  to  understand  that 
those  are  three  distinct  theories  with  three  separate  requirements. 

MJ:  All  right.  Well  again,  other  than  this  is,  the  Matthew 

Bender,  where  do  we  get  the  word,  "value"? 

CDC [MR.  COOMBS]:  The  word,  "value"? 

MJ:  Yes.  Is  their  case  law  that  describes  it  that  way? 

CDC [MR.  COOMBS]:  I  believe — yes,  ma'am.  I  believe  the 
authority  underneath  it,  I  can  find  the  pin  cite  for  it  though,  if 
you  would  like. 

MJ:  Okay.  All  right,  so  any  other  issues? 

ATC [CPT  MORROW]:  Yes,  Your  Honor,  just  with  respect  to  the 
definition  provided  of,  "conversion".  At  least  as  I  read  it,  it 
says,  "which  seriously  interfered,"  not,  "seriously  or  substantially 
interfered."  That  appears  to  be  added  by  the  defense. 

MJ:  Where  do  we  get  the,  "seriously  interfered?" 
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ATC [CPT  MORROW]:  Well,  I  am  just  looking  at  what  the  defense 
provided  to  the  Court. 

MJ:  No,  I  understand  that,  but,  where  do  you  get  the, 

"seriously  interfered,"  versus,  "seriously  or  substantially?"  what  is 
the  authority  for  the,  "seriously  interfered?" 

ATC [CPT  MORROW]:  I'm  not  sure.  Your  Honor.  It  is  the  defense 
instruction. 

MJ:  What  would  your  proposed  definition  be? 

ATC [CPT  MORROW]:  Well,  our — at  least  for,  "steal",  or, 
"convert".  Your  Honor,  our  proposed  instruction  on  those  two  was 
drawn  from  the  5th  Circuit  model  criminal  instructions,  provided  as 
enclosure  4  and  then  United  States  v.  Morison,  enclosure  one  to  the 
government's  motion. 

MJ:  All  right,  I  will  look  at  that.  [Pause]  Government,  where 

in  your  proposed  instructions  do  you  have  the  definitions? 

ATC [CPT  MORROW]:  Your  Honor,  what  we  did  with  our  instructions 
is,  we  went  in  order  of  specification  and  in  the--so,  for  the  first 
641  specification,  which  is  Specification  4  of  Charge  II,  we  then 
included  all  of  the  proposed  instructions  for  the  641  offenses;  the 
same  thing  with  the  793  specifications.  I  believe  it  was  provided 
after - 

MJ:  So,  you  have  the  same  definition  then  on  page  11  for, 

"steal,"  and,  "convert?" 
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ATC [CPT  MORROW]:  Yes,  Your  Honor  just  because  that  just  tracks 
the  model  instructions  of  the  circuits. 

MJ:  See,  that  is  where  I  was  going  earlier.  I  looked  at  the — 

if  you  look  at  Morissette,  versus  these  pattern  jury  instructions  for 
the  circuits.  There  seems  to  be  a  bit  of  a  disconnect. 

ATC [CPT  MORROW]:  Your  Honor,  I  am  actually  not  sure  why  over 
the  course  of  time  that  has  happened.  I  certainly  could  look  into 
that,  but  we  are  drawing  that — these  definitions  from  the  model 
instructions,  and  also  case  law.  The  United  States  v.  Morison  is  a 
perfect  example. 

MJ:  What  is  the  government's  specific  good  cause  objection  for 

parsing  them  out,  "stealing",  "purloining",  and  "converting",  on 
three  separate  series? 

ATC [CPT  MORROW]:  We  do  not  necessarily  have  a  good  cause 
objection,  only  that  we  are  trying  make  the  instructions  as  simple  as 
possible.  But,  I  would  have  to  look  at  why  the  case  law  has  evolved 
or  if  it  has  evolved  over  time  from  Morissette  to  the  present.  Your 
Honor. 

MJ:  Captain  Morrow,  if  you  do  that  and  you  find  anything  that 

will  inform  the  Court's  instructions,  please  let  me  know. 

ATC [CPT  MORROW]:  Yes,  ma'am. 

MJ:  All  right.  So,  we  have  got  the  three  definitions  here  from 

the  defense  and  again,  the  definition  and  the  instruction  would  end 
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after,  "unauthorized."  from  Matthew  Bender,  on  the  "conversion", 
right? 

CDC [MR .  COOMBS]:  Yes,  ma'am. 

M J :  Let's  look  at  the,  "intent",  instruction.  So,  the  defense 
has,  "the  intent  to  deprive  the  government  of  the  use  and  benefit  of 
the  property."  See,  that  is  where  I  am  concerned  on  the 
instructions,  and  I  appreciate  the  help  of  both  sides,  is  I  have  two 
theories  that  require  this  element  and  one  theory  that  does  not.  So, 
I  am  looking  at  how  best  to  handle  that. 

CDC [MR.  COOMBS]:  If  the  government  wanted  to  eliminate  one  of 
those  theories,  that  would  work. 

MJ:  I  believe  the  Morison  Court  addressed  that  a  little  bit. 

[Pause]  Actually,  no  it  did  not.  Alright,  we  will  note  the  issue  and 
then  go  forward,  okay.  Government,  any  objection  to — I  am  looking  at 
the  defense's  knowing  and  willful  intents  here,  I  believe;  Government 
have  any  objections  to  those? 

ATC [CPT  MORROW]:  One  moment.  Your  Honor.  [Pause]  I  do  not  know 
about  the  specific,  "to  act  willfully",  "to  act  knowingly".  The 
government  does  not  have  objections  to  that  language.  I  believe  it 
is  pulled  from — no,  we  do  not  have  a  specific - 

MJ:  Because,  both  sides  have  looked  at  this,  "willfully".  The 

one  concern  I  have--I  am  looking  at  this,  when  I  compare  it  to  the 
793(e)  and  the  1030(a)  instructions,  the,  "willfully",  is  defined 
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differently.  So,  does  the  case  law  for  18  United  States  Code  641 
have  a  unique - 

ATC [CPT  MORROW]:  Actually,  Your  Honor,  if  I  may,  I  believe  the 
definition  of,  "willfully",  here  in  the  641  instruction  is  what 
tracks  in  United  States  v.  Morison,  what  the  use  for,  "willfully". 

The  defense  can — I  believe  that  is  where  it  comes  from. 

MJ:  All  right.  Defense,  do  you  proposed  that  as  well;  is  that 

where  it  comes  from? 

CDC [MR .  COOMBS]:  I  believe  so,  Yes,  ma'am. 

ATC [CPT  MORROW]:  And  that  was — because  of  that,  that  is  why  the 
government  included  that  definition  of,  "willfully",  in  its  793 
instructions . 

MJ:  All  right,  and  is  that  what  Matthew  Bender  is  saying  as 

well? 

CDC [MR .  COOMBS]:  Matthew  Bender  I  don't  believe  has - 

MJ:  Matthew  Bender  has,  "To  act  willfully  means  to  act  with 

knowledge  that  one's  conduct  is  unlawful  with  the  intent  to  do 
something  the  law  forbids,  to  say,  with  a  bad  purpose,  to  disobey  or 
to  disregard  the  law."  So  they  are  basically  on  track  with  what  you 
have. 

CDC [MR.  COOMBS]:  That's  right. 

MJ:  How  about  the  Circuits? 
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ATC [CPT  MORROW]:  I  believe  at  least  the  4th  Circuit,  Your 
Honor,  tracks  that  language. 

MJ:  All  right,  then  we  will  go  ahead  and  include  that.  And,  I 

may  preface  it  with  something  to  the  effect  of,  "for  purposes  of  this 
statute . " 

All  right,  any  other  objections  from  the  government  to  the 

intent? 

ATC [CPT  MORROW]:  Well,  just — I  think  we  have  covered  the,  "With 
the  intent  to  deprive  the  government  of  the  use  and  benefit 
temporarily  or  permanently".  We  have  already  covered  that. 

MJ:  And,  "value"? 

CDC [MR.  COOMBS]:  It  comes  primarily  from  the  Matthew  Bender  and 
case  law,  ma'am. 

MJ:  Any  objection  from  the  government? 

ATC [CPT  MORROW]:  Well,  it  does  not  include  all  of  the,  "value", 
instructions  we  would  like  in  this  case,  specifically  with  respect  to 
a  thieves  market.  Those  instructions  were  provided  in  the 
government's  motion  for  proposed  member  instructions. 

MJ:  And  where  does  the  government  have  the  additional  authority 

for  the  additional  definitions  of,  "value"? 

ATC [CPT  MORROW]:  United  States  v.  Morison ;  United  States  v. 
Oberhardt;  United  States  v.  DiGilio ;  but  I  believe  that  thieves 
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market  language  was  also — anyway,  that  was  the  authority  provided  in 
the  government's  proposed  member  instructions. 

MJ:  All  right,  so  it  is  Oberhardt  and  DiGilio  that  support 

that? 

ATC [CPT  MORROW]:  Yes,  ma'am.  And,  I  believe  Morison,  as  well, 
it  is  in  the  transcript. 

MJ:  Okay,  Defense  object  to  the  thieves'  value  piece? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor.  The  instruction  is  an 
accurate  capture  of  what  the  thieves  market  may  be  but  prior  to 
giving  that  instruction  cases  hold  that  the  government  must,  in  fact, 
offer  evidence.  This  is  very  similar  to  mistake  of  fact  or  some 
other  instruction  where  the  Court  would  have  to  actually  see  evidence 
that  the  government  has  offered  in  order  to  provide  the  instruction. 

MJ:  And  that  is  what — is  that  what  the  cases  that  the 

government  cited  provide? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor.  So,  in  order  to  obtain  a 
thieves  market  instruction,  the  government  must  first  establish  that 
there  is  a  thieves  market  for  that  particular  property.  And  then, 
they  can  establish  value  based  upon  the  thieves  market  for  that.  So, 
in  other  words,  they  first  need  to  have  established  the  market  and 
then  they  would  get  the  instruction,  much  like  the  mistake  of  fact 
for  the  defense. 
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MJ:  The  Court  would  appreciate  the  cases  that  hold  or  do  not 

hold  that,  please. 

CDC [MR .  COOMBS]:  Yes,  Your  Honor. 

MJ:  All  right,  and  then  finally  we  have  the  prejudice  to  good 

order  and  discipline  that  we  already  discussed  that  yesterday.  The 
Court  will  give  the  same  instruction  with  respect  to  that  offense  for 
each  of  the  offenses  where  that  is  at  issue. 

ATC [CPT  MORROW]:  Yes,  Your  Honor. 

MJ:  And,  the  LIO  instruction  that  is  proposed  by  the  defense, 

does  the  government  have  any  objection  to  its? 

ATC [CPT  MORROW]:  Your  Honor,  I  believe  our  lesser  included 
offense  instruction  for  the  value  of  the  theft--less  than  $1000 
tracks  that  language. 

MJ:  All  right.  Anything  else  with  respect  to  the  641 

instructions? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

MJ:  Okay.  Government? 

ATC [CPT  MORROW]:  No,  Your  Honor. 

MJ:  Why  don't  we  take  a  brief  ten  minute  recess  and  then  we 

will  move  on  to  the  793(e)  instructions. 

The  Court  is  in  recess  until  five  minutes  after  11. 

[The  Article  39(a)  session  recessed  at  1055,  17  July  2012.] 
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[The  Article  39(a)  session  was  called  to  order  at  1106,  17  July 

2012.] 

MJ:  This  Article  39(a)  session  is  called  to  order.  Let  the 

record  reflect  all  parties  present  when  the  Court  last  recessed  are 
again  present  in  Court. 

Now  both  sides  have  proposed  instructions  for  the  varying 
offenses.  The  defense  went  first  last  time,  I  will  let  the 
government  go  first  this  time.  I  know  it  has  been  little  awkward  by 
going  instruction  by  instruction,  but  that  is  really  helpful  for  me 
as  opposed  to  going  through  the  whole  litany  and  then  having  the 
other  side  go  through  the  whole  litany.  So,  who  has  the  lead  for 
793 (e) ? 

ATC [CPT  MORROW]:  I  do.  Your  Honor.  I  am  doing  all  of  the 
instructions . 

MJ:  All  right. 

ATC [CPT  MORROW]:  Your  Honor,  I  did  not  plan  on  providing  a 
specific  oral  argument  with  respect  to  the  government's  proposed 
instructions  except  to  just  note  that  we  included  as  enclosures  to 
the  government's  instructions,  transcripts  from  three  separate  cases. 
United  States  v.  Morison ;  United  States  v.  Diaz,  which  is  a  CAAF 
case;  and.  United  States  v.  Regan  which  was  in  the  Eastern  District 
of  Virginia  in  2003.  Additionally,  we  provided  in  enclosure  of 
modern  federal  jury  instructions  for  793(e)  offense.  And,  I  will 
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also  note  for  the  Court  that  at  the  last  39(a)  session  you  asked  for, 
I  believe,  the  instructions  relating  to  several  cases  we  have 
discussed  in  the  vagueness  or  rough  context.  The  government 
attempted  to  obtain  transcripts  for  Squillacote  and  Truong.  We  were- 
-those  things  do  not  exist  in--we  looked  through  the  files  and  we 
could  not  find  them,  we  did  not,  but  someone  did  on  our  behalf,  so  we 
apologize  to  the  Court.  Pertaining  to  that  stuff — but  otherwise, 
subject  to  your  questions,  Your  Honor?  We  have  objections  to  the 
defense  instructions,  but  for  the  most  part,  our  instructions  for  793 
come  directly  from  cases. 

MJ:  All  right,  well  then  let's  do  it  the  other  way  then. 

We  will  have  the  defense  come  up  and  then  you  have  your  objections  as 
we  go.  First  of  all,  can  I  have  the  appellate  exhibits  that  are 
relevant  here? 

[The  Court  reporter  handed  Appellate  Exhibits  159,  169,  199,  and  200 
to  the  Military  Judge.] 

MJ:  I  have  got  the,  again,  government  proposed  instructions 

which  is  Appellate  Exhibit  159,  the  defense  requested  instructions 
for  Specifications  2,  3,  5,  7,  9,  10,  11,  and  15  of  Charge  II  at 
Appellate  Exhibit  166.  And,  the  government  response  to  the  defense 
requested  instructions  at  Appellate  Exhibit  191. 

Was  there  a  defense  reply? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor,  Appellate  Exhibit  200. 
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MJ:  Okay,  Appellate  Exhibit  200.  Give  me  just  a  second  to  get 

organized  here.  [Pause]  All  right,  let's  begin  with  the  elements. 

Are  there  any  disagreements  among  the  elements? 

CDC [MR .  COOMBS]:  I  don't  believe  so.  Your  Honor,  just  maybe  the 
order  in  which  they  were  placed  in. 

MJ:  All  right.  Let's  move  on  then  to  the  definitions.  All 

right,  let  us  start  with,  "possession". 

ATC [CPT  MORROW]:  Ma'am,  can  I  make  one  comment? 

MJ:  Yes. 

ATC [CPT  MORROW]:  At  least  in  the  Court  instructions,  so  I  guess 
that  would  be  sort  of  under  the  elements  section,  the  defense 
describes  the  offense  as  espionage  and  we  would  object  to  that.  It 
is,  transmitting  national  defense  information,  which  is  a  provision 
under  the  espionage  act  but,  he  is  not  charged  with  espionage,  just 
793. 

MJ:  All  right.  Defense,  what  is  your  position  on  that? 

CDC [MR.  COOMBS]:  That  is  not  a  problem,  I  mean  it  is  an 
espionage  act,  but  if  the  government  wants  to  say  a  particular  giving 
of  information  is  not  a  problem. 

MJ:  All  right.  So,  it  is  guilty — basically  he  is  charged  with 

the  offense  of  transmitting  defense  information  in  violation  of  title 
18  United  States  Code  section  793(e),  do  both  sides  agree  on  that? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor. 
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ATC [CPT  MORROW]:  Yes,  ma'am. 

MJ:  Okay. 

So,  let's  look  at  the  word,  "possession".  We  have  two 
different  instructions  on  that,  I  believe,  or  two  different  requests 
from  the  government  and  defense. 

Defense,  the  authority  for  yours  is? 

CDC [MR.  COOMBS]:  United  States  v.  Sink ,  which  is  a  5th  Circuit 
case;  and,  same  name  but  different — first  letter  of  Zink,  spelled 
with  a  "Zed",  is  a  10th  Circuit  case. 

MJ:  Okay. 

Government,  what  objection::  you  have  to  that  definition? 

ATC [CPT  MORROW]:  Your  Honor,  I  don't  have  any  objections 
necessarily,  it  appears,  I  mean,  just  kind  of  glancing  at  both  that 
they  are  pretty  similar.  Our  authority  was  the  bench  book  definition 
of,  "possession". 

MJ:  All  right,  let's  look  at  the  differences  then  here.  All 

right,  is  there  any  meaningful  distinction  really  here  between  the 
two  of  them;  they  appear  to  be  saying  the  same  thing  just  with 
slightly  different  words? 

CDC [MR.  COOMBS]:  The  unauthorized  nature  is  the  main 
difference.  Your  Honor. 

MJ:  All  right,  and  I  believe  that  has  come  from  case  law. 

Government,  any  objection? 
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ATC [CPT  MORROW]:  Which  part.  Your  Honor,  the  unauthorized? 

MJ:  The  person  is  in  unauthorized  possession  of  something  if  he 

is  not  entitled  to  have  it. 

ATC [CPT  MORROW]:  Well,  that  language  can  be  found  in  Diaz,  but 
again,  the  Morison  transcripts  defines  unauthorized  possession 
differently.  And,  that  case  involved  a  government  employee  as  well 
who  removed  classified  information  from  an  official  premise.  And,  we 
would  ask  that  the  Court  adopt  the  government's  definition  of, 
"unauthorized" . 

MJ:  All  right,  what  page  are  you  talking  about  that  talks 

about,  "possession",  in  Morison ? 

ATC [CPT  MORROW]:  It  is  page  6  of  the  government's  instructions. 

MJ:  I  know.  I  mean  in  the  Morison  decision — the  Morison  and 

instruction  themselves. 

ATC [CPT  MORROW]:  If  you  look  at  enclosure  1  to - 

MJ:  I  am,  what  page? 

ATC [CPT  MORROW] :  194. 

MJ:  So,  you  want,  "Under  circumstances  wherein  the  location 

which  is  contrary  to  law  or  regulation  for  the  conditions  of  his 
employment"? 

ATC [CPT  MORROW]:  Correct,  Your  Honor.  Ma'am,  we  just  think 
that  if  you  say,  "entitled  to  have  it",  then  it  is  going  to  be 
confusing  to  the  panel  because,  obviously  the  accused  had  it,  in  his- 
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-possessed  it  in  the  SCIF  where  he  worked,  well  then  he  may  have  been 
entitled  to  have  it,  but  not  outside  the  SCIF. 

M J:  All  right.  Defense? 

CDC [MR .  COOMBS]:  Don't  believe  that  that  is  even  going  to  be  an 
evidentiary  issue  that  would  cause  any  confusion  with  the  panel 
members.  The,  "unauthorized  possession",  definition  provides  enough 
clarification  to  the  members  to  understand  that,  "possession",  in 
this  case,  I  think  as  the  government  gives  the  hypothetical  of, 
"outside  the  SCIF,"  would  be  unauthorized.  So,  there  is  not  really 
any  confusion  on  that.  So,  I  do  not  believe  there  is  going  to  be  a 
problem  with  this  definition  confusing  the  members. 

MJ:  So,  does  the  defense  have  any  objection  to  adding  an 

individual,  "Who  has  unauthorized  possession  of  documents  and 
writings  when  he  possesses  those  under  circumstances  or  in  a  location 
which  is  contrary  to  law  or  regulation  with  the  conditions  of  his 
employment?" 

CDC [MR.  COOMBS]:  No  objection,  I  would  say  that  that  goes 
without  saying,  within  the  definition,  but  greater  clarity  is  fine 
with  the  defense. 

MJ:  Okay.  All  right.  Government,  any  other  objections  to  the, 

"possession",  definition  by  the  defense? 

ATC [CPT  MORROW]:  No,  Your  Honor. 

MJ:  All  right,  let  us  move  on  then  to,  "the  national  defense". 
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1  CDC [MR.  COOMBS]:  Yes,  Your  Honor.  This  instruction,  and  I  can 

2  parse  this  out  by  sentences,  is  based  upon  case  law  and  also  based 

3  upon — well,  all  of  it  is  based  upon  case  law.  I  will  go  down  first 

4  with  regards  to  the,  "however",  section,  so  when  you  go  down  to, 

5  "however,  only  information  of  the  type,  which  if  disclosed".  That 

6  sentence,  all  the  way  to,  "the  purpose  of  this  section",  is  based 

7  upon  instructions  approved  by  the  4th  Circuit  in  Morison  and  also  was 

8  the  instruction  given  by  the  Court  in  Rosen. 

9  MJ:  Now,  where — so  that  starts  at,  "however",  and  then - 

10  CDC [MR .  COOMBS]:  "However",  and  goes  down  to,  "the  purpose  of 

11  this  section".  So,  just  that  complete  sentence,  so,  "however,  only 

12  information  of  the  type  which,  if  disclosed,  could  threaten  the 

13  national  security  of  United  States  meets  the  definition  of 

14  information  related  to  the  national  defense  for  the  purposes  of  this 

15  section." 

16  MJ:  So  that  one  sentence  comes  from  Morison  and  Rosen? 

17  CDC [MR.  COOMBS]:  Correct,  Your  Honor. 

18  MJ:  Okay,  go  ahead. 

19  CDC [MR.  COOMBS]:  The  next  two  sentences  of  the  instruction 

20  starting  with,  "the  connection  must  not  be  strained  or  an  arbitrary 

21  one",  are  taken  verbatim  from  the  instruction  approved  by  the  Supreme 

22  Court  in  Gorin  v.  United  States.  And,  I  provided  a  pin  cite. 
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MJ:  And  that  is  that's  that  sentence,  "the  connection  must  not 

be  a  strained  one  or  an  arbitrary  one"? 

CDC [MR .  COOMBS]:  Correct,  Your  Honor,  and  the  following 
sentence,  "further,  the  type  of  harm  that  disclosed",  down  to  the  end 
of  that  sentence. 

MJ:  To  the,  "functioning  democracy  requires"? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

MJ:  So,  starting  with,  "the  connection",  and  ending,  "democracy 

requires",  comes  from  Gorin ? 

CDC [MR .  COOMBS]:  Yes,  Your  Honor.  The  government  is  correct 
that  the  remainder  of  this  paragraph  of  our  proposed  instruction  is 
based  upon  Judge  Wilkinson  in  Morison .  And,  Judge  Wilkinson  lays 
that  out  along  with  Justice  Brennan  in  the  New  York  Times.  And,  the 
defense's  position  is  this  language  is  necessary  in  order  to  avoid 
and  cure  any  constitutional  vagueness  or  substantial  overbreadth  on 
any  First  Amendment  implications  that  would  result  if,  "relating  to 
national  defense",  is  defined  as  the  government  would  define  it. 

It's  the  defense's  position  that  the  government's  definition  relating 
to  the  national  defense  would  turn  793(e)  into  basically  a,  "state 
secrets",  statute,  which  Congress  has  repeatedly  refused  to  enact. 

So,  in  this  instance  it  is  important  that  the  definition  provide  the 
left  and  right  boundary  for  the  panel  members.  Everything  that  is 
within  the  defense's  proposed  instruction  can  be  found  either  in 
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direct  quotes  from  the  Courts  that  we  cited  or  is  within  the  opinions 
of  Morison  and  New  York  Times. 

MJ:  Concurring. 

DC:  Concurring,  yes.  Your  Honor. 

MJ:  But,  in  the  majority — these  were  not  included  in  the 

instructions  of  the  Court  in  Morison,  Regan,  Diaz,  or  any  of  those 
other  cases  would. 

CDC [MR .  COOMBS]:  No,  Your  Honor.  The  last  part,  they  are 
correct.  Everything  else  beneath  what  I  cited  is  based  upon  what 
Judge  Wilkinson  put  in  Morison.  But,  the  defense's  position  would  be 
when  you  look  at  the  language,  there  really  should  not  be  anything 
objectionable  here  because  of  the  fact  that  it  does  not,  in  fact, 
inform  the  panel  members  what  is  information  related  to  the  national 
defense.  Not  all  secrets - 

MJ:  Does  not  it  add,  "The  imminently  serious  injury"? 

CDC [MR.  COOMBS]:  At  all  was  under  the  language  of  New  York 
Times  talking  about  the  fact  that,  you  know - 

MJ:  That  is  a  prior  restraint  case  though,  right? 

CDC [MR.  COOMBS]:  It  is  a  prior  restraint,  but  the  opinion,  or 
the  comments  by  Justice  Brennan  can  be  used  in  a  criminal  case 
because  in  the  civil  context,  what  we  are  worried  about  was  just 
prior  restraint  of  the  press,  which  of  course  is  a  big  concern,  but 
it  pales  in  comparison  to  the  loss  of  liberty  of  an  accused.  So,  if 
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such  a  instruction  were  warranted  when  we  are  talking  about  whether 
or  not  the  press  can  publish  something,  certainly  such  an  instruction 
would  be  warranted  when  we  are  talking  about  taking  away  somebody's 
liberty.  And,  the  defense's  position  is  that  when  it  comes  to  the 
793  line  of  cases,  unfortunately  we  do  not  have  a  lot  of  cases  to 
draw  upon.  And,  to  the  extent  that  we  are  going  to  err  on  the  side 
of  caution,  we  need  to  err  on  the  side  of  providing  protections  to  an 
accused  in  this  instance  where  the  members  will  understand  that  not 
all  information  would  be  information  related  to  the  national  defense. 
And,  the  defense,  when  it  looks  at  what  the  government  is  proposing 
in  its  instruction,  and  also  when  you  compare  this  to  the  targeted 
harm  brief,  it  appears  that  the  government  wants  to  make  this  as  a 
almost  forgone  conclusion  based  solely  upon  classification  and  the 
Court  cannot  allow  that  to  happen.  And  that  is  why  this  information 
that — we  are  going  to  get  to  the  targeted  harm  brief  later  today 
possibly,  but  that  is  why  that  information  is  important,  because  not 
all  information  is  going  to  be  related  to  the  national  defense.  And 
likewise,  when  we  get  to,  "could  cause  damage",  not  all  information 
could  cause  damage.  And  so,  these  instructions  are  not  made  up  out 
of  whole  cloth,  they  are  based  upon  well  reasoned  positions  those  in 
the  majority  and  in  the  concurring  opinions  of  the  cases  cited  by  the 
defense . 
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MJ:  All  right  government,  any  objection  to  the,  "national 

defense"  instruction? 

ATC [CPT  MORROW]:  Essentially,  Your  Honor,  we  object  to  it  in 
its  entirety  beginning  with,  "however",  going  down.  The  instructions 
completely  reinvent  the  wheel.  As  far  as  I  know,  and  I  used  the 
defense  reply  to  try  to  find  the  pin  cites  in  Morison  and  Dedeyan  for 
the,  "however",  language  and  I  could  not  find  it.  "However" 
language,  as  far  as  I  know,  and  I  read  the  transcript  again  in 
Morison,  it  was  not  in  that  case  as  well.  Rosen  never  went  to  trial. 
The  government  dismissed  it  prior  to  trial  so  there  were  not  really 
instructions  in  the  case. 

MJ:  Mr.  Coombs? 

CDC [MR .  COOMBS]:  It  is — I  mean,  I  can  pull  the  pin  cites.  The 
language  that  we  pulled  from  the,  "however",  is  in  the  Morison  case 
at  page  1071. 

MJ:  Page  1071? 

CDC [MR.  COOMBS]:  I  believe  so.  Your  Honor,  yes. 

MJ:  So,  it  is  not  in  the  actual  Morison  instructions,  it  is  in 

the  Morison  case? 

CDC [MR.  COOMBS]:  It  is  in  the  Morison  case.  Your  Honor,  it  is. 

ATC [CPT  MORROW]:  I  mean,  you  have  the  instructions.  Your  Honor. 

MJ:  Did  you  see — was  it  in  the  Morison  instructions  that  the 

Court  has?  Morison  says,  "Some  part  of  the  documents  or  photographs 
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are  related  to  national  defense.  The  term,  'national  defense', 
includes  all  matters  that  directly  or  may  reasonably  be  connected  to 
the  defense  of  the  United  States  against  any  of  its  enemies.  It 
refers  to  the  military  and  naval  establishments  and  related 
activities  of  national  preparedness." 

ATC [CPT  MORROW]:  And,  that  is  the  instruction  given  in  every 
793  case  and  we  did  not  object  to  that  sentence  of  the  instruction. 

It  is  actually  in  our  instruction  as  well. 

MJ:  So,  I  guess  that  is  where  I  am  confused.  I  have  got  the 

instruction  right  front  of  me. 

GDC [MR .  C00M3S]:  Yes,  Your  Honor.  The  language,  and  I  do  not 
have — I  will  print  the  case,  but  the  language  comes  from  Morison  at 
1071,  Dedeyan  at  584  Fed  2nd - 

MJ:  Just  a  minute,  let  me  write  this  down.  [Pause]  Is  that 

what  you  sent  to  me  and  highlighted? 

CDC [MR.  COOMBS]:  I  believe  so,  ma'am,  yes.  Yes,  that  is 
correct,  the  Court  asked  for  the  various  cases  and  so  I  highlighted 
the  important  provisions  from  each  of  the  cases. 

MJ:  Okay.  Yeah,  I  had  actually  asked  for  the  instructions,  but 

the  highlighted  portions  were  certainly  helpful,  so  get  me  with  those 
sites  again.  Morison,  at  where? 

CDC [MR .  COOMBS]:  At  1071. 

MJ:  Okay. 
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CDC [MR.  COOMBS] :  Dedeyan  at  39  through  40. 

MJ:  Okay. 

CDC [MR.  COOMBS]:  And,  Rosen  at  622. 

MJ:  Now,  how  do  we  get — oh,  that  is  Rosen.  So,  I  guess  they 

are  proposed  instructions;  at  622,  which  Rosen ? 

CDC [MR.  COOMBS]:  Rosen  at  445  F.  Sup,  2nd,  602. 

MJ:  And  that  was  at  page? 

CDC [MR.  COOMBS]:  622. 

MJ:  622. 

All  right,  yes? 

ATC [CPT  MORROW]:  And  again,  I  will  just  note,  Your  Honor,  that 
Rosen  was  dismissed  prior  to  trial  so  there  weren't  instructions  in 
that  case. 

MJ:  Well,  let  us  see  what — let  us  take  a  look  at  page  622  and 

see  what  we  find. 

All  right,  "Closely  held"? 

CDC [MR.  COOMBS]:  Okay. 

MJ:  And  what  about  this,  "Not  otherwise  available  to  the 

public, "  where  we  getting  that? 

CDC [MR.  COOMBS]:  The  language  there.  Your  Honor,  as  far  as, 
"Not  otherwise  available  to  the  public",  is  statements  that  are  in 
various  cases  that  the  government  has — excuse  me,  the  defense  has 
cited.  The  premise  of,  "Could  be  used  to  the  injury  of  the  United 
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States,"  is — and  I  believe  this  is  in  the  Diaz  case.  But,  the  idea 
is  if  it  is  in  the  public  realm  then  it  could  not  be  information  that 

could  be  to  the  injury  of  the  United  States,  as  long  as  the 

information  is  in  the  public  realm  legitimately. 

MJ:  Well,  that  is,  legitimately  in  the  public  realm;  meaning  in 

the  public  realm,  released  by  the  government. 

CDC [MR .  COOMBS]:  Released  by  the  government  or  just  otherwise 
in  the  public  realm  and  the  government  has  sought  to  classify  or 

protect  the  information.  So,  it  would  not  cover  the  instance  of  when 

somebody  leaks  information  that  is  classified.  So,  if  it  goes  into 
the  public  realm  at  that  point,  that  would  not  qualify. 

MJ:  So,  this  instruction  then  would  need  to  be  tailored  at 

least  to  that.  The  way  I  read  the  instruction,  as  long  it  is 

available  to  the  public  in  any  way  shape  or  form  its - 

CDC [MR .  COOMBS]:  Now,  that  was  not  the  defense's  intent.  Your 
Honor.  And,  the  reason  why  we  are  asking  for  a,  "closely  held", 
instructions  here  is,  again,  to  cure  any  vagueness  or 
unconstitutionality  within  the  statute  because  we  have  to  deal  with 
information  that,  if  the  government  chooses  to  classify  some 
information  that  is  already  out  in  the  public  realm  legitimately, 
either  by  the  government  already  putting  that  out,  then  this  would 
not  be,  "closely  held",  information.  Diaz  talks  about  that,  and  I 
know  there  is--I  am  drawing  a  blank  on  the  other  case  that  I  would 
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cite,  I  think  it  is  Gorin.  But,  the  idea  is  that  the  information  has 

2 

to  be  something  that  the  government  has  sought  to  protect  in  order  to 

3 

qualify.  So,  the,  "closely  held",  language  is  not  unusual  in  a  793 

4 

instruction . 

5 

MJ:  All  right,  government,  what  is  your  objection  to,  "closely 

6 

held"? 

7 

ATC [CPT  MORROW]:  It  is  just  a  completely  inaccurate  statement 

8 

of  law.  Your  Honor.  Just  that  we'd  would  ask  you  to  look  back  at  the 

9 

transcript  of  Morison,  Diaz,  as  well  as  Regan.  Whether  something  is 

10 

classified  is  probative  of  whether  it  is  closely  held,  but  it  does 

11 

not  have  to  be  classified  ir  order  to  be  closely  held.  If  you  look 

12 

at  our  proposed  instruction  number  five,  that  language  comes  directly 

13 

from  case  law — you  know,  actual  cases  and  includes  the  information 

14 

about  when  information  is  lawfully  in  the  public  domain.  And  that 

15 

language  comes  directly  out  of  Dedeyan. 

16 

MJ:  All  right.  And,  any  of  those  other  cases  that  address 

17 

793(e)  discuss,  "closely  held"? 

18 

ATC [CPT  MORROW]:  Morison  does.  Your  Honor. 

19 

MJ:  Morison. 

20 

CDC [MR.  COOMBS]:  Your  Honor,  with  regards  to  classified,  the 

21 

government  has  pled  that  the  information  is  classified  with  regards 

22 

to  Specifications  3,  5,  7,  9,  10  and  15.  So,  they  have  actually  pled 

23 

that  within  the  specification  and  that  is  why  we  argued  that  they 
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should  be  required  to  prove  that  it  is  classified.  Morison,  the 
defense's  position  that  the  government  only  has  an  interest  in 
protecting  information  under  793  that  is  classified. 

MJ:  What  is  your  authority  that,  "closely  held",  only  includes 

classified  information? 

CDC [MR .  COOMBS]:  Well  for,  again,  the  idea  to  protect  this  from 
being  a,  "state  secrets",  or  unconstitutionality  overbreadth  and  the 
First  Amendment  issues  that  we  raised  earlier  with  the  793  motion. 
Courts  have  tried  to  avoid  the  vagueness  of  793  by  fashioning 
instructions  and  I  understand  that  this  Court  would  like  to  not  blaze 
new  paths  when  it  comes  to  instructions  and  instead,  rely  upon  what 
has  proven  to  be  successful  in  the  past  but,  but  when  we  are  dealing 
with  the  military,  obviously  we  have  a  slightly  different  view  of 
things.  We  do  not  have  a  lot  of  case  law  to  fall  back  onto.  So,  to 
a  certain  extent  what  this  Court  does  will  be  blazing  a  new  path. 

MJ:  That  is  why  I  am  relying  on  the  circuit  cases. 

CDC [MR.  COOMBS]:  And  that  is  something  that  the  defense 
understands.  In  this  instance  here,  the  government  has  pled 
classified,  as  I  said,  in  the  majority  of  the  specifications.  With 
regards  to  specifications  that  it  is  maintained  its  information  that 
should  be  protected  under  793,  the  defense's  position  is  if  it  is  not 
classified,  it  is  not  the  type  of  information  that  should  fall  under 
a  793  offense  that  carries  a  10  year  max.  So,  that  would  go  towards 
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this  Court  fashioning  an  instruction  that  avoids  the  overbreadth  and 
the  First  Amendment  issues  that,  if  the  government  is  not  kept  into  a 
container  of  just  classified  information,  then  there  is  no  limitation 
on  what  they  may  choose  to  charge  as  a  793.  In  this  instance,  we 
have  a — one  of  the  specifications  charges  a  video  which  is  not 
classified  which  there  is  an  opinion  the  information  did  not  need  to 
be  classified.  Under  the  government's  own  logic  when  it  comes  to 
what  they  are  trying  to  do  with  the  targeted  harm  brief  of  when  an 
OCA  makes  a  determination  its  classified,  they  made  a  determination 
that  it  could  cause  damage  to  the  United  States  in  some  way  depending 
upon  the  level.  That  same  argument  should  apply  in  the  OCA  makes  a 
determination  that  it  is  not  classified.  Because,  that  is  a  de  facto 
definition  by  the  government  that  this  information  cannot  cause 
damage  to  the  United  States.  Under  the  defense's  view  then  that 
would  be  is  a  clear  indication  that  this  is  not  information  that 
should  be  subject  to  a  793  charge. 

MJ:  All  right.  Government,  anything  else  on  this,  "closely 

held"? 

ATC [CPT  MORROW]:  No,  Your  Honor. 

MJ:  All  right,  how  about,  "To  the  injury  of  the  United  States"? 

CDC [MR.  COOMBS]:  Your  Honor,  on  this  instruction,  again,  we 
believe  that  the  instruction  should  be  required  in  this  case  because 
not  all  information  could  be  used  to  the  injury  of  the  United  States. 
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The  government  seems  to  want  to  give  an  instruction  where  anything 
could  possibly  happen.  The  defense  believes  that  that  would  again 
lead  to  constitutional  problems  with  793  because  anything  could 
possibly  happen  as  we  have  pointed  out.  The  problem  with  that 
restriction  of,  "Could  be  used  to  the  injury  of  United  States",  is  if 
we  do  not  reign  it  in  to  say  that  it  cannot  include  remote  or 
hypothetical,  far-fetched,  or  fanciful  possibilities  of  harm  then, 
again,  this  is  not  a  requirement  at  all. 

MJ:  All  right. 

CDC [MR.  COOMBS]:  The  very  nature  that  the  government  is 
advancing  here  is  that,  again,  if  the  OCA  makes  the  determination 
damage  is  no  longer,  you  know,  an  issue  that  we  need  to  prove  or 
show,  and  Diaz  says  that  is  not  the  case.  You  do  not  get  a  free  pass 
when  it  comes  to  the  classification.  You  still  have  to  offer  some 
information  that  could  cause  damage.  And,  in  the  defense's  position, 
"That  could  cause  damage",  has  to  be  something  that  is  not  remote. 

MJ:  Does  this  language  come  from  any  case  or  any  prior 

instructions? 

CDC [MR.  COOMBS]:  We  relied  upon,  for  this  area,  dicta 
primarily  from  the  cases  that  we  cited  of  United  States  v.  Lee,  and 
the  Fourth  Circuit  case  of  United  States  v.  Truong.  But  even  Diaz 
supports  that  proposition  of  it;  that  the  government  not  having  a 
free  pass  on  the  damage  issue.  Therefore,  damage  has  to  mean 
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something.  The,  "could  cause  harm",  has  to  be  something  that  the 
government  has  to  show.  And  they  can't  just  simply  rely  upon  what  we 
have  seen  so  far  in  the  discovery  that  we  have  received  of  very 
remote  and  very  vague  possibilities  of  harm. 

MJ:  All  right,  and  government,  what  is  your  objection  to  this 

instruction? 

ATC [CPT  MORROW]:  Again,  Your  Honor,  along  the  same  lines  as  it 
just  completely  reinvents  the  wheel.  The  government  instructions  are 
grounded  in  case  law  and  the  transcripts  you  have  at  your  disposal. 

MJ:  So  is  it  the  line,  "Additionally,  the  likelihood  of 

information  being  used  to  the  injury  of  the  United  States  or  the 
advantage  of  any  foreign  nation  must  not  be  too  remote,  hypothetical, 
speculative,  far-fetched  or  fanciful"?  What  is  the  objection  to  that 
line? 

ATC [CPT  MORROW]:  Only  that  the  fact  that  something  could  cause 
damage  is,  by  its  very  nature,  speculative.  I  mean,  I  just  think  it 
is  internally  inconsistent.  But  again,  that  is  not--that  instruction 
has  never  been  given  in  a  793(e)  case  out  of  the  number  of  cases  now 
that  have  survived  appellate  scrutiny. 

CDC [MR .  COOMBS]:  The  problem  with  what  the  government  just  said 
is  that  the,  "could",  is  not  speculative  by  its  very  nature.  I  think 
everyone  would  agree  that  there  is  a  spectrum  of  possibility.  So 
again,  going  back  to  the  analogy  yesterday,  if  I  leave  my  keys  in  my 
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car,  my  car  could  be  stolen.  The  idea  of  my  car  being  taken 
increases  dramatically  because  my  keys  are  in  it.  If  I  do  not  have 
my  keys  in  my  car,  my  car  still  could  be  taken  but  that  does  not  mean 
it  is  going  to  happen  if  my  car  is  locked.  As  the  defense  said  in 
its  motion,  anything  could  possibly  happen  and  that  seems  to  be  what 
the  government  is  trying  to  have  when  it  comes  to  this  instruction. 
And,  there  has  to  be  a  limit  to  the,  "could".  I  could  win  the 
lottery  today  if  I  go  buy  a  ticket,  but  I  think  my  odds  are  pretty 
slim.  From  what  I  have  seen,  someone  could  argue  that  some  of  this 
information  could  cause  damage,  but  again,  I  think  the  odds  are  very 
slim. 

MJ:  All  right,  I  think  I  have  the  parties'  positions. 

All  right,  anything  else  from  the  Government  on  that  issue? 

ATC [CPT  MORROW]:  No,  Your  Honor.  Just  to  note  that  Morison 
survived  vagueness  and  overbreadth  challenges  and  we  have  discussed 
that  in  this  Court  during  this  case. 

MJ:  All  right,  now  let's  look  for  the  next  one;  "willfully 

delivered  information  to  a  person  not  entitled  to  receive  it." 

CDC [MR.  COOMBS]:  I  believe  the  government's  main  issue  will  be 
the  definition  of,  "An  act  that  is  done  willfully  is  done  voluntary 
and  intentionally."  And,  this  kind  of  goes  back  to  the  1030  issue 
but  again,  in  this  instance,  the  defense  believes  that  this  is  an 
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accurate  statement  of  law  based  upon  Morison  and  the  United  States  v. 
Lee  case  from  the  9th  Circuit. 

MJ:  Well,  that  is  true  in  those  cases,  but  Diaz  said  that  that 

is  not  the  case. 

CDC [MR .  COOMBS]:  As  far  as? 

MJ:  The  bad,  sinister  purpose. 

CDC [MR.  COOMBS]:  Diaz  says  that  you  do  not  have  to  show  a  bad 
purpose,  that  is  correct.  Your  Honor. 

MJ:  All  right,  government,  what  is  your  position  on  the, 

"intent",  element? 

ATC[CPT  MORROW]:  Just  to  save  the  Court  some  time.  Your  Honor, 
we  proposed  that  exact  language  from  Morison. 

MJ:  Now,  how  does  that  square  with  Diaz  which  says  it  is  not 

required? 

CDC [MR .  COOMBS]:  Well,  the  issue  here  is  just  to  disobey  or 
disregard  the  law.  I  think  in  Diaz,  the  defense  was  trying  to 
advance  a,  I  guess,  altruistic  motive,  which  I  wish  Diaz  were  decided 
differently,  but  it  is  controlling  case  law  for  us.  That  is  not  an 
issue  for  this  element.  The  motive  still  may  come  into  play,  and  the 
defense  believes  it  will  come  into  play,  but  unrelated  to  this 
particular  element. 

MJ:  All  right,  the  mens  rea  contained  in  793(e)  is  clear.  It 

does  not  include  an  element  of  bad  faith  or  ill  intent.  And,  I 
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believe  Steele  says  same  thing.  "Willfulness  in  the  context  of  793 
(E)  arises  not  in  the  context  of  bad  intent  but  the  conscious  choice 
to  communicate  covered  information." 

CDC [MR .  COOMBS]:  The  defense  would  concur  with  that. 

MJ:  Government,  your  proposed  instruction  said  something 
similar  to  the  defense,  is  that  correct? 

ATC [CPT  MORROW]:  Yes,  I  will  just  save — I  mean,  we  used — 
obviously,  we  are  not  entirely  happy  with  the  Morison  instruction. 

We  think  it  is  rather  confusing,  but  we  proposed  that  instruction 
because  that  instruction  came  from  the  case.  But  again,  I  do  not 
think  the  bad  purpose,  it's  not  necessarily  willfulness,  just  is — 
relates  to  that  specific  act  as  of  communicating  the  information. 

MJ:  So,  this  is  going  towards  motive,  as  the  defense  says? 

ATC [CPT  MORROW]:  Right. 

MJ:  Is  a  bad  purpose,  there  is  a  difference  between  having  a 

bad  motive  and  having  a  bad  intent. 

ATC [CPT  MORROW]:  That  purpose  is  just - 

CDC [MR.  COOMBS]:  Correct,  Your  Honor. 

ATC [CPT  MORROW]:  Yes. 

MJ:  So  your  bad  general — and  so  you  have  a  bad  general  intent 

to  disobey--to  communicate  the  information? 

CDC [MR.  COOMBS] : Correct,  Your  Honor. 
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MJ:  Versus  a  bad — the  good  versus  a  bad  motive  and  why  you  are 

communicating  it. 

CDC [MR .  COOMBS]:  That  is  correct.  Your  Honor. 

MJ:  All  right,  the  Court  will  fashion  something  that  captures 

that.  And  again,  "Prejudice  to  good  order  and  discipline  and  service 
discrediting  conduct",  we  will  put  the  same  instructions  that  we  had 
before . 

Any  other  issues  with  793(e)? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

MJ:  Yes? 

ATC [CPT  MORROW]:  No,  Your  Honor. 

MJ:  All  right,  and  as  we  said  before,  I  am  going  to  craft  the 

instructions  as  a  whole  and  we  may  be  revisiting  some  of  this  after 
the  Court  actually  puts  its  instructions  on  paper. 

All  right,  let  us  move  on  to  1030(a)  instructions.  Give  me 
just  a  moment  to  get  organized. 

[Pause] 

Here  are  the  appellate  exhibits  for  793;  and,  I  have  the 
Appellate  Exhibits  for  1030(a). 

CDC [MR.  COOMBS]:  The  defense's  should  be  Appellate  Exhibit  165 
and  Appellate  Exhibit  201. 

MJ:  Government,  did  you  have  any  response  to  the  defense 

requested  instructions? 
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ATC [CPT  MORROW]:  Yes,  Your  Honor.  We  responded  at  Appellate 
Exhibit  189.  We  object  in  its  entirety.  Just  to  sort  of  summarize, 
a  lot  of  these  issues  will  be  dealt  with  in  your  ruling  on  the  1030 
motion,  the  renewed  motion  by  the  defense.  We  highlighted  some 
specific  areas  as  well  that  are  problematic  in  the  defense  requested 
instructions . 

MJ:  All  right,  let  us  look  at  the — first  of  all.  Government,  we 

have  your  proposed  instructions  here  which  you  have.  Proposed 
instruction  1.  Title  18  United  States  Code  section  1030(a)  (1)  makes 
it  a  crime  to  knowingly  access  a  computer  in  excess  of  authorization 
for  the  purposes  of  obtaining  classified  information."  Although 
there  is  considerable  overlap,  are  you  getting  that  from  the  1996 
history? 

ATC [CPT  MORROW]:  Right,  Your  Honor.  Yes,  ma'am.  We  took  your 
counsel  to  incorporate  Nosal  and  the  1996  language  from  the 
legislative  history  and  we  tried  to  fashion  our  instructions  based  on 
your  direction. 

MJ:  Okay.  Before  I  get  there,  are  there  any  issues  with  the 

elements  from  either  side? 

ATC [CPT  MORROW] :  Yes. 

CDC[MR.  COOMBS]:  The  defense  is  just  recommending  the  elements 
that  it  has  proposed.  Our  elements  and  instructions  come  virtually 
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verbatim  from  Matthew  Bender  and  the  defense  has  provided  a 
attachment  that  captures  both  the  elements  and  instructions. 

MJ:  Now,  are  any  of  the  attachments  included  in  the  defense 

exhibits? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

MJ:  They  are  not  part  of  the  appellate  exhibit. 

CDC [MR.  COOMBS]:  They  should  be  part  of  Appellate  Exhibit  201, 
Your  Honor. 

MJ:  201.  Well,  I  apologize,  it  is. 

CDC [MR.  COOMBS]:  And,  the  Court  may  find  helpful,  not  only  the 
elements  and  instructions  provided  by  Matthew  Bonder,  but  it  does  a 
very  good  job  of  talking  about,  and  this  would  apply  to  the  641  as 
well,  the  differences  in  the  various  circuits  and  why  they  came  to 
almost  a  combined  or  common  solution  from  the  various  circuits. 

MJ:  All  right,  I  am  looking  at,  "Elements  of  the  offense  in 

federal  jury  instructions",  on  page  40A-8. 

CDC [MR .  COOMBS]:  Yes,  ma'am. 

MJ:  Ready  we  have,  "knowingly  exceeded  authorized  access"?  I 

have,  "knowingly  accessed  the  computer. 

CDC [MR.  COOMBS]:  Right,  ma'am.  In  this  way,  the  definition  is 
based  primarily  on  the  element — excuse  me,  the  charged  specification 
by  the  government  and  the  government ' s  theory  that  he  had 
authorization  but  he  knowingly  exceeded  that  authorization.  So,  the 
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issue  here  that  we  believe  that  have  to  be  instructed  upon  is  the 
accused  knowingly  exceeded  his  authorized  access. 

MJ:  All  right,  government  do  you  oppose  that? 

ATC [CPT  MORROW]:  Your  Honor,  I  oppose  the  element  in  its 
entirety.  We  provided  in  enclosure  5,  the  9th  Circuit's  model 
instructions  on  1030.  I  mean,  just  looking  at  this,  there  are 
several  places,  including  the  fact  that  the  defense  has  included, 
"exceeded"  in  that  element.  The  fact  that  they  included,  "access  a 
computer  with  authorization  but  exceeded  his  authority".  I  can 
discuss  why  that  language  in  particular  is  favorable  to  the 
government  if  you  would  like,  but,  you  know,  is  just - 

MJ:  Well,  I  am  looking  here  at  the  federal  practice  . 

instructions,  this  is  a  government's - 

ATC [CPT  MORROW]:  Enclosure  5  to  the - 

MJ:  Enclosure  5.  So,  the  first  element,  "first,  that  the 

government [sic]  knowingly  exceeded  access  to  a  computer",  is  the 
first  element  on  the  instructions  that  you  gave  me. 

ATC [CPT  MORROW] :  Yes. 

MJ:  Okay,  and  you  proposed  element  number  two  of  the  defense's, 

"The  accused  knowingly  exceeded  his  authorized  access."  So,  you  do 
not  have  any  quibble  with  element  two,  then? 

ATC [CPT  MORROW]:  Well,  except  that  if  the  language  tracks — the 
defense  has  said  the  language  tracks  what  they  provided  to  you. 
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except  that  it  does  not.  It  added  that  it  is,  "knowingly  exceeded", 
in  that  portion.  I  mean,  we  cannot — it  is  hard  to  parse  this  all 
out.  It  would  be  better  if  it  was  going  one  way  or  the  other  with 
the  entirety  of  the  elements. 

MJ:  All  right,  let's  look  at  what  you  have  both  proposed. 

Okay,  government,  you  proposed,  element  one,  "That  at  or  near 
Contingency  Operating  Station  Hammer,  Iraq,  between  on  or  about  28 
March  2010  and  on  or  about  27  May  2010,  the  accused  knowingly 
exceeded  authorized  access  on  a  Secret  Internet  Protocol  Router 
computer  network."  And  then  defense  has,  "That  the  accused  did,  at 
or  near  Contingency  Operating  Station  Hammer,  Iraq,  between  on  or 
about  28  March  2010  and  on  or  about  27  May  2010,  access  a  computer 
with  authorization  but  exceeded  his  authority  in  accessing  the 
information  in  question  on  a  Secret  Internet  Protocol  Router 
computer."  Okay,  what  is - 

ATC [CPT  MORROW]:  I  mean  just  from  the  beginning.  Your  Honor, 
that  language — defense  cites  in  the  federal  jury  instructions  and  the 
federal  jury  instructions  footnote  that  language  and  the  additional 
language  described  in  that  with  the  United  States  v.  Czubinski, 

Which  is  a  government  case  about  the  IRS  agent  who  improperly 
accessed  information  in  the  IRS  database  for  an  improper  purpose. 

MJ:  Where  are  you  saying  it  footnoted  that?  That  is  where,  in 

here?  It  is  footnote  3  on  page  40A-11. 
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ATC [CPT  MORROW]:  I  believe  that  is  the  footnote.  Your  Honor. 
Just  one  moment.  Your  Honor. 

MJ:  Okay. 

ATC [CPT  MORROW]:  Right,  so  it  is  citing  the  United  States  v. 
Czubinski  for  that  language  on  page  40A-4,  or  40A-11,  excuse  me.  And 
accordingly,  in  the  last  optional  paragraph  the  instructions  means, 
"language  in  those  cases  in  which  it  is  alleged  that  the  defendant 
exceeded  authorized  access."  So,  that  is  where  we  are  in  this  case 
except  that  the  case  they  cite  Czubinski  is  a  case  that  supports  the 
John  and  Rodriguez  line  of  cases. 

MJ:  Okay,  so  that  is  an  optional  paragraph  of  instruction,  in 

those  cases  where  it  is  alleged  that  the  defendant  exceeded 
authorized  access. 

ATC [CPT  MORROW]:  Right,  because  the  language  starts  with  the, 
"Accessed  to  a  computer  without  authorization".  But  they  said  "Well, 
in  cases  where  you — it  is  alleged  that  the  defendant,  or  accused, 
exceeded  authorized  access,  this  is  the  language  you  use."  And  then 
cites  as  authority  Czubinski.  My  point  is,  from  the  beginning  it  is 
essentially  defective  if  we  are  held  to  the  Court's  ruling  previously 
on  what  is  meant  by,  "exceeds  authorized  access". 

CDC [MR .  COOMBS]:  The  defense  would  agree  with  that.  Your  Honor. 
The  theory  that  the  government  is  proceeding  under,  unless  they  have 
another  theory,  is  that  PFC  Manning  was  authorized  access  on  the 
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SIPRNET,  was  authorized  access  to  the  Net-Centric  Diplomacy  Database, 
that  they  have  a  theory  of,  "exceeding  authorized  access",  that  is 
premised  on  Wget.  Based  upon  that  representation  by  the  Court,  now 
it  is  essential  second,  or  possibly  third  iteration  of  its  belief  of 
what,  "exceeding  authorized  access",  means.  Then,  the  defense's 
requested  instruction  would  provide  the  Court — or,  provide  the 
members  with  the  guidance  they  received  to  understand  the  elements. 

MJ:  All  right,  I  understand  the  parties'  positions.  Let's  go 

to  element  two,  "knowingly  exceeded  authorized  access";  any  issues 
there? 

ATC [CPT  MORROW]:  Again,  Your  Honor,  if  we  are  tracking  the 
language  in  the  federal  jury  instructions,  it  does  not  say, 

"knowingly  exceeded  his  authorized  access",  it  is,  "knowingly 
accessed  that  computer." 

MJ:  But,  your  charge,  your  specification,  says,  "knowingly 

exceeded  authorized  access". 

ATC [CPT  MORROW]:  I  agree  with  that.  Your  Honor.  But,  all  I  can 
say.  Your  Honor,  is  that  I  am  trying  to — I  am  tracking  the  language 
that  the  defense  provides  and  if  we  are  going  to  go  out  of  order 
here,  it  is  hard  to  object  to  elements  one-by-one  and  they  all  sort 
of  are  supposed  to  work  in  concert. 

CDC [MR.  COOMBS]:  And,  there  is  really  no  other  way  to  address 
this  in  my  going  element,  one-by-one.  And,  the  government  has 
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charged,  "knowingly  exceeded".  So, ’ again  I  goes  back  to,  you  plead 
it,  you  own  it.  And  in  this  case,  not  only  pled  that  but  that  is 
probably  an  accurate  requirement  in  order  to  state  a  1030  offense.  A 
person  can't  negligently  do  it. 

MJ:  Well,  even  in  the  pattern  jury  instructions,  you  have  when 
you  are  citing,  "First,  the  defendant  knowingly  exceeded  access  to  a 
computer . " 

ATC [CPT  MORROW]:  Right,  that  is  the  first  element  of  our 
instructions . 

MJ:  Yes. 

ATC [CPT  MORROW]:  Which  are  based  on  the  9th  Circuit  model 
instructions.  I  guess.  Your  Honor,  I  mean  for  lack  of--it  is  just 
sort  of  repeating  itself. 

MJ:  All  right,  so  you  disagree  with  the  second  portion  of  the 

defense's  first  argument  and  you  want  to  combine  elements  one  and 
two,  is  that  what  I  am  hearing  you  say? 

ATC [CPT  MORROW]:  Basically,  Your  Honor,  yes. 

MJ:  Okay.  All  right,  what  about  the  next  element.  Defense? 

CDC [MR.  COOMBS]:  It  is  based  on — Your  Honor,  I  think  the  main 
language  them  from  with  is,  "With  intent  to  use  such  information 
against  the  interests  of  United  States." 

MJ:  Yeah,  where  does  that  specific  intent  come  from? 
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CDC [MR.  COOMBS]:  That  specifically  comes  from  the  pattern 
instructions  by  Matthew  Bender  that  is  on  40-A,  or  40A-8.  It  just 
simply  cites  1030(a) (1) . 

MJ:  Where  am  I  looking — where  am  I  seen  that  element? 

CDC [MR.  COOMBS]:  If  you  look  under,  "3rd",  ma'am. 

MJ:  Oh,  "with  intent  to  use"? 

CDC [MR.  COOMBS]:  Yes,  ma'am. 

MJ:  Where  are  they  getting  that? 

ATC [CPT  MORROW]:  Your  Honor,  that  is  the  pre-1996  language. 

CDC [MR.  COOMBS]:  This  is  a  post-1996  Matthew  Bender. 

ATC  [CPT  MORROW]:  That  may  be  'r:;.'  except  that  the  1996 
legislative  history  is  very  clear  that  the  language  was  changed  to 
track  the  scienter  requirement  in  18  U.S.C.  793(e). 

MJ:  Okay.  Now,  I  understand  it  says  that  but,  Mr.  Coombs,  if 

you  can  find  me  a  case  that  says  that,  please  give  it  to  me. 

CDC [MR.  COOMBS]:  All  right,  ma'am. 

MJ:  Okay,  and  number  four?  Or  show  me,  I  mean,  I  am  looking  at 

the — Specification  13  and  Specification  14.  Is  there  a  specific 
intent  that  is  alleged  in  the  specifications? 

CDC [MR.  COOMBS]:  Are  you  referring  to  just  the,  "Willfully 
communicated  the  information"? 
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MJ:  Well,  "willfully  communicated",  I  understand  that  specific 

intent,  but  the  intent  to,  "Use  such  information  against  the 
interests  of  the  United  States."  That  is  where  I  am  having  trouble. 

CDC [MR .  COOMBS]:  Again,  that  is — the  defense  would  believe  that 
is  based  upon  the  statute,  the  1030--with  1030  is  design  to,  in  this 
instance  based  upon  the  government's  charge,  protect. 

MJ:  And,  that  is  1030(a) (1)  has  a  provision  that  says,  "With 

intent  to  use  such  information  against  the  interests  of  the  United 
States"? 

CDC [MR.  COOMBS]:  The  support  for  that  we  believe  just  came  from 
the  1030  requirement. 

MJ:  Okay.  Let's  look  at  the  definitions  here  next. 

CDC [MR .  COOMBS]:  Again,  the  defense's  definitions  come  from 

the  Matthew  Bender,  almost  verbatim. 

MJ:  And,  I  have  asked  both  sides,  if  you  would,  can  have  a  copy 

of  the  books  that  you  all  are — well,  pattern  jury  instructions,  that 
is  from  the  pattern  jury  instruction  website,  is  that  correct? 

ATC [CPT  MORROW]:  Yes,  ma'am,  that  is  just  on  Westlaw. 

MJ:  Okay. 

CDC [MR.  COOMBS]:  And  I  will,  once  I  get  back  to  the  office,  I 
will  get  you  a  copy. 

MJ:  Okay.  And,  what  concerns  me.  Defense,  I  am  looking  at  your 

instruction,  is  the  statute  actually  defines,  "exceeding  authorized 
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access",  and  your  definitions  don't  contain  the  statutory  definition. 
Well,  do  both  sides  agree  that  the  statutory  definition  should  be  in 
there? 

CDC [MR .  COOMBS]:  Yeah,  I  think — yes,  Your  Honor.  I  think  here 
the  issue,  again,  when  the  defense  puts  in  what,  "exceeds  authorized 
access",  means,  we  are  going  with  the  Nosal — 

MJ:  Well,  they  did  not  change  the  definition,  they  interpreted 

the  definition. 

CDC [MR.  COOMBS]:  Correct,  and  that  is  why  we  put  that 
interpretation  in  as  far  as  the  definition  of  the  element.  And, 
obviously  that  is  going — I  think  that  is  consistent  with  the  Court's 
earlier  ruling  on  1030  and  then  we  will  find  out  on  the  subsequent 
ruling  on  1030  if  this  definition  is  required.  But,  the  key  aspect 
here  is,  "exceeding  authorized  access",  is  a  technical  or  code-based 
restriction  and  you  are  circumventing  it.  So,  this  definition 
provides,  the  defense  would  argue,  guidance  to  the  members  on  what 
that  means. 

MJ:  Okay,  the  parties  are  on  notice.  I  mean,  the  Court  is 

going  to — I  think  you  are  missing  the  word,  "so".  You  may  have  part 
of  the  definition  in  there  but  the  Court  is  going  to  include  the 
definition  that  is  actually  in  the  statute.  I  may  add  something  to 
that  based  on  the  ruling — the  narrow  view,  but  the  statutory 
definition  will  be  in  there. 
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CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

ATC [CPT  MORROW]:  We  agree.  Your  Honor. 

MJ:  Okay,  Government,  I  am  not  sure  I  understand  your 

objection. 

ATC [CPT  MORROW]:  Which  one.  Your  Honor? 

MJ:  One,  two,  the  definitions  I  just  described. 

ATC [CPT  MORROW]:  I  am  sorry.  Your  Honor,  you  have  to — with - 

MJ:  All  right,  the  first  element  the  government  must — look  at 

page  2  on  the  top  of  the  defense — of  your  response. 

ATC [CPT  MORROW]:  Right.  What  is  it,  "exceeded  his  authority"? 

MJ:  Yes. 

ATC [CPT  MORROW]:  Well,  the  first  part  of  that  is  part  and 
parcel  of  my  objection  based  on  Czubinski,  which  was  the  government's 
case  under  the  purpose  based  restriction  on  access.  So,  I  had — I  do 
not — I'm  not  sure  how  you  can  include  that  language  if  the  authority 
provided  by  the  defense,  citing  a  case  that  was  favorable  to  the 
government's  initial  theory  of,  "exceeds  authorized  access".  As  for 
the  rest  of  the  instruction,  I  mean,  we  would  have  the  same  objection 
as  well  to  the  rest  of  it. 

MJ:  I  understand  the  parties'  positions.  Let's  go  to — all 

right.  Government,  your  proposed  instruction  number  three  has  the 
statutory  definition  in  the  beginning. 

ATC [CPT  MORROW]:  That  is  correct.  Your  Honor. 
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MJ:  And  then,  where  does  the  rest  of  that  come  from? 

ATC [CPT  MORROW]:  The  second  sentence  is  directly  from  your 
ruling  as  well  as  the  holding  in  Nosal.  The  third  sentence  is  what 
was — we  explained  in  our  response  to  the  renewed  motion,  the  attempt 
to  potentially  define  the  issues  for  the  trier  of  fact,  whether  there 
was  a  restriction  on  access  to  the  information.  And  then,  we 
concluded  with  the  access  and  use  are  commonly  used  and  commonly 
understood  words. 

MJ:  Defense,  I  did  not  see  any — I  mean,  you  did  not  come  back 

with  specific  objections  to  the  government's  instructions  to  that  I 
saw,  did  you? 

CDC [MR .  COOMBS]:  Did  not.  Your  Honor,  no.  But,  the  issue  here 
of  using  unauthorized  software  to  obtain  cables,  that  is  the  very 
nature  of  our  1030  issue,  the  motion  that  we  argued  yesterday.  The 
government  instruction  here  would  seek  to  almost  get  a  promise  from 
the  members  that  if  they  find  it  was  unauthorized  software,  then  that 
is  exceeding  authorized  access,  that  is  not  the  defense's  position. 

MJ:  Okay.  All  right,  I  understand  the  parties'  position,  let's 

move  on  to  Government's  proposed  instruction  number  four,  "reason  to 
believe" . 

ATC [CPT  MORROW]:  Yes,  Your  Honor.  We  pulled  that  because  the 
language  tracks  identically  the  language  in  793(e).  We  took  the 
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instruction  for  defining,  "reason  to  believe",  from  the  793(e)  line 
of  cases. 

MJ:  All  right. 

ATC [CPT  MORROW]:  And  because  there  really  has  never  been  a 
1030(a) (1)  case  as  far  as  the  government  is  aware,  this  seemed  like 
the  appropriate  way  to  define,  "reason  to  believe",  could  be  used, 
etcetera,  because  language  is  identical. 

MJ:  All  right.  Defense,  do  you  have  any,  "reason  to  believe", 

instruction  in  here? 

CDC [MR .  COOMBS]:  No,  Your  Honor. 

MJ:  Do  you  object  to  the  government's? 

CDC (MR .  COOMBS]:  Yes,  Your  Honor. 

MJ:  Why? 

CDC [MR.  COOMBS]:  The — again,  this — well,  the  objection  is 
probably  more  accurately  stated  that  we  are  going  to  have  to  amend 
this  based  upon  facts  that  come  out  during  the  actual  case.  So  the 
nature  of  the  information  would  be  important.  Manning--PFC  Manning's 
training,  any  actual  harm  would  be  important  to  how  we  fashion  this 
instruction.  So,  I  anticipate  when  the  Court  talks  about,  "reason  to 
believe",  in  this  case,  PFC  Manning's  reason  to  believe,  that  is  why 
some  of  this  information  will  come  into  play  during  the  merits 
portion  of:  what  harm  did  this  information  cause;  what  was  his 
training  and  knowledge  with  regards  to  this  information  and  how  he 


1300 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 


o 


o 


viewed  that  information;  how  others  would  view  that  similar 
information.  So,  this  instruction  is  just  incomplete  at  this  point. 

MJ:  All  right.  I  mean,  I  am  going  to  advise  both  parties,  my 

normal  practice  in  this  regard  is  not  to — is  to  say,  "You  may 
consider  all  of  the  circumstances  in  the  case  period, "  and  not  go 
into  detail  on  what  those  circumstances  have  arisen  in  the  trial  and 
leave  that  to  the  parties  to  develop  in  their  particular  opening — 
their  particular  arguments  that  way  the  Court  is  not  in — the  members 
are  not  instructed  from  me  the  manner  of  the  things  that  I  think  are 
important.  So,  I  will  probably  leave — again,  I  am  willing  to  be 
persuaded  otherwise,  but  my  normal  practice  is  to  leave  those 
instructions  very,  very  generic  and  leave  it  up  to  the  parties  to 
bring  the  evidence  before  the  finder  of  fact. 

CDC [MR.  COOMBS]:  The  defense  would  probably  use  the  other 
similar  Bench  Book  instructions  that  do  highlight  various  facts  that 
the  members  can  consider,  being  sensitive  to  the  idea  that  it  doesn't 
want  to — the  Court  does  not  want  to  appear  to  be  telling  the  members, 
"These  are  the  actual  factors  you  have  to  consider",  but  we  do 
believe  that  some  additional  guidance  would  be  warranted. 

MJ:  All  right.  So  we  can  look  at  the  additional  guidance  when 

we  proceed.  This  instruction,  I  will  probably  include.  Okay,  let's 
go  to  proposed  instruction  number  five  from  the  government. 
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ATC [CPT  MORROW]:  Again,  that  is  part  of  the — because  that 
language,  the,  "reason  to  believe",  language  tracks  793,  the 
government  included  the  same  instructions  relating  to  that  language 
in  the  1030  instructions.  As  with  the--we,  you  know,  it  is  in  the 
Truong  case.  United  States  v.  Diaz,  United  States  v.  Regan,  which 
are,  as  the  Court  knows,  793  or  794  cases,  but  it  is  the  same 
identical  language,  statutory  language.  So,  we  would  just  ask  the 
Court  adopt  that  same — those  same  instructions  relating  to  statutory 
language  in  the  1030  offenses. 

MJ:  All  right,  does  the  Defense  have  any  objection  to  me  taking 

the  equivalent  language  from  793(e)  and  incorporating  it  into 
1030  (a)  (1) ? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

MJ:  Okay.  Now,  let  us  go  to,  "knowingly",  I  believe  is  the 

next.  Both  parties  have  the  same  definition? 

CDC [MR.  COOMBS]:  We  provide  a  little  bit  more  detailed  based  on 
Matthew  Bender,  but  the  definition  provided  by  the  government  is 
fine,  it  just,  we  believe  that  the  Court  should  provide  additional 
detail.  Again,  cross-referencing  back  to  the  Article  104  argument  of 
yesterday,  this,  "knowing",  instruction  of,  "intentionally, 
voluntarily--"voluntarily  and  intentionally",  would  be  a  good, 
"knowing",  instruction  for  the  104  as  well. 
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1  MJ:  All  right,  I  see  what  you  are  saying.  Okay. 

2  All  right.  Government,  I  realize  we  are  going  back  here. 

3  We  talked  a  little  bit  about  this  yesterday,  but,  going  through  the 

4  different  instructions  we  are  going  to  have  a  slightly  different 

5  definition  for  641,  "willfulness",  versus  793(e)  and  1030(a).  Now, 

6  with  respect  to,  "knowingly",  for  going  back  to  Article  104,  we  had 

7  this  argument  yesterday,  about  intent,  I  understand  it  in  Article 

8  104,  there  is  no  specific  intent  to  aid  the  enemy.  What  is  the 

9  Government's  position  and  why  should,  "knowingly"  be  defined  this  way 

10  for  this  statute  which  does  not  have  an  intent  requirement,  and  not 

11  for  Article  104? 

12  ATC [CPT  MORROW]:  That,  "knowingly",  is  not  part  of  1030,  Your 

13  Honor? 

14  MJ:  No,  no,  no,  no.  I  am  going  backwards  here  and  I  do  not 

15  mean  to  trip  you  up,  yesterday  we  were  discussing  the  definition  of, 

16  "actual  knowledge",  for  Article  104 - 

17  ATC [CPT  MORROW] :  Right. 

18  MJ:  - Which  is  a  noun,  I  suppose,  here  and  acting, 

19  "knowingly",  is  a  verb.  But,  does  the  government  agree,  at  least  for 

20  the  purposes  of  Article  104,  that  there  is  a  general  intent  involved 

21  in,  "knowledge"? 

22  ATC [CPT  MORROW]:  Absolutely,  Your  Honor.  We,  indeed,  say  that 

23  on  the  record. 
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MJ:  All  right. 

ATC [CPT  MORROW]:  The  general  criminal  intent — "knowledge",  is  a 
general  criminal  intent. 

MJ:  All  right,  well  the  Court  is  going  to  craft  something  for 

that  offense  that  you  will  have  a  chance  to  see. 

All  right,  so  both  sides  are  in  accord  with  that.  Next  we 
have,  the  defense  wants  additional — now,  you  have  got  a  mistake  of 
fact  defense  in  here  already. 

CDC [MR .  COOMBS]:  Again,  that  will  be  dependent  upon  facts, 
during  the  case. 

MT;  So,  I  am  not  giving  mistake  of  fact  defenses  in  the 
instructions  before — any  affirmative  defenses  and  evidentiary 
instructions  we  will  talk  about  at  the  end  of  the  close  of  the 
evidence . 

All  right,  obtaining — well.  Government,  your  next  one  is, 
"willfully" . 

ATC [CPT  MORROW]:  That  is  correct.  Your  Honor.  That 
"willfully",  is  just  the  same  willful  definition  or,  "willfully", 
definition  from  the  R.C.M. . 

MJ:  So,  going  back  to  the  same  discussion  we  had  with  regard  to 

793(e).  Diaz  does  not  require  that. 

ATC [CPT  MORROW]:  That  is  correct,  ma'am. 

MJ:  If  it  had  purpose. 
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1  ATC [CPT  MORROW]:  Again,  it  is  a  difference  between  thinking 

2  with  a  bad  purpose  and  bad  faith  or  motive,  sort  of  different 

3  concepts. 

4  MJ:  Do  both  sides  agree  that  whatever  intent  is  going  for 

5  793(e),  will  be  going  for  1030(a)  (1)? 

6  CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

7  ATC [CPT  MORROW]:  Right,  the,  "willful  communication",  obviously.  If 

8  you  define  willful  communication  in  793,  you  should  probably  define 

9  it  in  the  same  way  in  1030. 

10  MJ:  All  right.  So,  I  will  look  at  Diaz  and  I  will  come  up  with 

11  an  intent  instruction  that  follows  along  with  Diaz,  understanding  it 

12  is  a  general — "willfulness",  is  an  intentional  violation  of  the  law. 

13  ATC [CPT  MORROW]:  Right. 

14  MJ:  All  right,  and  then  your  proposed  instruction  number  eight, 

15  Government,  this  is  the  kind  of  instruction  that  I  was  talking  about 

16  that  I  probably  will  not  give. 

17  ATC [CPT  MORROW]:  That  is  correct,  Your  Honor.  We  just  tried  to 

18  include  a  definition  for  when  somebody  is  entitled  to  have 

19  information  and  when  they  are  not.  Specifically,  because,  you  know, 

20  obviously  in  this  case,  we  are  alleging  that  the  recipient  of 

21  information  did  not  have  a  security  clearance,  was  not  a  government 

22  employee,  etcetera,  so--and,  it  is  actually--it  is  difficult  to  find 

23  a  case  that  has  described  or  defined  when  somebody  is  entitled  to 
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1  receive  something,  so  the  government  attempted  to  do  that  in  this 

2  case. 

3  MJ:  Defense,  do  you  have  a — you  do  not  have  a  position  for, 

4  "entitled",  in  here,  do  you? 

5  CDC [MR .  COOMBS]:  No,  Your  Honor. 

6  MJ:  Do  you  believe  the  word  needs  to  be  defined? 

7  CDC [MR.  COOMBS]:  I  do  not,  Your  Honor. 

8  MJ:  Government,  if  you  can  find  a  definition  for  me  out  of  any 

9  of  the  instructions  or  prior  cases  for  the  word,  "entitled",  I  will 

10  consider  it  but  again,  I  do  not  like  going  down  the  road  of  telling 

11  the  fact  finder  what  I  think  they  should  consider  or  not  consider. 

12  ATC [CPT  MORROW]:  Understood,  Your  Honor. 

13  MJ:  All  right,  proposed  instruction  number  nine  defining,  "a 

14  person".  Does  anyone — Defense,  do  you  have  an  objection  to  that  one 

15  CDC [MR .  COOMBS]:  I  don't  believe  it  is  necessary.  Your  Honor. 

16  MJ:  Government,  why  do  you  believe  it  is  necessary? 

17  ATC [CPT  MORROW]:  Because  it  is  in  the  statute.  Your  Honor; 

18  1030(e)  (12). 

19  MJ:  To  a  person  not  entitled  to  receive  it? 

20  ATC [CPT  MORROW]:  Right,  but  the  statute  defines  what  a  person 

21  is. 

22  MJ:  Oh,  the  statute  itself  does? 

23  ATC [CPT  MORROW]:  Yes,  ma'am. 
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MJ:  All  right,  then  we  will  include  that. 

ATC [CPT  MORROW]:  That  is  the — 

MJ:  All  right,  and  Defense? 

CDC[MR.  COOMBS]:  The  ones  we  have  not  covered  are  number  three 
and  four.  Your  Honor. 

MJ:  Let's  look  at  number  three:  "Obtaining  protected  or 

restricted  information" . 

CDC [MR .  COOMBS]:  It  comes  from  Matthew  Bender.  It  is 
instruction  40A-6. 

MJ:  Okay,  am  I  confused  here,  40A-2,  on  page  40A-6? 

CDC [MR.  COOMBS]:  No,  Your  Honor,  it  is  instruction  40A-6. 

MJ:  40A-6,  okay.  Okay,  Government,  what  is  your  objection  to 

this  one? 

ATC [CPT  MORROW]:  It  goes  back  to  the  fact  that  it  is  an 
inaccurate  statement  of  law,  post  1996.  It  is--we  discussed  this  in 
the  elements.  Your  Honor.  It  begins  with,  "With  intent  to  use - 

MJ:  Oh,  "With  the  intent  to  use  such  information",  okay. 

ATC [CPT  MORROW]: - such  information  against  the  interests  of 

the  United  States".  Additionally,  we  object  to  the,  "Against  the 
interest  of  United  States",  language  because  that  does  not  track  the 
statutory  language.  It  could  be,  "Used  to  the  injury  of  United 
States".  It  could  be,  "used  against  the  interests  of  the  United 
States" . 
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1  MJ:  Okay. 

2  ATC [CPT  MORROW]:  And,  that  is  noted  in  our  response.  Appellate 

3  Exhibit  189. 

4  MJ:  All  right.  Where  is  Matthew  Bender  getting  the  language, 

5  "against  the  interests  of  the  United  States"? 

6  CDC [MR.  COOMBS]:  Citing,  in  this  instance,  Your  Honor,  citing 

7  the  statute  and  it  appears  to  be  also  citing  the  42  U.S.C.,  as  well 

8  as  the  1984  House  representative  report. 

9  MJ:  Okay.  And,  that  would  be  what  was  amended  in  1996? 

10  CDC [MR .  COOMBS]:  That  is  correct.  Your  Honor. 

11  MJ:  Okay.  And,  number  four? 

12  CDC [MR.  COOMBS]:  Number  four.  Your  Honor,  is  on  40A-7.  And,  I 

13  believe  here  probably  just  the,  "bad  purpose",  language  again. 

14  MJ:  Okay.  Something  that  the  law  forbids.  All  right. 

15  Yes? 

16  ATC [CPT  MORROW]:  Well,  this  definition  of,  "willfully",  is 

17  different  than  the  definition  of,  "willfully",  that  we  had  already 

18  discussed  and  agreed  upon.  It  says,  "It  means  to  act  knowingly  and 

19  purposefully."  And,  we  have  already  discussed  how,  "willfully",  is 

20  done  voluntarily  and  intentionally.  So,  it  is  a  diversion  from  what 

21  we  have  previously  discussed. 

22  MJ:  "Willfully",  means  an  intentional  violation  of  a  known 

23  legal  duty.  Do  both  sides  agree  with  that? 
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CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

ATC [OPT  MORROW]:  Yes,  Your  Honor. 

MJ:  So  again,  I'm  going  to  go  to  Diaz  for  this.  Even  though  it 
is  not  a  1030(a) (1)  case,  793  and  1030(a) (1)  go  hand-in-hand  on  these 
definitions . 

All  right,  and,  "Prejudice  to  good  order  and  discipline  and 
service  discrediting  conduct",  reads  like  the  same  instructions  we 
talked  about  before,  is  that  correct? 

CDC [MR.  COOMBS]:  That  is  correct.  Your  Honor. 

MJ:  All  right,  is  there  anything  else  we  need  to  discuss  with 

respect  to  instructions  for  Specification  13  and  14  of  Charge  II? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

MJ:  Now  with--yes? 

ATC [CPT  MORROW]:  No,  Your  Honor. 

MJ:  With  respect  to  the  Article  92  violation  is,  I  believe. 

Defense,  you  asked  me  to  just  include  bench  book  instructions  with 
nothing  further,  is  that  correct? 

CDC [MR.  COOMBS]:  That  is  correct,  Your  Honor. 

MJ:  Okay.  Does  the  Government — did  you  want  anything 

additional  for  the  Article  92  offenses? 

ATC [CPT  MORROW]:  We  did  not.  We  essentially  tracked  the  Bench 
Book  instructions  as  well.  Your  Honor.  We  included  just  definitional 
language  from  the  actual  regulations  that  described,  you  know,  what 
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an  information  system  is,  but  of  course,  you  know,  the  panel  can 
refer  to  that  themselves.  They  will  have  the  regulation,  I  imagine. 

MJ:  Well,  does  the  defense — I  am  looking  from  the  government's 

proposed  instructions,  that  would  be,  I  notice  you  have,  proposed 
instruction",  here.  I  have  taken  judicial  notice.  I  assume  at  some 
point  you  are  going  to  ask  me  to  take  judicial  notice  of  all  of  the 
regulations  and  statutes? 

ATC [CPT  MORROW]:  Yes,  ma'am.  I  believe  we  footnoted  that  with 
when  we  do  ask  for  judicial  notice. 

MJ:  Okay.  Does  the  government  have  any  objection  to  the 

defense — does  the  Defense  have  any  objection  to  the  government  *  s 
proposed  instruction  is  there,  the  definitional  terms  on  pages  27, 
28,  29,  and  30? 

CDC [MR .  COOMBS]:  Ma'am,  if  I  could  get  back  to  you  on  that. 

The  defense  just  simply  requested  the  standard  Bench  Book 
instructions  but  I  will  take  a  look  at  what  the  government  put  and 
compare  that  with  the  actual  regulation,  and  assuming  that  is 
accurate,  probably  not.  Your  Honor. 

MJ:  All  right.  So,  if  you  could  just  get  back  to  me  at  some 
point  this  week  with  that  information,  that  will  be  helpful.  Like  I 
said,  I  am  putting  all  of  these  instructions  together.  Once  I  have 
them,  I  will  give  them  both  back  to  you  and  you  can  take  a  second 
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look  at  them  and  come  back  and  see  if  there  is  any  specific 
objections  that  you  have  to  the  Court's  instructions. 

All  right,  I  am  looking  at  the  time,  it  is  almost  1230. 
Next  on  the  agenda  we  have  the  questionnaire. 

Do  the  parties  believe  this  is  an  appropriate  time  to  take 
a  lunch  break? 

CDC [MR .  COOMBS]:  Yes,  Your  Honor. 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

MJ:  How  long  would  you  like? 

CDC [MR.  COOMBS]:  1400,  Your  Honor. 

MJ:  Does  that  work  for  the  government? 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

MJ:  All  right.  Court  is  in  recess  until  1400. 

[The  Article  39(a)  session  recessed  at  1226,  17  July  2012.] 

[The  Article  39(a)  session  was  called  to  order  at  1414,  17  July 
2012 . ] 

MJ:  This  Article  39(a)  session  is  called  to  order. 

Let  the  record  reflect  all  parties  present  when  the  Court 
last  recessed  are  again  present  except? 

TC [MAJ  FEIN]:  Your  Honor,  Staff  Sergeant  Hadaway  is  absent  and 
Staff  Sergeant  Foy  is  present  as  the  court  reporter. 
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MJ:  Thank  you. 

All  right,  at  this  time  we  are  going  to  proceed  to  the 
disputed  questions  from  the  proposed  Court  members  questionnaires. 

As  I  advised  the  parties  in  the  R.C.M.  802  conference,  I  will  allow 
voir  dire  that  will  explore  grounds  for  challenge.  I  will  not  allow 
it  to  further  a  theory  of  the  case  or  to  ask  the  members  to  commit 
prior  to  hearing  evidence.  And,  the  disputed  questions  are  marked  as 
Appellate  Exhibit  211. 

All  right,  am  I  to  assume  that  most  of  these  questions  are 
defense  questions? 

CDC [MR.  COOMBS]:  Yes,  ma'am.  I  think  all  of  them.  And,  the 
defense  questions  originally  appear  in  Appellate  Exhibit  207.  What 
we  have  done  is  listed  those  questions  with — there  are  roughly  52 
questions.  And,  what  I  will  try  do  to  the  extent — and,  I  believe  I 
have  it  now  for  all  of  them.  But,  when  I  refer  to  the  question  I 
will  refer  to  the  question  as  it  is  numbered  in  Appellate  Exhibit 
211. 

And,  as  you  well  know,  the  purpose  of  voir  dire  is  for  the 
parties  to  inform  themselves  in  order  to  intelligently  exercise  their 
peremptory  challenge  and  also  to  formulate  challenges  for  cause.  The 
defense's  position  is  that  any  of  these  questions,  based  upon  the 
discussion  of  R.C.M.  912,  are  appropriate.  They  are  appropriate  in 
order  to  save  time  and  that  is  why  we  would  do  questionnaires  as  the 
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discussion  to  the  rule  state,  in  order  to  obtain  information  that 
would  allow  the  parties  then  to  formulate  individual  voir  dire 
questions  if  needed.  We  believe  these  questions  do  not,  as  the  Court 
has  admonished,  do  not  state  a  theory  of  the  case  and  I  would  go 
through  each  of  the  questions  one-by-one  with  the  Court  in  order  to 
state  the  basis  for  why  I  am  asking  the  question. 

MJ:  Let  us  do  that. 

CDC [MR.  COOMBS]:  So,  with  regards,  first  to  what  is  listed  as 
question  one  and  two,  the  questions  here,  whether  a  panel  member 
believes  it  is  important  for  noncommissioned  officers  to  lead 
Soldiers  is  an  important  question  for  the  defense  to  as!  and  taka 
responsibility  for  young  Soldiers.  We  believe,  in  this  instance,  the 
case  will  bring  out  evidence  that  the  NCO  chain  from  PFC  Manning's 
unit  did  not  adequately  supervise  Soldiers.  The  questions  that  we 
are  asking  here,  and  the  reason  why  we  would  like  to  ask  these 
questions,  is  to  intelligently  exercise  our  challenges  for  cause — or 
at  least,  create  them.  And  also,  intelligently  use  our  peremptory 
challenge.  If  a  particular  member  espouses — and  it  more  than  likely 
be,  if  one  does,  it  will  be  an  officer  as  opposed  to  an  enlisted. 

But,  if  a  member  does  not  believe  that  the  NCO  chain  of  command  is 
responsible  for  supervising  Soldiers,  enforcing  the  standard,  and 
taking  immediate  corrective  steps  when  any  sort  of  deviation  from  the 
standard  is  recognized,  that  would  be  a  member  that,  if  we  could  not 


1313 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


o 


o 


establish  a  challenge  for  cause,  we  would  probably  exercise  our 
peremptory  challenge  against. 

MJ:  All  right.  Government,  what  is  your  objections  to  question 

one  and  two — questions  one  and  two? 

ATC [CPT  OVERGAARD] :  First  of  all,  that  is  not  actually  what  the 
question  says.  The  question  says,  "Do  you  now  have,  or  have  you  ever 
had  the  authority  to  train,  supervise,  assign,  evaluate,  or 
discipline  others?  Check  yes  or  no."  The  government  objected  to 
this  because  well,  every  Soldier  will  check  yes.  And  then,  "Please 
describe  your  feelings  concerning  the  importance  of  mentoring  junior 
enlisted".  The  government  objected  to  this  portion  because  it  does 
not — it  wasn't  information  relevant  to  the  members  partiality  and  it 
also  seems  to,  as  the  defense  articulated  their  theory,  seems  to  just 
go  to  argue  the  defense  case.  And  that  is  the  same  with  question 
two.  A  question  such  as,  "Do  you  believe  the  NCO  chain  should  be 
followed?"  Or  something  of  that  nature  would  be,  I  think,  a 
different  question. 

CDC [MR.  COOMBS]:  The  government — this  appears  to  be  more 
semantics  as  to  how  this  phrased.  The  question  asked  by  the  defense 
was  designed  in  order  to  get  general  information  that,  based  on  the 
responses,  then  we  would  go  into  individual  voir  dire.  We  anticipate 
this  Court  would  more  than  likely  ask  prior  to  doing  that,  what  areas 
of  individual  voir  dire  to  the  parties  intend  to  go  into.  Based  upon 
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these  responses,  that  would  then,  I  guess,  formulate  the  areas  that 
we  would  want  to  go  into  on  individual  voir  dire. 

MJ:  All  right,  I'm  looking  at  question  one  and  two  and  I  am 
also  looking  at  question  three.  They  all  seem  to  be  generated  toward 
the  same  thing.  Why  is  question  three  on  there? 

CDC [MR.  COOMBS]:  The  issue  here,  I  think,  goes  back  to,  again,  not 
all  military  members  have  the  exact  same  training  or  exact  same 
experiences.  Prior  enlisted  have  a  different  view  as  to  what  the 
NCO's  responsibilities  are.  Depending  upon  the  panel  member 
background,  of  course  we  will  know  some  of  that  from  their  ERBs  and 
ORBs.  But,  just  also  the  idea  that,  "With  proper  leadership,  failure 
is  never  an  option";  that  is  the  whole  creed  of  the  NCO,  the  backbone 
of  the  Army  that  they - 

MJ:  I  mean,  how  is  that  relevant  to  the  case? 

CDC [MR.  COOMBS]:  Is  not  relevant  to  the  case  from  the 

standpoint  of  being  relevant  to  a  factual  issue  of  the  case.  It  is 
relevant  to  the  defense  when  it  comes  to  who  we  are  going  to  exercise 
our  one  peremptory  challenge  against.  If,  in  fact,  somebody  espouses 
an  opinion  that  is,  "No,  I  do  not  believe,  in  this  case,  with  proper 

leadership,  failure  is  not  an  option."  Then,  I  would  explore  that  on 

individual  voir  dire. 

MJ:  Yes?  What  is  your  objection  to  question  three? 
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ATC [CPT  OVERGAARD] :  The  questions  at  objection  three,  "Have  you 
ever  heard  the  expression  'With  proper  leadership,  failure  is  not  an 
option?'  If  so,  what  does  that  mean  to  you?"  Again,  is  different 
than  what  the  defense  is  saying  right  now.  That  question  this  goes 
again  to  conveying  the  theory  of  the  case  and  not  eliciting  any 
information  from  the  panel  member  whether  or  not  they  have  a  bias  or 
any  impartiality. 

MJ:  All  right.  I  agree  on  question  three.  It's  a  theory  of 

the  case  question.  I  am  not  going  to  allow  it.  Question  one  and 
two,  I  will  allow. 

Now,  let  us  look  at  four,  five,  six;  what  is  the  purpose  of 
these  questions? 

CDC [MR.  COOMBS]:  If  I  could,  ma'am,  take  four  and  five,  I 
believe  this  goes  to  the  responsibility  of  the  command  to  practice 
information  assurance  principles.  And  again  here,  once  there  is  an 
issue  that  the  command  is  aware  of  that  involves  either  a  mental  or 
emotional  issue  of  somebody  who  has  a  security  clearance,  it  is 
important  for  the  defense  to  know  whether  or  not  members  have  any 
experience  as  to  what  would  be  an  appropriate  step  at  that  point  as 
far  as  either  spending  security  clearances  or  revoking  a  security 
clearance.  The  question  is  not  designed  to  do  a  theory  of  the  case, 
the  question  is  designed  to  get  at  a  panel  member's  experiences  so 
that  again,  we  can  intelligently  exercise  both  challenges  for  cause 
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and  peremptory  challenge.  So  this  gets  at,  like,  if  you  are  going  to 
ask  a  question  on,  if  combat  experience  was  relevant  and  you  wanted 
to  ask,  "Who  here  has  been  involved  in  combat?" 

MJ:  All  right.  What  is — any  objection  to  four,  five,  and  six? 

ATC [CPT  OVERGAARD] :  We  have  already  included  on  the  proposed 
questionnaire,  "Have  you  ever  been  denied  a  security  clearance  or  had 
a  security  clearance  revoked?  Please  explain.  Have  you  ever  had — 
have  you  ever  seen  another  Soldier  denied  a  security  clearance  or  had 
a  security  clearance  revoked?  If  yes,  please  explain."  So,  the 
government  believes  those  questions  actually  get  to  what  experience 
we  might  want  to  determine  whether  or  not  the  panel  has.  Whereas, 
these  questions  again  go  to  explaining,  you  know,  getting  more  to  the 
theory  of  the  case  and  conveying  impermissible  arguments  on  voir 
dire. 

MJ:  All  right. 

Mr.  Coombs,  I  agree  the  questions  as  phrased  in  four,  five, 
and  six  are  theory  of  the  case  questions.  "Do  you  believe  a 
command,"  should,  should,  should.  If  you  can  put  a  question 
together,  "Have  you  had  an  experience,  any  dealings  with  Soldiers  who 
have  had  security  clearances  revoked  because  of  these  reasons?"  Just 
an  open-ended  question  like  that,  I  will  allow  you  to  ask,  but  not 
their  opinions  on  what  should  be  done. 


1317 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


o 


o 


CDC [MR .  COOMBS]:  Understood,  ma’am.  Ma'am,  questions  seven 
through  14,  and  actually  this  is  a  pretty  big  block,  question  seven 
through  14,  15  through  21,  and  22  through  25-- 

MJ:  So,  where  am  I  going  now;  seven  through  14? 

CDC [MR.  COOMBS]:  Yeah,  in  fact,  this  Court  wanted  to  just  take 
a  moment  to  glance  at  seven,  really  seven  through  25. 

MJ:  These  are  awfully  personal  questions,  but  all  right,  go 

ahead. 

CDC [MR.  COOMBS]:  And  that  is  why,  at  least  initially  in  our 
cover  page,  we  indicated  that  if  any  member  declined  or  did  not  want 
to  answer  a  particular  question  they  could  just  simply  indicate,  "I 
do  not  want  to  answer  the  question."  And  then,  we  could  address 
that,  if  need  be,  in  individual  voir  dire.  But  again,  the  purpose  of 
voir  dire  and  for  challenges  of  cause,  is  to  basically  ferret  out  any 
members'  perhaps  biases  that  they  are  not  going  to  be  readily 
standing  up  and  saying,  "Here  is  my  bias."  We,  as  the  defense,  have 
one  peremptory  challenge  to  use  if  we  established  under  either  912, 
typically  912 (m) ,  or  (f) (m) ,  or  912(f) (n)  a  actual  bias  or  implied 
bias.  That  is  usually  done  by  getting  at  some  of  the  information 
here.  And  that  is  what  these  questions  are  designed  to  do  so  we  can 
find  out  a  little  bit  about  the  members  and  what  a  person  watches, 
what  they  read,  the  types  of  people  they  admire,  individuals  they 
believe  that  influenced  them.  All  of  these  things  get  at  information 
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in  a  nonthreatening  way  that  a,  I  guess  a  less  effective  manner  would 
be  to  say,  "Are  you  biased?"  And  the  person  would  say,  "No,  I  am 
not."  And,  so  these  get  that  kind  of  the  hidden  beliefs  or  I  guess 
opinions  of  the  members  in  a  general  way  that  is  designed  then  at 
that  point  to,  depending  upon  the  responses,  set  up  individual  voir 
dire  with  that  member.  Recognizing  that,  in  effect,  the  Convening 
Authority  has  an  unlimited  amount  of  peremptory  challenges  with  the 
ability  to  choose  who  is,  in  fact,  going  to  serve  on  the  panel,  the 
defense  believes  these  questions  are  not  overly  personal  or  invasive 
or  getting  at  any  theory  of  the  case  for  us  to  at  least  get  some 
background  information  on  the  members  and  use  that  information  then 
to  follow-up  with  individual  voir  dire. 

MJ:  All  right.  Government,  let  us  look  at  seven  and  eight  and 

nine  and  10  and  11.  What  are  your  objections  to  those? 

ATC [CPT  OVERGAARD] :  The  government  objected  to  seven  through 
13,  actually,  just  based  on  the  fact  that  the  government  does  not 
think  that  any  of  these  questions  elicit  any  information  that  will  be 
relevant  to  the  members  participation  in  the  case  or  that  could  be 
used  to  inform  the  exercise  of  challenges. 

MJ:  All  right,  Mr.  Coombs  I  understand  the  purposes  of  voir 

dire.  You  are  trying  to  get  some  background  information  on  the 
members  in  some  of  these — this  can  come  from  these  kinds  of 
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questions,  I  will  go  ahead  and  allow  those  questions  7  through  13.  I 
assume — does  the  government  object  to  14? 

ATC [CPT  OVERGAARD] :  Yes,  ma'am.  The  government  objects  to  14 
in  addition  to  not  eliciting  any  useful  information,  it  also  argues 
the  theory  of  the  case. 

MJ:  I  am  going  to  take  one  back  there,  I  am  not  going  to  allow 

nine,  I  think  that  is  too  personal. 

ATC [CPT  OVERGAARD]:  And,  there  are  questions  included  on  the 
questionnaire  that  we  have  already  agreed  upon  which  asks  questions 
that,  you  know,  can  help  the  parties  become  acquainted  with  the  panel 
members,  such  as,  "w'-st  newspapers  do  you  regularly  read?"  And, 

"What  news  shows  do  you  watch?"  So,  more — questions  that,  you  know, 
the  government  feels  are  more  geared  towards  actually  getting  useful 
information  that  may  assist  in  understanding  the  panel  members  versus 
what  is  their  favorite  book. 

MJ:  Why  do  not  we  do  it  this  way,  since  you  do  not  have  the 

final  questionnaire  of  the  questions  that  you  do  agree  to,  let  us  go 
through  this  exercise.  I  will  say  what  questions  that  I  will  allow 
at  this  point,  plug  them  into  the  final  questionnaire  and  if  I  see 
six  questions  saying  the  same  thing  in  different  ways,  we  will  go 
ahead  and  pare  that  down. 
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CDC [MR.  COOMBS]:  Yeah,  and  the  other  questions  that  Captain 
Overgaard  just  referred  to  came  from  the  defense's  proposal.  So,  I 
guess  we  are  at  question  14,  Your  Honor? 

MJ:  Yes,  does  the  government  object  to  that? 

ATC [CPT  OVERGAARD]:  Yes  , ma'am.  The  government  objected 
because,  in  addition  to  not  being  useful  to  elicit  any  information 
about  bias  from  the  panel  members,  it  also  argues  the  theory  of  the 
defense's  case. 

CDC [MR .  COOMBS]:  The  defense  would  disagree  with  that,  ma'am. 
This  just  simply  gets  at,  again,  the  possibility  of  exposing  a  basis 
for  challenge  for  cause,  depending  upon  what  the  member  read. 

MJ:  Well,  who  is  the  author?  How  does  that - 

CDC [MR.  COOMBS]:  Well,  that  is  where — there  are  a  lot  of  books 
that  have  been  written  and  more  so  in  the  last  two  years,  where  a 
panel  member  could  have  read  something  that,  depending  upon  the 
author  and  their  particular  belief  could  either  be  beneficial  to  the 
defense  or  very  harmful  to  the  defense.  In  any  event,  this  question 
gets  at  whatever  books  they  might  have  read.  And,  once  they,  in 
fact,  detail  what  those  books  are,  then  we  can  determine  whether  or 
not  that  would  support  a  basis  under  912(f) (n) . 

MJ:  What  do  you  mean,  "Or  any  similar  action?" 

CDC [MR.  COOMBS]:  Well  there,  I  guess,  the  releasing  classified 
information,  so,  "Have  you  ever  read  a  book  about  releasing 
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classified  information  or  any  similar  action?"  It  all  depends  on 
whether  or  not  that  was  the  primary  thrust  of  the  book  or  that  was 
just  a  partial  byline  of  the  book.  There  are  some  books  out 
relatively  recently  that,  that  it's  not  necessarily  about  releasing 
classified  information,  but  it  talks  about  like,  for  example.  Bob 
Woodward,  or  other  such  authors  and  whether  or  not  what  they  are 
doing  his  actual  press  and  media. 

ATC [CPT  OVERGAARD] :  Your  Honor,  in  addition  to  arguing  the 
theory  of  the  case - 

MJ:  How  does  it  argue  the  theory  of  the  case? 

ATC [CPT  OVERGAARD]:  Well,  this- -there  is  questions  such  as, 
"What  is  your  favorite  book?"  And  then  the  next  question  is,  "Have 
you  read  a  book  about  releasing  classified  information  or  any  similar 
actions?"  So,  basically,  what  it  tells  the  panel  member  is  this  is  a 
case  about  releasing  classified  information  or  a  similar  action.  So, 
perhaps  the  theory  of  the  case  is  not  exactly  the  right  terminology, 
but  it  argues — it  puts  in  front  of  the  front  of  the  panel,  factual 
matters  that  are  not  yet  in  from  the  panel.  This  puts  in  the  panel 
member's  mind,  before  even  have  voir  dire ,  that,  "Oh,  this  must  be  a 
case  about  classified  information",  so  they  start  thinking  about  the 
case  may  be  about,  maybe  forming  ideas  about  the  case. 
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CDC [MR.  COOMBS]:  The  members  will  already  have  that 
information,  at  least,  my  familiarity  with  the  process  is  that  when 
they  sit  down,  they  will  see  the  flyer  and  one  of  the  questions - 

MJ:  Well,  they  are  not  going  to  see  it  when  they  are  doing  that 

questionnaire . 

CDC [MR .  COOMBS]:  Well,  not  questionnaire  no,  ma'am.  But,  this 
does  not  give  away  any  sort  of  theory,  one  way  or  another.  So,  the 
whole  concerns  about  this  case,  think  once  they  have  received,  also, 
the  pretrial  publicity  order,  they  will  of  the  general  nature  of  the 
case.  So,  I  do  not  think  there  is  any  sort  of  potential  danger 
conveying  any  information  and  influencing  the  panel  members  either 
way.  But,  to  the  extent  that  that  is  even  a  remote  possibility, 
there  is  a  question  that  covers  that.  "Whether  or  not  any  question 
asked  of  you  within  this  questionnaire  has  influenced  you  one  way  or 
another,"  is  the  essential  question  and  they  would  answer  that.  And 
obviously,  if  the  trial  counsel  believed  there  was  some  sort  of 
wrongful  influence  of  a  potential  member,  they  could  explore  that  on 
voir  dire. 

MJ:  Let  me  see  the  pretrial  publicity  order,  please? 

CDC [MR.  COOMBS]:  It  should  be  Appellate  Exhibit  3.  Actually, 
that  is  our  motion,  I  am  sorry. 

ATC [CPT  OVERGAARD] :  Appellate  Exhibit  11,  Your  Honor. 

CDC [MR.  COOMBS]:  Yes. 
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[The  Court  reporter  handed  Appellate  Exhibit  11  to  the  Military 
Judge. ] 

MJ:  All  right,  the  pretrial  publicity  order  talks  about  the 

release  of  classified  information,  so  I  am  going  to  go  ahead  and  let 
you  ask--you  can  ask  that  question. 

15,  what  is  the  objection? 

ATC [CPT  OVERGAARD] :  15,  ma'am,  it  is  the  same  objection.  It 

does  not  go  to  determining  any  form  of  bias  in  the  panel  memory  and 
it  conveys  factual  material  to  Court  members. 

MJ:  All  right,  why  are  you  asking  15  and  16? 

CDC [MR .  COOMBS]:  Again,  ma'am,  these  questions,  I  do  not  know 
how  else  to  ask  general  questions  in  order  to  get  information  about 
members  where  you  can  draw  certain  observations.  They  may  not  be 
correct,  but  you  can  draw  observations  from  them.  So,  if  somebody 
has  taken  the  time  to  write  to  an  editor  to  complain  about  something 
or  to  voice  an  opinion  on  something,  that  tells  me  about — a  little 
bit  about  the  panel  member.  Trying  a  few  cases,  I  know  that  that 
might  be  a  person  that  would  take  a  more  proactive  step  in  any 
deliberation.  So,  I  want  to  ask  that  question  in  order  to  find  out 
general  information  about  members  that  goes  to  my  ability  to 
exercise,  intelligently,  my  challenges  for  cause  if  I  can  develop  one 
or  my  one  peremptory  challenge.  Likewise,  I  guess  16,  if  somebody 
reads  mostly  for  entertainment  purposes,  that  tells  me  something 
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about  them.  Again,  it  might  not  be  a  correct  observation,  but  give 
me  some  insight  to  them.  If  they  primarily  read  business 
publications  then  that  gives  me  a  different  impression  of  the  person. 
And,  I  would  probably,  if  the  member  says,  "Yes,  I  read  for  business 
purposes";  one  of  my  individual  voir  dire  questions  would  be,  "What 
is  your  favorite,  you  know,  thing  that  you  read  that  is  business 
related?"  And,  that  might  tell  me  something  about  them  as  well. 

MJ:  Captain  Overgaard,  anything  else? 

ATC [CPT  OVERGAARD]:  Well,  the  government  also  objects  just  to 
the  form  of  the  question.  It  makes  the  panel  members  commit  to  one 
or  the  other.  It  does  not  give  them  an  option,  do  you  have  anything- 
-do  you  have  any  other  opinions?  So,  as  far  as  being  useful  for  that 
purpose,  it  more  likely  than  not,  won't  expedite  voir  dire ,  but  will 
create  additional  questions  and  issues  based  on  them  having  to  answer 
one  way  or  the  other. 

MJ:  All  right.  I  will  let  you  ask  all  the  way  up  through  15, 

and  I  agree  with  the  government  on  that  one,  16,  you  are  putting  the 
members  in  a  box  that  question,  so  I  am  not  going  to  allow  it. 

CDC [MR .  COOMBS]:  If  the  Court  wishes,  could  I  just  simply  say, 
"Do  you  usually  read  entertainment,  business,  or  any  other  type  of 
magazine?" 

MJ:  You  can  say,  "or  other",  if  you  want  to. 

CDC [MR.  COOMBS]:  I  will. 
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MJ:  Now  how  relevant  is,  how  many  hours  they  spend  watching 

television? 

CDC [MR.  COOMBS]:  Well  I  guess  besides  their  overall  health,  the 
main  part  about  that,  I  think  that  also  tells  something  about  the 
person.  At  least,  again,  I  am  making  observations  based  upon  how  I 
can  read  people.  If  somebody  is  more  active,  does  not  watch 
television  much,  is  outgoing,  that  is  probably  the  type  of  person  who 
is  going  to  be,  a  heavier  voice  in  the  deliberation  room.  If 
somebody  is  more  passive,  because  watching  television  is  a  passive 
activity,  then  that  might  tell  me  something  different  about  them. 

Now  again,  these  observations  are  not  set  in  stone,  but  that  is  the 
whole  point  of  voir  dire  is  to  get  some  information  in  order  to  make 
intelligent  choices  of  what  you  are  going  to  do. 

MJ:  All  right.  Go  ahead. 

CDC [MR.  COOMBS]:  Again,  I  am  sorry.  Just  saving  time,  that  is 
why  I  would  ask  them  here  because  it  saves  time  and  that  is  a  whole 
purpose  under  the  discussion  to  R.C.M.  912  of  why  you  would  do  a 
questionnaire. 

MJ:  All  right.  Government,  what  are  your  objections  to  18 

through--the  hours  of  the  week  I  am  not  going  to  allow,  but  what 
about  18  through  21? 

ATC [CPT  OVERGAARD] :  They,  again,  do  not  elicit  any  information 
that  is  usable  to  determine  bias  or  partiality  and  obviously 
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typically  questionnaires  are,  you  know,  limited  to  the  information  in 
912  and  other  information,  you  know,  used  to  talk  about  the  panel 
members'  backgrounds.  Obviously  it  is  your  discretion  to  include 
additional  questions,  but  these  questions  are  getting,  you  know,  into 
personal  habits  and,  what  are  we  going  to  ask  the  panel  members  next; 
you  know,  their  weight,  I  mean,  how  useful  is  this  information  to 
actually  determining  the  partiality  of  the  panel  members?  And,  it 
does  not  seem  to  go  toward  saving  time  on  voir  dire,  it  seems  to  go 
toward  creating  potential  new  additional  issues  that  do  not  need  to 
be  created  because  these  questions  don't  elicit  relevant  information. 

MJ:  All  right. 

Well,  I  mean.  Defense,  I  can  understand  what  kind  of  movies 
do  you  see  and  someone  watches  nothing  but  thrillers  that  involve 
classified  information,  for  example,  versus  someone  who  watches 
something  else,  I  can  see  why  you  would  ask  that.  Now,  22  through 
25,  go  ahead  and  tell  me  why  you  are  going  to  asked  those.  Again, 
this  is  starting  to  get,  I  think,  beyond  the  scope  of  these 
questions,  but  go-ahead. 

CDC [MR .  COOMBS]:  I  think  the  questions  of  the  three  people  that 
you  admire  or  respect  either  most  or  least,  the  person  that  you  feel 
influenced  your  life  the  most,  the  event  that  you  feel  influenced 
your  life  the  most;  these  are  questions  that,  I  guess,  you  know,  if 
you  were  sitting  down  to  try  to  get  to  know  somebody,  you  could  see 
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these  questions  being  asked.  If  you  were  in  a  coffee  shop  just 
talking  to  somebody  that  you  were  trying  to  find  out  more  about,  it 
might  be  an  easy  icebreaker  question  to  ask.  I  think  these 
questions,  kind  of  the  same  way,  I  mean,  I  look  at  voir  dire,  I 
understand  you  are  not  pitching  your  theory  of  the  case,  but  you  are 
getting  up  to  establish  some  rapport  with  the  members  and  that  is  an 
acceptable  purpose.  It's  not  the  primary  purpose  under  912,  but  it 
is  an  acceptable  purpose.  And,  there  is  a,  I  guess,  a  divergent  of 
practice,  like,  typically  some  practices  allow  individual  voir  dire 
and  voir  dire  by  attorneys  and  others,  it  is  all  driven  by  the  bench. 
In  the  military,  we  give  the  judge  pretty  much  carte  blanche 
authority  to  control  which  way  the  judge  would  like  to  do  that.  The 
only  restriction  we  put  on  the  judge  is  if  they  limit  a  whole 
particular  area  of  relevant  inquiry  for  no  reason,  but  other  than 
that,  the  abuse  of  discretion  standard  is  quite  expansive.  So,  for 
my  purposes,  the  way  I  would  view  voir  dire  is  when  I  am  here  talking 
to  the  members,  I  want  to  ask  questions  to  find  out  information  about 
them  and  it  is  going  to  allow  me  to,  again,  make  certain 
determinations  about  the  members  but  also  establish  some  rapport  with 
them.  These  questions  here  tell  me  something  about  them.  And  again, 
I  know  the  government  continually  says,  "Well,  it  does  not  a 
particular  point  that  is  relevant."  I  think  we  did,  they  would  say 
it  is  a  theory  of  the  case.  That  will  be  their  objection.  These 
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questions  get  information  that  I  find  useful  as  a  trial  advocate  in 
order  to  find  out  what  makes  a  member  tick,  that  particular  member. 
And,  from  that  information  then  I  might  do  a  follow-up  individual 
voir  dire,  but  if  somebody  said,  you  know,  "Attila  the  Hun  is  the 
person  that  I  admire  the  most."  That  might  be  my  peremptory 
challenge  because,  I  do  not  necessarily  want  somebody  on  there  who 
is,  you  know,  on  the  far  right  of  punishment  if  we,  in  fact,  get  to 
punishment.  Likewise,  I  guess,  if  somebody,  dependent  upon  who  they 
indicate  they  most  admire  or  the  most  influential  event  in  the  life, 
that  might  also  tell  me  something  about  the  person. 

MJ:  All  right,  what  is  your  objection.  Government,  to  22 

through  25? 

ATC [CPT  OVERGAARD] :  The  same  objection.  Your  Honor.  They  do 
not  elicit  information  relevant  to  the  members'  partiality  or 
participation  in  the  case. 

MJ:  I  do  have  discretion  here  and,  you  could  ask  every  question 
on  earth  to  get  to  know  the  members  and  at  some  point,  it  has  got  to 
stop.  I  do  not  believe  22  through  25,  I  am  not  going  to  allow  those. 
Now,  26,  27,  28,  and  29,  30  and  31,  32,  what  is  the  point  of  those? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor.  The  point  there  is,  you 
know,  this  does,  I  guess,  would  relate  to  the  case  from  the 
standpoint  of  the  defense's  view.  My  client  was  22  at  the  alleged 
time  of  these  acts  were  committed,  you  know,  was  a  young  individual. 


1329 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 


o 


J 


There  are  certain  general  observations  of  young  people  that  we  accept 
to  be  true.  Usually,  they  are  prone  to  sometimes  rash  judgment. 

Other  times,  they  are  prone  to  take  positions  because  they  want  to 
make  a  difference  in  the  world  and  they  want  to  make  the  world  a 
better  place.  In  this  instance,  we  have  certain  recognized  time 
periods  for  things;  21  for  the  legal  drinking  age,  25  for  a  rental 
car  agency  to  rent  you  a  car.  Those  types  of  questions  get  at  how  we 
view  an  individual  and  responsibility,  I  guess,  that  we  would  say 
that  they  should  be  given  at  that  particular  age.  Obviously,  in  the 
Army,  we  give  a  great  deal  of  responsibility  to  very  young  men  and 
women.  What  I  want  to  get  at  here  is  just  the  panel  members' 
sensitivity  to  that;  the  youth  and  how  a  young  person  may  or  may  not 
view  life  and  make  decisions.  These  questions  do  not  go  into  any 
great  detail  on  that.  They  talk  about,  you  know,  do  you  think 
individuals  under  the  age  of  20 — actually,  under  the  age  of  21  is  too 
young  to  get  married.  Some  people  may  raise  her  hand,  and  say,  "Yes, 
I  believe  that."  Then,  I  would  ask  a  follow-up  question,  "Why  do  you 
believe  that?" 

MJ:  Government,  what  is  your  objection  to  those  questions? 

ATC [CPT  OVERGAARD] :  None  of  them  elicit  information  useful  to 
determining  bias  and  in  particular,  if  you  look  at  Number  26,  and 
Number  32,  those  are  blatant  arguments  of  theories  of  the  case. 
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CDC [MR.  COOMBS]:  I  would  disagree  that  either  is  a  blatant 
argument  of  the  case - 

MJ:  I  think  they  are  all  theory  of  the  case  questions  and  I  am 

not  allowing  them. 

Okay,  let  us  look  at  30--and  32  the  same. 

33? 

CDC [MR .  COOMBS]:  So  we  are  at  33  and  34,  ma'am.  Again,  whether 
or  not  someone,  "has  ever  signed  a  petition."  "If  they  have  ever 
participated  in  a  march,  protest  or  demonstration?"  That  tells  you 
something  about  the  individual.  So  there,  that  is  general  background 
frets  that  would  enable  me  to  intelligently  exercise  both  challenges 
for  cause  and  peremptory  challenges. 

MJ:  All  right,  government,  what  are  your  objections  to  those? 

ATC [CPT  OVERGAARD] :  They  also  elicit  no  helpful  information  and 
argue  theory  of  the  case,  in  particular,  the  question  about  protests. 

MJ:  How  does  that  argue  theory  of  the  case? 

ATC [CPT  OVERGAARD]:  Defense  just  articulated  that  someone  may 
do  something  in  protest  or  because  they  feel  like  they  do  not  see— 
they  do  not  like  something  they  see.  So,  that  question  seems  to  go— 

MJ:  I  am  going  to  allow  those  questions. 

Now,  36,  "Have  you  or  any  family  members  or  any  close 
friends  undergone  counseling,  treatment,  or  hospitalization  for 
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psychiatric,  emotional,  family,  or  behavioral  health  problems?" 

"Tell  us  who  and  provide  the  details,  including  the  name  of  the 
hospital,  doctor  or  counselor,"  diagnosed  this  treatment. 

CDC [MR .  COOMBS]:  I  might  have  gone  a  little  too  far  with  that 

one . 

MJ:  Yeah,  I  think  so.  That  is  out  there. 

CDC [MR.  COOMBS]:  How  about  I  dial  that  one  back  up  a  little 

bit? 

MJ:  I  think  you  can  dial  back  completely.  No,  you  can  ask - 

CDC [MR.  COOMBS]:  How  about,  could  I  ask,  "Has  any  family  member 
or  somebody  close  to  you  ever  undergone  counseling,  treatment  or  a 
hospitalization?" 

MJ:  Yes.  The  first  sentence,  you  can  ask.  Well,  government, 

what  is  your  objection  on  the  first  sentence? 

ATC [CPT  OVERGAARD] :  There  is  35  as  well,  ma'am,  which  asks, 
"Have  you  ever  known  anyone  who  you  believe  suffered  from  severe 
emotional  problems?" 

MJ:  Yeah,  they  asked  the  same  thing  pretty  much.  How  about  the 

36,  the  first  sentence;  leave  it  at  that. 

CDC [MR.  COOMBS]:  Okay,  so  take  away  35,  ma'am? 

MJ:  Yes. 

Government,  do  you  have  any  objection  to  36? 
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ATC [CPT  OVERGAARD] :  The  government  maintains  its  objection  that 
it  is  not  relevant  and  it  is  too  personal  a  question  to  ask,  but 
MJ:  Well,  actually,  I  am  looking  at  this  now. 

CDC [MR.  COOMBS]:  Again,  I  would  not  have  a  problem  changing 
that  to,  "Has  any  family  member  or  close  friend  ever  undergone 
counseling,  treatment,  or  hospitalization  for  psychiatric,  emotional, 
family,  or  behavioral  problems?" 

MJ:  Well,  that  is  getting  very,  very  personal.  What  is  the 

relevance  of  that  question;  I  know  we  want  to  get  to  know  somebody, 
but  I  do  not  think  people  want  to  be  known  that  well. 

CDC [MR.  COOMBS]:  Right.  I  think  this — I  think  the  relevance  of 
this  question  would  be  whether  or  not  the  panel  member,  to  what 
extent  they  have  some  exposure  to  issues  involving  mental  illness, 
depression.  In  this  case,  we  have  got — we  do  have  issues  of 
depression.  We  do  have  issues  of  gender  identity  disorder.  We  do 
have  issues  of  just  general  stress  that  will  come  out  through  the 
testimony  of  witnesses.  So,  I  just  want  to  know  if  any  of  the 
members  have  had  any  exposure  to  that.  I  recognize  that  this  is 
going  into  an  area  that  may  be  personal  and  that  is  why,  first  of 
all,  the  questionnaire  will  indicate  at  the  very  front,  the  member 
does  not  have  to  answer  any  question  that  they  do  not  want  to  and  if 
they  feel  like  they  do  not  want  to  answer  the  question,  they  will 
write,  "I  don't  want  to  answer  the  question.  But,  we  ask  questions 


1333 


9 


1 

2 

3 

4 

5 

6 

7 

8 
9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 
21 
22 
23 


that  are  uncomfortable  all  the  time  of  members.  We  do  that  in 
individual  voir  dire.  In  this  case,  this  question — and  I  agree,  when 
I  went  the,  "If  yes",  that  part  was  a  bridge  too  far.  But, 
everything  before  that,  I  think,  does,  in  fact,  gets  at  a  piece  of 
information  that  would  be  beneficial  for  the  defense  to  know. 

MJ:  Government? 

ATC [CPT  OVERGAARD] :  Based  on  what  the  defense  said,  it  seems  to 
also  impermissibly  argue  the  theory  of  the  case,  but  the  government 
maintains  that  this  definitely  is  not  a  question  for  a  questionnaire. 
Perhaps  if  some  response  is  elicited  and  defense  wants  to  discuss 
that  on  individual  voir  dire,  that  might  be  more  appropriate,  but - 

MJ:  I  am  not  going  to  allow  the  question.  I  think  it  is  too 

personal . 

CDC [MR .  COOMBS]:  Is  that  36,  Your  Honor? 

MJ:  36,  all  of  it. 

CDC [MR.  COOMBS]:  All  right,  so  if  I  understand  correct,  35  and 
36  were  not  allowed? 

MJ:  Yes. 

CDC [MR.  COOMBS]:  Because,  35  was  allowed — not  allowed  because 
of  36.  Is  it  35 - 

MJ:  Well,  they  are  asking  the  same  kind  of  thing.  Everybody 

knows  somebody  who  has  had  emotional  problems.  So,  we  are  going  down 
the  same  road,  just  a  different  way. 
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CDC [MR .  COOMBS]:  Okay. 

MJ:  Let's — 37? 

CDC [MR.  COOMBS]:  37,  I  guess,  would  then  get  at  a  potential 
basis  for  a  challenge  for  cause  depending  upon  what  the  member  says. 

MJ:  Are  you  talking  about  actual  criminal  cases  or  televised 

criminal  cases? 

CDC [MR.  COOMBS]:  Either,  I  would  say.  The  followed  mindset 
there,  from  the  defense  standpoint,  would  be  more  than  likely  the 
person  would  either,  news  accounts.  Court  TV,  or  otherwise. 

MJ:  All  right.  Government? 

ATC [CPT  OVERGAARD] :  The  question  is  confusing,  first  of  all, 
but  secondly,  the  government  still  does  not  think  it  gets  at  any 
information  regarding  partiality. 

MJ:  Mr.  Coombs,  I  am  not  allowing  that  one  either.  A.  it  is 

confusing,  and  B.  I  think  we  are  starting  to  reach  farther  out  than 
it  needs  to  go  on  a  questionnaire. 

Now  38? 

CDC [MR.  COOMBS]:  Yes,  ma'am,  38  through  41  get  at  some 
information  that  the  defense  believes  is  important  to  hear  as  far  as 
from  the  members  so  we  can  intelligently  exercise,  again,  our 
challenges  for  cause,  if  we  can  develop  them,  and  also  our  one 
peremptory.  My  client  did  not  grow  up  in  a  idyllic  household.  There 
was  issues  involving  physical,  mental,  and  emotional  abuse.  And,  the 
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panel  members  are  going  to  hear  facts  about  that.  Eventually  they 
will  hear  that  if  we  get  to  sentencing,  in  sentencing.  The  members' 
exposure  to  the  various  questions  that  we  ask  is  important  to  hear  so 
that  we  understand,  again,  how  we  can  intelligently  exercise  our 
peremptory  challenge.  And,  depending  upon  the  members'  response,  it 
may  expose  an  inelastic  view  towards  these  areas  to  where,  it  would 
form  a  challenge  for  cause. 

MJ:  I  am  having  trouble  following  that  with  question  38. 

CDC [MR .  COOMBS]:  38  gets  at  the  exposure  that  individuals  might 
have.  I  mean,  one  of  the  great  things  about  members  of  the  service 
is,  even  though  we  serve,  we  also  volunteer  a  lot  in  our  local 
communities  and  we  take  the  lead  in  a  lot  of  different  activities 
that  are  positive  in  our  local  communities.  In  this  case,  whether 
not  anyone  has  ever  volunteered  time,  money,  or  services,  or 
materials  to  any  type  of  agency  that  would  deal  with  victims  of  abuse 
is  a  fact  that  the  defense  would  like  to  know.  And,  that  would  be 
probably  a  member  that  we  wouldn't  want  to  keep. 

MJ:  You  have  got,  "time,  money,  services,  materials",  basically 

everybody  in  a  church  or  anybody  who  has  left  something  outside  the 
door  for  lupus,  are  going  to  get — this  is  a  really  broad  question. 

So - 

CDC [MR.  COOMBS]:  Well,  what  I  was  trying  to  get  at  was  just  the 
various  ways  that  they  could,  in  fact,  volunteer.  You  know,  as  far 
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as — and  that  is  why,  "If  yes",  you  have  the  follow-up,  like  to  get 
the  idea  of,  like,  "Well,  I  donate — like,  some  people  might  tithe 
regularly  to  some  sort  of  community  outreach  or  some  other  group. 

So,  when  they  say  whatever  they  say,  then  I  will  get  to  that  piece  of 
information. 

MJ:  Government? 

ATC [CPT  OVERGAARD] :  The  government  does  not  see  how  this  gets 
at  inelastic  views.  Perhaps  a  general  question  such  as,  "Where  do 
you  volunteer  or,  do  you  volunteer"  might  get  to  what  defense  is 
trying  to  learn. 

CDC [MR.  COOMBS]:  Defense  does  not  have  a  problem  with  that, 
ma'am.  If  they  want  to  get  at,  "Where  do  you  volunteer?"  And,  that 
might  get  to  the  same  piece  of  information. 

MJ:  All  right,  I  will  allow — if  you  can  rephrase  to  something — 

put  that  down;  something  to  the  effect  of,  "Do  you  do  any  volunteer 
work;  for  what  organization?" 

ATC [CPT  OVERGAARD]:  And,  for  the  remaining  questions,  again, 
the  government  does  not  see  how  they  get  at  determining  a  panel 
member's  inelastic  view  and  they  also,  based  on  the  defense  stated, 
seem  to  argue  their  sentencing  case. 

MJ:  Well,  let's  look  at  39  first.  "Have  you  or  your  family 

members  or  friends  ever - 

CDC [MR.  COOMBS]:  And,  we  would  have  to  put  in  the  services  now. 
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MJ:  Well,  you  use,  "the  fire  department",  you  use,  "emergency 

medical  care."  How  is  any  of  that — you  had  a  trip  and  fall  in  the 
bathroom  and  you  are  taken  by  the  ambulance. 

CDC [MR .  COOMBS]:  Right,  I  would  go  with  the  CPS,  crisis 
intervention,  emergency  room,  shelters,  or  organizations. 

MJ:  And,  the  reason  for  that  would  be? 

CDC [MR.  COOMBS]:  Again,  the  idea  is  getting  information  that  we 
can  then  intelligently  use  our  peremptory  challenge  or  develop  the 
possibility  of  challenges  for  cause. 

MJ:  Government? 

ATC[CPT  OVERGAARD] :  The  government  does  not  see  how  that  gets 
at  anything  relevant  to  determining  the  members  partiality,  Your 
Honor . 

MJ:  Well,  I  think — I  will  let  you  ask  40  but  I  am  not  going  to 
let  you  ask  39.  40  should  get  you  to  where  you  want  to  be  with  39 
anyway. 

CDC [MR.  COOMBS]:  Okay,  ma'am. 

MJ:  Now,  41,  42 - 

CDC [MR.  COOMBS]:  41  is  kind  of  part  of  the  question  block  that 
we  just  considered.  42,  I  have  a  separate  basis  for. 

MJ:  All  right.  I  am  going  to  ask — I  think  41  is  a  theory  of 
the  case  question.  That  is  out.  42? 
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CDC [MR .  COOMBS]:  42,  ma'am,  there  has  been  public  comments  that 
have  been  widely  reported,  most  notably  by  the  former  chief  of  staff 
Admiral  Mike  Mullen.  There  have  been  comments  by  even  President 
Barack  Obama  regarding  my  client  and  the  fact  that,  you  know,  at 
least  in  his  opinion,  he  broke  the  law.  There  have  been  comments  by 
State  Department  witnesses,  to  include  Secretary  of  State  Hillary 
Clinton  regarding  the  nature  of  the  leaks  and  how  it  may  have 
impacted  her  mission,  and  her  job.  All  of  these  questions  or  all  of 
these  statements,  I  believe,  are  statements  that  were  probably, 
undoubtedly,  going  to  go  to  an  individual  voir  dire  with  the  members. 
But,-  this  question,  I  think,  is  a  soft  way  of  getting  to  whether  or 
not  they  would  be  influenced  by  anything  because  the  defense  believes 
one  of  the  main  challenges  in  this  case  is  going  to  be  finding  a 
member  who  is  not  aware  of  these  things  and  being  able  to  talk  to 
that  member  enough  to  know  that  they  will  listen  to  the  Court's 
charge  on  instructions;  they  will  put  out  any  type  of — out  of  their 
minds,  any  type  of  information  they  may  have  read  or  heard  or 
statements  that  might  have  been  made  prior  to  trial  by  people  who 
should  have  known  better  it  comes  to  an  individual  who  was  just 
accused  of  a  crime  has  not  been  convicted  of  anything.  But, 
unfortunately,  members  of  the  government  have  chosen  the  opportunity 
for  the  last  two  years  to  throw  statements  out  into  the  press  that 
oftentimes  were  very  prejudicial  in  nature.  They  were  done 
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1  purposefully.  And,  again,  unfortunately  for  us  it  is  probably  going 

2  to  be  stuff  that  members  are  aware  of.  So,  this  piece  of  information 

3  then  will  at  least  try  to  get  to  whether  or  not  a  member  believes 

4  that  individuals  outside  of  military  justice  system,  and  this  would 

5  include  President  Obama  even  though  he  is  the  Commander  in  Chief,  do 

6  not  have  an  influence  inside  of  this  Courtroom. 

7  MJ:  All  right.  Government,  what  is  your  objection? 

8  ATC [CPT  OVERGAARD] :  The  government  first  of  all  objects  to  how 

9  this  is  phrased,  "Do  you  believe  the  military  justice  should  be 

10  influenced  by  outside  civilian  pressures",  that  implies  that - 

11  MJ:  Is  a  word  system  supposed  to  be  in  there? 

12  ATC [CPT  OVERGAARD]:  It  is. 

13  CDC [MR .  COOMBS]:  It  is,  ma'am. 

14  ATC [CPT  OVERGAARD]:  And,  the  government  would  allow,  obviously, 

15  appropriate,  you  know,  questions  related  to  what  the  defense  was 

16  discussing.  But,  this  question  does  not  seem  to  address  that.  And, 

17  the  government  also  thinks  those  questions  would  be  more  appropriate 

18  for  voir  dire  so  they  do  not  put  the  idea  in  the  panel  members  head 

19  to  contemplate  before  we  actually  have  voir  dire. 

20  MJ:  No,  I'm  going  to  allow  that  question. 

21  43? 

22  CDC [MR .  COOMBS]:  Ma'am,  that  just  gets  at  prior  experiences  of 

23  the  members  that  again,  based  on  the  response,  may  form  a  possible 
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1  challenge  for  cause  or  peremptory  challenge.  It  just  basically  gets 

2  at  whether  or  not,  based  upon  a  member's  prior  experiences,  they  may 

3  have  a  particular  view  of  how  things  should  be  done. 

4  MJ:  All  right,  any  objection  to  43? 

5  ATC[CPT  OVERGAARD] :  We  already  asked  questions  about  panel 

6  members  legal  exposure  or  legal  training  and  things  of  that  nature, 

7  so  this  does  not  seem  necessary. 

8  MJ:  I  will  go  ahead  and  allow  43.  44? 

9  CDC [MR.  COOMBS]:  44,  ma'am,  also  kind  of  goes  down  into  45 

10  through  50,  but  another  one  of  the  issues  that,  and  again,  I  know  the 

11  government  is  going  to  say  this  is  arguing  our  case,  and  I  know  the 

12  Court's  hesitancy  in  allowing  the  defense  to  do  that,  but  one  of  the 

13  issues  that  we  have  in  this  case  that  you  cannot  circumvent  is  my 

14  client  is  gay.  He  did  serve  in  the  military  and  is  serving  in  the 

15  military  under,  at  the  time,  the  very  prohibitive,  "don't  ask  don't 

16  tell",  which  has  thankfully  been  lifted.  But,  the  pressures  of, 

17  "don't  ask  don't  tell",  and  what  my  client  had  to  endure  as  part  of 

18  serving  as  a  gay  member  of  the  United  States  Army  is  important. 

19  Obviously,  I  can't  go  into  great  detail  on  those  questions,  but 

20  asking  whether  or  not  a  member  opposes  gay  marriage,  I  know,  gets  at 

21  a  very  personal  area  but  also,  is  probably  the  one  thing  that 

22  crystallizes,  I  think,  a  member's  open-minded  nature  towards  anyone 

23  who  may  be  gay. 
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ATC [CPT  OVERGAARD] :  And,  Your  Honor,  we  have  already  included 
nine  questions  on  being  homosexual  in  the  military  on  the 

questionnaire.  This  question  just - 

MJ:  What  are  the  questions? 

CDC [MR .  COOMBS]:  Those  are  from  the  defense's  Questionnaire  - 

ATC [CPT  OVERGAARD]:  Have  you  ever  counseled - 

CDC [MR.  COOMBS]:  So  the  Court  has  that  and  we  could  go  right  to 
that  question. 

ATC [CPT  OVERGAARD]:  Do  you  want  me  to  read? 

MJ:  Well,  let  me  see  the  defenses  questionnaire  then. 

ATC [CPT  OVERGAARD]:  It  is  questions  122  through  130. 

CDC [MR.  COOMBS]:  And  the  parties  agreed  to  reword  question - 

MJ:  Well,  number  131  is  already  in  here,  do  you  oppose  gay 

marriage? 

ATC [CPT  OVERGAARD]:  No,  that  is  defense's  is  proposed  question- 

CDC [MR.  COOMBS]:  No,  that  is  the  one  we  are  fighting  over  right 

now. 

MJ:  Oh,  so  where  am  I - 

ATC [CPT  OVERGAARD]:  Well,  we  already  included  defense's 
questions  122  through  130  in  our  agreed-upon  questionnaire,  ma'am. 

MJ:  Okay,  so  122  through  130  are  already  included. 
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1  CDC [MR.  COOMBS]:  There  is  slight  changes  to  question  124  that 

2  will — 

3  ATC [CPT  OVERGAARD] :  123. 

4  MJ:  So,  you  have  already  got  here,  "Do  you  agree  with  the 

5  repeal  of,  'don't  ask  don't  tell'?" 

6  CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

7  M J :  Which  should  basically  get  you  where  you  want  to  go  with 

8  question  44. 

9  CDC [MR .  COOMBS]:  It  could,  ma'am,  yes. 

10  MJ:  Yeah,  so  we  believe  that  there.  Now,  here  we  have  got - 

11  CDC [MR .  COOMBS]:  Questions  45  through  50.  The  definition, 

12  ma'am,  of  gender  identity  disorder  comes  from  DSM  IV — mental  health 

13  professionals.  As  far  as  the  criteria  for  diagnosing  gender  identity 

14  disorder,  the  defense  would  make  a  good-faith  proffer  that  gender 

15  identity  disorder  will  be  an  issue  in  the  case.  It  would  be 

16  certainly  an  issue  on  the  sentencing  if  we  get  sentencing.  The 

17  follow-up  questions  deal  with  just  essentially  whether  or  not  a 

18  member  has  any  exposure  to  gender  identity  disorder.  Again,  my 

19  client  not  only  had  to  serve  in,  "  don't  ask  don't  tell",  but  he  also 

20  was  suffering  from  gender  identity  disorder.  And,  testimony  will 

21  come  out  through  various  members  of  his  unit  while  deployed  that  that 

22  struggle  was  something  that  was  out  in  the  open  for  people  to  see,  it 

23  was  very  visual,  the  impact  that  was  having  on  him  to  the  point  that 
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1  they  actually  bumped  up  his  mid-tour  leave  to  send  him  home  early  in 

2  order  to  give  him  a  reprieve.  You  will  hear  other  evidence  that 

3  comes  out  that  addresses  what  happened  when  he  was  on  mid-tour  leave 

4  and  when  he  came  back;  the  information  that  the  unit  knew,  including 

5  his  immediate  supervisors,  about  the  gender  identity  disorder,  and 

6  then  either — and  then,  in  addition  to  that,  mental  health 

7  professionals  that  were  deployed  with  him  will  testify  regarding 

8  subsequently  diagnosing  him  with  gender  identity  disorder. 

9  MJ:  All  right.  Government,  what  are  your  objections? 

10  ATC [CPT  OVERGAARD] :  Your  Honor,  this — the  only  reason  to 

11  impermissibly  convey  this  factual  material  to  the  Court  members,  I 

12  mean,  it  is  just  a — the  defense  says  it  is  from  DSM  IV,  but  that  is 

13  not  what  the  government  found  in  DSM  V  when  they  looked.  But,  the 

14  only  purpose  behind  this  is  to  impermissibly  convey  the  facts  of 

15  defense's  case  and  actually  have  the  panel  understand  what  they  are 

16  proffering  is  gender  identity  disorder  and  then  form  opinions  based 

17  on  what  they  have  proffered  gender  identity  disorder  is. 

18  MJ:  All  right,  I  agree  that  these  are  all  theory  of  the  case 

19  questions.  I  will  allow  a  question  that  says,  "Are  you  familiar  with 

20  the  condition  commonly — or,  known  as  gender  identity  disorder,  with 

21  no  definitions,  no  nothing,  and  if  yes,  how?"  So,  nothing  down 

22  through  45  through  50. 
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1  CDC [MR.  COOMBS]:  So,  "Are  you  familiar  with  the  condition  known 

2  as  gender  identity  disorder,  if  yes,  how?" 

3  MJ:  Yes.  I  do  not  know  if  you  want  to  use  the  word,  "how",  but 

4  something  to  the  effect  of,  "If  yes,  how  are  you  familiar  with  it?" 

5  CDC [MR.  COOMBS]:  Yes,  ma'am. 

6  M J :  And  then  through  that  question,  if  they  do  have  family  or 

7  friends  or  someone  like  that,  the,  "how",  should  get  you  to  those 

8  responses. 

9  CDC [MR .  COOMBS]:  Yes,  ma'am. 

10  MJ:  All  right,  51  assumes  that  all  of  the  panel  members  have 

11  deployed. 

12  CDC [MR.  COOMBS]:  Safe  assumption  in  today's  Army,  but  that  is 

13  correct,  ma'am.  It  does  assume  that.  I  could - 

14  ATC [CPT  OVERGAARD] :  We  actually  ask  that  question  right  before, 

15  I  think.  In  the  agreed-upon  questionnaire  I  think  we  actually  ask 

16  that  question  already  before.  "Have  you  ever  deployed?"  And  then 

17  "if,  yes,"  I  think  is  the  following  question. 

18  MJ:  So,  that  is  not  at  issue? 

19  CDC  [MR.  COOMBS]:  51  is  okay? 

20  ATC [CPT  OVERGAARD]:  No,  the  initial  question,  "Have  you  ever 

21  deployed?",  the  government  and  defense  agreed  upon. 

22  MJ:  All  right. 
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1  ATC [CPT  OVERGAARD] :  This  is  just  a  follow-up  question  on  how 

2  they  would  characterize  it. 

3  CDC [MR .  COOMBS]:  Oh,  right. 

4  MJ:  All  right,  looking  at  51  in  conjunction  with  52,  what  is 

5  52?  What  difference  does  that  make? 

6  CDC [MR.  COOMBS]:  Just,  again,  going — these  questions  go  back  to 

7  background  questions  that  we  could  learn  general  facts  about  the 

8  members  in  order  to,  again,  intelligently  use  our  peremptory 

9  challenge  or  the  possible  creation  of  a  challenge  for  cause. 

10  MJ:  All  right,  what  is  your--52  I  think  is  not  relevant.  51, 

11  what  is  your — Government,  what  is  your  objection? 

12  ATC [CPT  OVERGAARD]:  The  characterization  by  a  panel  member  of 

13  their  deployment  experience,  I  mean,  first  of  all,  the  government  is 

14  not  really  sure  what  that  even  means,  but  second  of  all,  it  does  not 

15  get  at  a  panel  members  bias  or  inelastic  views.  It  should  just  say-- 

16  MJ:  How  would  he  get  to  an  intelligent  challenge  for  cause? 

17  CDC [MR.  COOMBS]:  Yeah,  what  it  does,  all  of  these  questions,  at 

18  least  in  the  defense's  position,  they  give  us  an  initial  piece  of 

19  information  that  will  allow  us  to  then  know  whether  or  not  we  are 

20  going  to  need  to  do  an  individual  voir  dire  with  that  member.  And, 

21  using  and  taking  to  heart  R.C.M.  912,  of  saying  questionnaires  save 

22  us  time  in  voir  dire.  If  people  write  in  there,  you  know,  it  was 

23  tough  but  I  did  my  job  or  whatever,  whatever  they  write  in  to  that 
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1  will  then  save  me  time  from  asking  that  question  during  group  voir 

2  dire,  if  allowed.  And  then  also,  depending  upon  their  answer,  it  may 

3  or  may  not  necessitate  any  individual  voir  dire. 

4  MJ:  I  will  allow  51.  Now,  53? 

5  CDC[MR.  COOMBS]:  Yes,  ma'am,  53  and  2a,  on  the  following  page-- 

6  -- 

7  MJ:  Hold  on  just  a  minute,  this  is  a  lot  to  read  here. 

8  CDC [MR.  COOMBS]:  Yes,  ma'am. 

9  [Pause] 

10  MJ:  All  right,  let's  skip  53  for  now  and  look  at  the  rest  of 

11  these  here. 

12  CDC[MR.  COOMBS]:  Yes,  ma'am.  The  only  other  question  besides 

13  53  is  54  and  then  all  of  the  things  below  that,  ma'am.  la  is  what 

14  the  defense  recommended;  lb  is  what  the  government  is  proposing. 

15  MJ:  Okay,  let  us  look  at  54  then,  okay. 

16  CDC [MR .  COOMBS]:  Yes,  ma'am.  The  defense's  position  on  that  is 

17  it  is  not  an  unusual  question.  It  is  a  common  question  to  ask  any 

18  member  usually  at  the  conclusion  of  group  voir  dire. 

19  MJ:  I  asked--that  is  one  of  the  questions  I--it  is  a  standard 

20  question  that  the  judge  asks  on  group  voir  dire. 

21  CDC [MR.  COOMBS]:  Right.  So,  I  mean,  if  it  is  covered  by  Your 

22  Honor,  obviously  I  would  not  repeat  the  question. 
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1  MJ :  All  right.  I  am  going  to  ask  that  on  group  voir  dire  so 

2  let  us  not  put  it  in  the  questionnaire. 

3  CDC [MR.  COOMBS]:  Yes,  ma'am. 

4  M J :  So,  am  I  understanding  with  the  following  questions  that 

5  both  sides  agree  that  a  question  in  this  area  should  go  on  the 

6  questionnaire,  but  just  the  form  of  the  question? 

7  ATC [OPT  OVERGAARD] :  Yes,  ma'am. 

8  CDC [MR .  COOMBS]:  That  is  it.  Yes,  ma'am. 

9  M J:  All  right.  Well,  looking  at  these  follow  on  questions 

10  here,  53  does  not  appear  to  be  necessary. 

11  CDC[MR.  COOMBS]:  Ma'am,  53  actually  is  not  a  question.  It, 

12  much  like  the  initial  charge  that  is  placed  at  the  front  of  a 

13  questionnaire  to  the  members,  this  was  just  an  additional  guidance  to 

14  the  members  that  I  have  seen,  at  least,  the  judge  give  as  we  talked 

15  about  or  did  voir  dire  on  sentencing  related  issues,  saying,  "Look, 

16  you  know,  counsel  have  to  ask  you  certain  questions  in  order  to  get 

17  at  whether  or  not  you  have  an  elastic  predisposition  towards  a 

18  particular  punishment."  But  the  fact  we  are  asking  that  does  not 

19  mean  we  are  ever  going  to  get  to  sentencing. 

20  MJ:  I  understand  that  but  it  is  also,  remember,  this  is  a 

21  pretrial  questionnaire  that  is  going  to  be  far  in  advance  of  the 

22  trial.  I  don't  think — a  member's  mindset  is  going  to  be  more 

23  confused  by  this  instruction  than  anything  else  at  that  time.  So,  I 
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1  am  not  going  to  allow  53.  I  mean,  the  following — I  will  allow 

2  something  to  the  effect  of,  "the  following  questions  refer  to 

3  sentencing",  members  will  understand  that  we  will  only  get  to 

4  sentencing  if  the  accused  is  found  guilty  of  an  offense  beyond  a 

5  reasonable  doubt;  something  short  and  sweet  like  that. 

6  CDC [MR.  COOMBS]:  Okay,  ma'am. 

7  MJ:  Any  objection  to  that  preceding  sentencing  questions, 

8  Captain  Overgaard? 

9  ATC [CPT  OVERGAARD]:  The  government  does  not  think  it  is 

10  necessary,  but  if  the  Court  thinks  it  is  necessary- 

11  MJ:  So,  come  up  with  something  very,  very  short. 

12  CDC[MR.  COOMBS]:  I  will,  ma'am,  no  more  than  a  sentence  or  two 

13  at  the  most. 

14  MJ:  Okay,  let  me  see  that  sentence  or  two  before  it  goes  on  the 

15  questionnaire. 

16  CDC [MR.  COOMBS] :  I  will,  ma'am.  I  am  sure  the  government  will 

17  point  it  out  if  they  have  a  problem  with  it  too. 

18  MJ:  So,  la  is  the  defense  proposed  question  and  the  government 

19  proposed  is  lb,  let's  see.  la,  "This  case  involves  the  disclosure  of 

20  classified  information  to  WikiLeaks.  The  individual  accused  of 

21  committing  this  is  PFC  Bradley  Manning.  Do  you  know,  or  believe  you 

22  know,  anything  about  this  case,  from  any  source,  including  the 

23  newspaper,  radio,  television  or  discussion  with  others?"  If  yes,  no- 
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1  -"if  yes,  from  which  sources,  what  have  you  heard,  read,  seen,  talked 

2  about  concerning  this  case  and  what  is  your  reaction  to  that 

3  information?"  lb,  "The  accused  in  this  case  is  PFC  Bradley  Manning. 

4  The  website  WikiLeaks  is  also  involved  in  the  case.  Do  you  know,  or 

5  believe  you  know,  anything  about  this  case,  from  any  source, 

6  including  the  newspaper,  radio,  television,  or  discussions  with 

7  others?"  Yes  or  no. 

8  ATC [CPT  OVERGAARD] :  Just  the  introductory  two  sentences  are 

9  different,  ma'am.  The  government  used  defense's  question,  but  just 

10  try  to  make  the  statements  were  neutral  and  less  communicative  of  the 

11  facts  of  the  case. 

12  MJ:  All  right,  I  think  I  like  the  government's  approach  better 

13  because,  they  are  going  to  know  it  is  classified  information  anyway 

14  from  the  pretrial  protection  order,  but  that  is  far  more  generic  and 

15  you  will  probably  get  actually  a  more  responsive  answer. 

16  CDC [MR .  COOMBS]:  Yes,  ma'am. 

17  MJ:  All  right,  2.  I  am  not  allowing  2a,  or  2b.  It  is  a  theory 

18  of  the  case  question.  3a  and  b  are  theory  of  the  case  questions. 

19  All  right,  so  I  have  allowed,  in  summary,  and  counsel 

20  correct  me  if  I  am  wrong;  1  and  2;  7  and  8;  10,  11;  12  through  15;  18 

21  through  21;  33  and  34;  38,  as  revised  to  state,  "Do  you  do  volunteer 

22  work?";  40;  42,  43;  51;  lb;  and  that  is  it  with  the  one  or  two 

23  sentence  introduction  before  sentencing  questions. 
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1  CDC [MR.  COOMBS]:  Can  we  go  back,  ma'am,  I  think  there  is  just  a 

2  couple,  46,  that  was  the  rephrased  one. 

3  MJ:  46  was,  that  is  right,  "Are  you  familiar  with  a  condition 

4  called  gender  identity  disorder,  if  yes,  how?"  That  is  correct.  And 

5  also  going  back  to,  I  believe,  looking  at  4  through  6. 

6  ATC [CPT  OVERGAARD] :  We  were  going  to  ask  an  open-ended  question 

7  instead. 

8  MJ:  "Whether  you  have  any  experience  with",  I  would  rephrase 

9  that?  "Soldiers - 

10  CDC [MR .  COOMBS]:  Yeah,  "Have  you  had  any  experience  with  a 

11  Soldier's  security  clearance  being  revoked  for  mental  or  emotional 

12  instability  ?" 

13  MJ:  Okay.  Is  that  the  government's  understanding? 

14  ATC [CPT  OVERGAARD]:  Yes,  ma'am. 

15  MJ:  Okay. 

16  CDC [MR.  COOMBS]:  And  the  only  other  is  16,  that  was  if  we  put, 

17  "or  other". 

18  MJ:  "Or  other",  yes. 

19  Government,  do  you  think  you  can  have  a  proposed 

20  questionnaire  done  by  close  of  business  this  week? 

21  ATC [CPT  OVERGAARD]:  Yes,  ma'am. 
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1  MJ :  Adding  these  additional  questions  in  and  then  we  can  go 

2  through  it  one  more  time,  and  that  is  the  panel  member  questionnaire 

3  that  we  will  use. 

4  ATC [CPT  OVERGAARD] :  And,  potentially  get  rid  of  any  of  the 

5  cumulative  ones,  ma'am? 

6  MJ:  Yes,  if  the  parties  could  confer  on  that  and  see  if  you  can 

7  reach  some  kind  of  agreement,  again,  asking  the  same  question  six 

8  different  ways  doesn't  get  anyone  anywhere  and  it  annoys  the  members 

9  who  are  having  to  answer  it.  So,  try  to  get  the  questions — just  one 

10  question  in  each  particular  area. 

11  CDCfMR.  COOMBS]:  Yes,  ma'am. 

12  MJ:  Do  we  need  to  take  a  brief  recess  before  we  move  on? 

13  CDC [MR .  COOMBS]:  Please,  ma'am. 

14  TC [MAJ  FEIN]:  Yes,  ma'am. 

15  MJ:  How  long  would  you  like? 

16  TC [MAJ  FEIN]:  Actually,  ma'am,  can  we  restart  at  quarter  'til? 

17  MJ:  Yes. 

18  Court  is  in  recess  until  a  quarter  'til  4. 

19  [The  Article  39(a)  session  recessed  at  1521,  17  July  2012.] 

20  [The  Article  39(a)  session  was  called  to  order  at  1548,  17  July 

21  2012.] 

22  MJ:  This  Article  39(a)  session  is  called  to  order. 
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1  Let  the  record  reflect  all  parties  present  when  the  Court 

2  last  recessed  are  again  present  in  Court. 

3  All  right,  next  we  are  going  to  do  the  preadmission  motion 

4  by  the  government  and  that  is  at  Appellate  Exhibit  160  and  the 

5  defense  should  have  response  there  as  well. 

6  CDC [MR .  COOMBS]:  It  is  Appellate  Exhibit  184,  ma'am. 

7  MJ:  And  that  would  be  the  defense  response  at  Appellate  Exhibit 

8  184. 

9  All  right.  Government? 

10  ATC[CPT  OVERGAARD] :  Your  Honor,  the  classified  portion  is  at 

11  Appellate  Exhibit  178. 

12  MJ:  All  right,  we  are  going  to  go  ahead  and  address  the 

13  unclassified  portion  first  and  then  the  court  security  officer,  Mr. 

14  Prather,  has  asked  for  a  brief  recess  so  he  can  bring  the  classified 

15  motions  to  me  so  I  can  have  it  on  the  bench  and  I  understand  the 

16  television  cameras  will  be  focused  somewhere  else  other  than  on  me 

17  during  that  portion  of  the  trial. 

18  Is  that  the  understanding  of  the  parties? 

19  CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

20  ATC [CPT  OVERGAARD]:  I  thought  that  we  had  determined  to  do  them 

21  at  the  same  time  since  the  argument  was  virtually  the  same. 

22  TC[MAJ  FEIN]:  May  we  have  a  moment.  Your  Honor? 

23  MJ:  Yes. 
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1  [The  trial  counsel  conferred.] 

2  ATC[CPT  OVERGAARD] :  For  judicial  economy.  Your  Honor,  can  the 

3  government  address  some  of  the  argument  now  and  then  wait  until  the 

4  exhibits  are  brought  out  and  then  respond  to  any  questions,  or - 

5  MJ:  That  is  fine.  Any  objection  from  the  Defense? 

6  CDC [MR.  COOMBS]:  No,  ma'am. 

7  MJ:  All  right,  that  is  just - 

8  ATC [OPT  OVERGAARD]:  It  says  that  the  arguments  are  virtually 

9  the  same,  so — 

10  M J:  All  right.  So  what — in  the  unclassified  portions,  what  is 

11  the  Government  looking  to  admit? 

12  ATC [CPT  OVERGAARD]:  In  the  unclassified  portion  ma'am,  the 

13  government  is  looking  to  admit  enclosures  1  through  7 — or  actually,  1 

14  through  9,  excuse  me;  11,  14,  and  15. 

15  MJ:  All  right,  let  me  write  that  down;  1  through  9,  11,  14,  and 

16  15.  All  right.  Defense,  what — I  saw  your  response  and  I  did  not  see 

17  objections  to  everything.  What  does  the  defense  not  object  to? 

18  ADC [CPT  TOOMAN] :  Well  ma'am,  it  would  be  easier  to  tell  you 

19  what  we  do  object  to.  We  object  to  8,  9,  11,  12,  and  13. 

20  MJ:  All  right,  so,  then  1  through  7,  the  defense  does  not 

21  object  to? 

22  ADC [CPT  TOOMAN] :  That  is  correct,  ma'am. 

23  MJ:  So,  that  is  not  at  issue  in  the  case? 
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ADC [CPT  TOOMAN] :  Nor,  14  or  15. 

MJ:  All  right,  well,  can  I  have  those  enclosures  and  I  will  go 

ahead  and  mark  them? 

ATC [CPT  OVERGAARD] :  Yes,  ma'am. 

MJ:  The  motion  to  pre-admit  enclosures,  do  you  know  what 

prosecution  exhibit  number  you  want  those  marked  as  at  this  time? 

ATC [CPT  OVERGAARD]:  I  believe  we  are  starting  at  1. 

MJ:  All  right.  Now,  Government,  you  want  these  marked  as 

separate  prosecution  exhibits,  is  that  correct 

ATC [CPT  OVERGAARD]:  Yes,  ma'am,  each  one  as  a  separate  exhibit. 
[The  Court  reporter  marked  prosecution  exhibits  1  through  7  and 
provided  them  to  the  Military  Judge.] 

MJ:  All  right.  Prosecution — are  you  still  marking  the  exhibits? 

[The  Court  reporter  indicated  in  the  negative.] 

MJ:  Also,  10? 

ATC [CPT  OVERGAARD]:  14  and  15,  ma'am. 

MJ:  14  and  15. 

ATC [CPT  OVERGAARD]:  Enclosures  1  through  7  and  enclosures  14 
and  15. 

MJ:  All  right,  the  government  motion  to  pre-admit  their 

enclosure  1,  which  is  OMPF  for  PFC  Manning - 

ATC [CPT  OVERGAARD]:  Yes,  ma'am. 
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1  MJ:  - Prosecution  Exhibit  1  for  Identification  is  admitted  as 

2  Prosecution  Exhibit  1.  Prosecution  exhibit — enclosure  2  to  Appellate 

3  Exhibit  160  is  admitted  as  Prosecution  Exhibit  2,  and  that  would  be — 

4  what  would  that  be? 

5  ATC [CPT  OVERGAARD] :  It  is  the  Soldier  Management  Individual 

6  File,  Your  Honor,  with  the  attestation  by  Captain  Freeburg. 

7  MJ:  All  right.  In  that  there  is  no  defense  objection,  that  is 

8  admitted.  Now  counsel,  for  purposes  of  the  record  of  trial,  these 

9  are  enclosures  to  the  motion.  We  have  a  lot  of  paper  in  this  case  to 

10  begin  with.  Does  the  defense — does  either  side  have  any  objection  to 

11  me  referring  to  them  as  enclosures  but  removing  them  as  enclosures 

12  from  the  appellate  exhibit  and  just  referring  them  to  the  record  that 

13  they  are  now  actually  prosecution  exhibits  so  we  do  not  have  to  Xerox 

14  all  of  these  twice? 

15  ADC [CPT  TOOMAN] :  No,  Your  Honor. 

16  ATC [CPT  OVERGAARD]:  No,  ma'am. 

17  MJ:  So,  enclosure  2  to  Appellate  Exhibit  160  is  now  Prosecution 

18  Exhibit  2.  Enclosures  3  to  Appellate  Exhibit  160  is  now  Prosecution 

19  Exhibit  3  and  it  is  admitted.  And  that  would  be? 

20  ATC [CPT  OVERGAARD]:  That  should  be  the  Office  of  Personnel 

21  Management  investigation  and  supporting  documents. 

22  MJ:  All  right,  and  Prosecution  Exhibit  4  for  Identification 

23  which  is  now  admitted  is? 
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1  ATC [CPT  OVERGAARD] :  The  Army  Training  Requirements  and  Resource 

2  System,  the  ATRRS  records. 

3  MJ:  All  right,  and  that  would  be  enclosure  4  of  Appellate 

4  Exhibit  60 [sic].  Prosecution  Exhibit  5  for  Identification  which  is 

5  now  admitted  as  Prosecution  Exhibit  5  is  enclosure  52  of  Appellate 

6  Exhibit  60 [sic],  and  is  what? 

7  ATC [CPT  OVERGAARD]:  It  is  the  35F  program  of  instruction  and 

8  lesson  plan. 

9  MJ:  And,  enclosure  6  to  Appellate  Exhibit  160  is  Prosecution 

10  Exhibit  6  for  Identification,  it  is  now  admitted  and  it  is 

11  Prosecution  Exhibit  6;  and,  what  is  that? 

12  ATC [CPT  OVERGAARD]:  It  is  the  35F  AIT  student  evaluation  form. 

13  MJ:  All  right.  Prosecution  Exhibit  7  for  Identification  is  now 

14  admitted  was  enclosure  72  of  Appellate  Exhibit  60  [sic] .  And,  that 

15  is  what? 

16  ATC [CPT  OVERGAARD]:  The  Department  of  Defense  information 

17  awareness  training  versions  7  and  8. 

18  MJ:  And,  enclosure  14  to  Appellate  Exhibit  60  [sic],  which  is 

19  now  Prosecution  Exhibit  8  for  identification,  now  admitted  as 

20  Prosecution  Exhibit  8,  is  what? 

21  ATC [CPT  OVERGAARD]:  Sensitive  Compartmented  Information  packet 

22  for  PFC  Manning. 
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1  MJ:  All  right.  Enclosure  15  to  Appellate  Exhibit  160  is  now 

2  Prosecution  Exhibit  9  for  Identification,  admitted  as  Prosecution 

3  Exhibit  9;  and  that  is  what? 

4  ATC [CPT  OVERGAARD] :  That  is  the  Distributed  Common  Ground 

5  System-Army,  or,  DCGS-A  certificate  of  networthiness  list. 

6  MJ:  So,  remaining  at  issue  then  are  prosecution — or,  the 

7  enclosures,  excuse  me,  8,  9,  11,  12,  and  13. 

8  ATC [CPT  OVERGAARD]:  And  10,  Your  Honor,  but  the  government  can 

9  get  rid  of  three  of  those  immediately. 

10  MJ:  Just  a  moment,  10  is  also  still  at  issue? 

11  ATC [CPT  OVERGAARD]:  Yes,  ma'am. 

12  MJ:  I  think  I  just  admitted  10.  [Pause]  All  right,  so  10  is 

13  also  at  issue.  I  did  not  admit  10,  I  am  mistaken.  You  said  you  can- 

14  -you  are  not  moving  to  pre-admit  three  of  them? 

15  ATC [CPT  OVERGAARD]:  Yes,  ma'am.  We  are  not  moving  to  pre-admit 

16  10,  12,  or  13.  Those  were  merely  evidentiary  enclosures  for  the 

17  motion.  They  were  not  intended  as  potential  prosecution  exhibits. 

18  MJ:  All  right,  so  then  only  remaining  at  issue  are  prosecution 

19  exhibits--enclosures  8  and  9,  is  that  correct? 

20  ATC [CPT  OVERGAARD]:  8,  9,  and  11,  ma'am. 

21  MJ:  8,  9,  and  11. 

22  Now,  let's  look  at  enclosure  8,  what  is  it? 
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1  ATC [CPT  OVERGAARD] :  Enclosure  8  is  an  information  assurance 

2  screenshot.  It  contains  one  screenshot  from  the  Army  training  and 

3  certification  tracking  system  which  depicts  the  accused's  user 

4  profile  and  the  dates  that  the  accused  completed  his  annual 

5  information  awareness  training,  which  were  5  September  08  and  31 

6  October  09.  And  then,  another  screenshot  which  just  depicts,  if  you 

7  click  on  the  user  profile,  on  the  first  screenshot,  the  information 

8  regarding  the  accused's  user  account. 

9  MJ:  All  right,  where  is  this  information  coming  from? 

10  ATC [CPT  OVERGAARD]:  The  information  is  coming--well,  both  of 

11  them  have  902(11)  attestations  attached  to  them.  Your  Honor.  And 

12  then,  enclosure  10  actually  explains — is  a  CID  AIR  which  explains 

13  where  that  information  is  coming  from. 

14  MJ:  For  all  of  the  exhibits,  or  just  this  one? 

15  ATC [CPT  OVERGAARD]:  Just  for  exhibits — enclosures,  excuse  me,  8 

16  and  9.  And,  it  basically  says  an  individual  went  on  the  relevant 

17  databases  and  pulled  the  information  as  requested  by  CID. 

18  MJ:  So,  that  is  for  8  and  9  and  this  is  from  the  same  place? 

19  ATC [CPT  OVERGAARD]:  They  are  from  different  places,  ma'am,  but 

20  they're  both — the  same  individual  looked  into  both  systems  but 

21  different  contracting  organizations  deal  with  the  different  systems. 

22  MJ:  All  right,  and  what  is  11? 
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1  ATC[CPT  OVERGAARD] :  11  is  the  Joint  Asset  Movement  Management 

2  System  records.  It  basically  tracks  the  movement  activity  of 

3  individuals  while  deployed.  So,  if  you  look  at  enclosure  11,  you 

4  will  see  dates  and  locations  where  the  accused  was,  which  correspond 

5  to  when  he  scanned  his  ID  card. 

6  MJ:  So,  talk  to  me  about  enclosure  8.  So  this  data, 

7  apparently,  if  I  am  understanding  it,  is  maintained  by  WILCO 

8  Technologies,  is  that  correct? 

9  ATC [CPT  OVERGAARD]:  Number  8,  Yes,  ma'am. 

10  MJ:  So,  according  to  enclosure  10,  the  contractor  provided  the 

11  online  information  assurance  virtual  training  classroom  to  CID  on  the 

12  21st  of  January  2011,  is  that  correct? 

13  ATC [CPT  OVERGAARD]:  That  looks  to  be  correct,  ma'am. 

14  MJ:  So,  how  is  this  record  that  was  pulled,  how  was  it 

15  maintained?  How  was  it  maintained?  When  was  it  maintained?  What  is 

16  it? 

17  ATC [CPT  OVERGAARD]:  The  record  is  just  a  screenshot  of  whatever 

18  information  was  on — was  reported  on  the  database. 

19  MJ:  And  the  database  is? 

20  ATC [CPT  OVERGAARD]:  For  enclosure  8,  it  is  the  NACOM  database 

21  which  is  the  consulting  company.  Actually,  I  think  I  have  those 

22  backwards.  Your  Honor.  That  is  number  9 — enclosure  is  the  NACOM 
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1  consulting  company  that  maintains  the  information  awareness  virtual 

2  training. 

3  MJ:  All  right,  so  what  is  the  government's  position  in  regard 

4  to  the  admissibility  of  these  records  in  8  and  9? 

5  ATC [CPT  OVERGAARD] :  The  government  believes  that  they  are  both 

6  admissible  because  they  are  both  relevant,  properly  attested  to 

7  records  and  actually  neither  of  them  are  hearsay  because  they  are 

8  computer-generated.  So,  they  do  not  implicate  hearsay  at  all  because 

9  M.R.E.  801(c)  defines  hearsay  as  a  statement  other  than  one  made  by  a 

10  declarant  by  testifying  at  trial  or  hearing,  offered  for  the  truth  of 

11  the  matter  asserted.  And,  801(a)  defines  a  statement  sc  a"  oral  or 

12  written  assertion  or  nonverbal  conduct  of  a  person,  if  it  is  intended 

13  by  the  person  as  an  assertion.  And,  801(b)  defines  a  declarant  as  a 

14  person  who  makes  a  statement.  So,  a  person  must  make  a  statement  for 

15  it  to  be  hearsay  Your  Honor,  and  a  computer  cannot  make  a  statement. 

16  So,  since  these  are  simply  computer-generated  records  of  activities 

17  conducted  by  the  accused  and  recorded  on  these  relevant  databases, 

18  neither  of  them  are  hearsay. 

19  MJ:  Well,  both  of  the  enclosures  have  certifications  by 

20  custodian  of  the  records . 

21  ATC [CPT  OVERGAARD]:  Yes,  ma'am. 

22  MJ:  Now,  what  are  these  and  how  are  they  maintained,  where  do 

23  they — how  is  whatever  is  generated  input? 
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1  ATC [CPT  OVERGAARD] :  Could  you  repeat  the  question,  ma'am? 

2  MJ:  All  right,  let  us  look  at  8. 

3  ATC [CPT  OVERGAARD]:  The  government  would  argue  that  they  are 

4  admissible  on  their  face  as  business  records  but  the  government  will 

5  have  a  witness  that  comes  in  and,  you  know,  if  necessary,  talks  about 

6  the  relevance  of  the  particular  information  for  the  panel.  But,  they 

7  are  self  authenticating  pieces  of  potential  evidence. 

8  MJ:  All  right,  maybe  at  this  point,  defense,  what  is  your 

9  objection? 

10  ADC [CPT  TOOMAN] :  Your  Honor,  the  objection  is  that  preadmission 

11  violates  the  confrontation  clause.  It  is  also  our  belief  that  these 

12  are  not  business  records. 

13  M J :  All  right,  well,  let's  start  with  the  first  one.  How  are 

14  they  going  to  violate  the  confrontation  clause  if  they're  machine 

15  generated  data? 

16  ADC [CPT  TOOMAN]:  Well  Your  Honor,  they  are  machine  generated 

17  data,  I  mean  it  is  a  computer  printout  that  printed  out  because  he 

18  human  said,  "We  want  this  data  on  one  piece  of  paper."  If  you  look 

19  at  the  Rankin  Court,  it  identified  three  factors  to  consider,  you 

20  know,  whether  or  not  something  is  testimonial.  One  of  those  was, 

21  "Was  the  record  created  because  law  enforcement  wanted  it;  is  the 

22  record  more  than  just  mere  cataloguing  of  data;  and  three,  is  it  with 
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1  an  eye  towards  prosecution."  In  this  case,  both  8  and  9  clearly  fall 

2  within  each  one  of  those  factors. 

3  MJ:  So,  is  it  the  Defense's  position  then  that  if  data  is 

4  maintained  by  a  business  in  furtherance  of  its  mission,  or  whatever, 

5  and  a  police  officer,  after  a  crime,  goes  to  that  business  and  says, 

6  "Can  you  pull  up  some  records  from  2007?"  And,  their  database  spits 

7  out  data,  that  that  is  testimonial  because  the  police  officer  asked 

8  for  it? 


9 

ADC [CPT  TOOMAN] : 

In  that  format,  it 

would  be. 

Your  Honor. 

10 

MJ: 

How? 

11 

ADC! 

^CFT  TOOMAN] : 

There  is  the  raw  data  which 

is,  you  know,  if 

12 

you  look 

at  prosecution 

exhibit — enclosure 

8,  it  is 

the  ATRRS 

13 

training 

that  says,  PFC 

Manning,  you  know. 

allegedly  did  the  training 

14  on  this  date  and  allegedly  did  it  on  this  other  date.  Well,  WILCO 

15  Technologies,  who  maintains  that  data,  has  that  data  in  some  other 

16  format.  It  is  not  in  this  format.  These  are  screenshots  that  are 

17  created  because  they  want  to  put  this  data  in  a  particular  format. 

18  In  all  likelihood,  that  data  is  probably  kept  in,  you  know,  just  a 

19  long  list  of  some  way  of  identifying  who  the  user  is  and  is  probably 

20  chronological.  You  know,  this  person  did  it  on  March  15th  at  10:00 

21  AM,  this  person  did  it  on  March  15th  at  10:01  AM,  and  so,  they  are 

22  synthesizing  that  data  and  putting  it  into  a  different  format,  kind 

23  of  like  a  cover  sheet  in  a  urinalysis  case  where  you  have  the  raw 
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1  data,  then  you  also  have  the  sort  of  cover  sheet  that  interprets  that 

2  data.  So,  this  is  not  the  raw  data  that  says  PFC  Manning  allegedly 

3  did  his  training  on  "X"  date.  It  is  the  synthesis  of  data  at  the 

4  behest  of  Mr.  Chastine  who  is  saying,  you  know,  we  want  to  find  out 

5  what  happened  here,  and  it  is  a  screenshot.  So,  this  is  not  even 

6  something  that  they  would  regularly  maintain  in  the  course  of  their 

7  business.  They  do  not  have  screenshots  for  the  millions  of  people 

8  who  have  taken  I/A  training.  They  would  not  create - 

9  MJ:  Well,  is  not  this  just  the  summary  of,  "Okay,  I  maintain  a 

10  database  of  everyone  in  the  Army  Judge  Advocate  General's  Corps,"  and 

11  someone  calls  and  says — and  I  maintain  that  for  purposes  of  my 

12  business.  And,  someone  calls  and  says,  "Can  you  please  get  me  the 

13  information  you  have,  telephone  number,  the  name,  the  rank  of  a 

14  Captain  Tooman?"  And,  they  plug  in  that  and  it  spits  it  out.  Isn't 

15  that  what  this  is? 

16  ADC [CPT  TOOMAN]:  Well  it  is.  Your  Honor.  That  is  absolutely 

17  what  it  is  and  that  is  where  you  look  at  the  Rankin  factors  and 

18  determine:  Why  are  we  sending  this  out?  Who  is  asking?  Here,  it  is 

19  law  enforcement  or  some  sort  of  investigator  who  is  asking.  And 

20  then,  we  look  at:  Well,  what  is  the  purpose?  Well,  if  it  is  law 

21  enforcement  or  some  sort  investigator  or  trial  counsel,  clearly  that 

22  purposes  with  an  eye  towards  trial. 
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1  MJ:  Isn't  that  forward-looking  and  not  backward  looking  for  new 

2  tests  that  are  done  after  the  crime?  I  mean,  are  they  going  back  and 

3  getting  a  pre-existing  business  record?  Is  that  something  that  falls 

4  under  testimonial? 

5  ADC[CPT  TOOMAN] :  Well,  Your  Honor,  this  isn't-— it  is  the 

6  defense's  position  that  this  was  not  pre-existing.  I  mean,  if  you 

7  look  of  the  dates  on  these  things  and  look  at  enclosure  10  and  when 

8  they  are  making  these  attestations,  all  of  this  is  post-pref erral . 

9  These  screenshots  of  PFC  Manning,  his  profile  or  his  user,  you  know, 

10  his  user  profile  did  not  exist  until  the  trial  counsel  or  the 

11  investigator  asked  for  it. 

12  MJ:  But,  the  database  that  maintained  the  information  did. 

13  ADC [CPT  TOOMAN]:  Right. 

14  MJ:  So,  it  is  like  a  query  that  you  pull  up  a  piece  of  the 

15  information  that  you  already  maintained. 

16  ADC [CPT  TOOMAN]:  That  is  correct,  Your  Honor. 

17  MJ:  And,  you  are  relying  on  Rankin  as  your  authority  that  that 

18  is  testimonial? 

19  ADC [CPT  TOOMAN]:  I  think  you  balance  the  Rankin  factors.  Your 

20  Honor,  those  would  weigh  in  favor  of  it  being  testimonial,  yes. 

21  MJ:  I  guess  here  is  where  I  am  having  a  little  bit  of 

22  difficulty  following  your  argument.  In  Rankin  they  are  talking  about 

23  documents  that  were  created,  and  Rankin  holds  at  the  end  of  the  day. 
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1  that  they  were  not  created  with  a  view  to  bring  the  appellant  there 

2  to  trial;  absence  without  leave  documents,  I  believe.  Now,  is  the 

3  Defense's  position  that  extrapolating  certain  information  from  a  pre- 

4  existing  database  that  is  maintained  for  a  company's  business  is 

5  testimonial? 

6  ADC [CPT  TOOMAN] :  Yes,  Your  Honor. 

7  MJ:  Government? 

8  ATC [CPT  OVERGAARD] :  The  government  would  contend  that  it  is  not 

9  testimonial.  Even  to  get  to  the  Rankin  factors,  the  Rankin 

10  questions,  then  we  need  to  have  hearsay  because  what  Rankin  attempts 

11  to  do — what  CAAF  attempts  to  do  in  Rankin  is  distinguish  between 

12  testimonial  and  not  testimonial  hearsay.  It  does  not  speak  to  what 

13  is  computer-generated.  Actually,  Blazier  is  more  instructive  on  what 

14  is  testimonial  hearsay  versus  what  is  computer-generated  information. 

15  MJ:  Well,  that  is  why  I  am  asking  you  those  questions.  How 

16  does  this  information  get  into  the  computer? 

17  ATC [CPT  OVERGAARD]:  It  is  pulled  from  a  database,  so  the 

18  government - 

19  MJ:  How  does  he  get  into  the  database? 

20  ATC [CPT  OVERGAARD]:  When  the  user  completes  its  training,  it  is 

21  recorded  by  the  database.  And  then,  according  to  this,  the  Army's 

22  super  admin,  whoever  that  individual  may  be,  logs  in,  and  it  is  like 

23  pulling,  you  know,  it  would  be  like  pulling  school  records  or  bank 
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records.  They  login,  they  enter  whatever  information  they  want  and 
it  pops  up  and  they  can  print  it. 

M J :  All  right,  the  attestation  says  that  the  records  were  made 
at  or  near  the  time  of  the  occurrences  of  the  matter  set  forth  from 
when  the  information  transmitted  by  people  with  knowledge  as  to  these 
matters.  The  defense  has  said  that  this  record  is  not  made  at  the 
time  because  it  is  made  at  the  behest  of  the  detective  pulling  things 
from  the  database  to  make  a  screenshot.  What  is  the  government's 
position  on  whether  that  makes  what  was  on  the  machine,  the  fact  that 
it  is  now  extrapolated  into  this  form,  a  testimonial  statement? 

ATC [CPT  OVERGAARD] :  The  government  would  contend  that  this 
information  is  maintained  in  a  format  that  is  always  available  in 
this  format  as  long  as  somebody  uses — logs  in  and  queries  the 
information,  so  to  say  that  it  is  made  at  or  near  the  time  of  the 
occurrence  would  be  wrong.  You  can  login  at  any  time  and  make  it 
appear  how  it  is,  but  the  information  that  was  created  in  the 
database  when  the  information — when  the  user  actually  completed  the 
activity.  I'm  not  sure  if  that  answers  your  question. 

MJ:  All  right. 

Defense? 

ADC [CPT  TOOMAN] :  Well  Your  Honor,  that  is  true,  they  could  have 
logged  in  at  any  time  and  created  the  report.  But,  the  fact  of  the 
matter  is  they  did  not  login  at  any  time  and  create  report.  The 
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government  seems  to  be  conceding  that  this  report  did  not  exist,  or 
it  was  not  created  until  the  government  or  the  investigators  asked 
for  it.  And,  that  is  the  relevant  times.  When  was  this  report 
created?  This  report  on  PFC  Manning  was  created  at  the  request  and 
that  the  time  it  was  requested.  Before  then,  it  did  not  exist. 

MJ:  Well,  it  did  exist.  The  report  itself  is  the  extrapolation 

existed  within  the  database. 

ADC [CPT  TOOMAN] :  It  data  to  create  the  report  existed  but  the 
report  itself  did  not  exist. 

MJ:  How  is  it  not  then  machine  generated  data?  You  are  just 

saying,  "Okay,  find  me  this  in  the  big  database  in  the  sky  and  bring 
it  out,"  like  the  example  I  gave  you  of  the  Judge  Advocate  directory 
for  example. 

ADC [CPT  TOOMAN]:  Well,  Your  Honor,  it  is — I  guess  the  point  is 
that  ATTRS,  or  whoever,  is  not  creating  these  reports  in  a  normal 
course  of  their  business.  If  they  did  that,  if  they  had  screenshots, 
if  it  was  their  normal  business  to  create  these  screenshots,  they 
would  have  millions  of  these  screenshots,  you  know,  lined  up  and 
ready  to  go.  They  would  not  have  to  go  in  and  create  it.  They  do 
not  have  that.  They  do  not  create  the  report,  they  do  not  synthesize 
the  data  and  put  it  into  a  different  format  unless  someone  asks  them 
for  it.  And,  in  this  case  was  the  government  and  it  was,  you  know, 
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prosecutors  who  obviously  are  going  toward  trial.  So,  the  Rankin 
factors  would  balance  it  towards  testimonial. 

MJ:  How  can  that  possibly  be  testimonial  if  you  are  gathering 

data  from  a  pre-existing  source? 

ADC [CPT  TOOMAN] :  Because  you  know  that  it  is  with  an  eye 
towards  trial. 

MJ:  Okay. 

Government? 

ATC [CPT  OVERGAARD] :  The  data  was  not  created  with  an  eye 
towards  trial.  The  underlying  data  was  created  when  the  user 
actually  completed  the  activity.  Again,  the  government  corf ends  that 
the  Rankin  factors  do  not  even  apply  because  it  is  not  hearsay.  But, 
if  they  did  apply,  and  we  were  to  distinguish  between  testimonial  and 
nontestimonial  hearsay,  the  government  still  contends  that  the 
defense  argument  would  fail  because  specifically  the  Rankin  factors — 
the  questions  asked  in  Rankin  to  distinguish  between  the  two  are, 

"Was  the  statement  at  issue  elicited  or  made  in  response  to  law 
enforcement  inquiry?"  Well,  the  statements  under,  you  know,  the 
alleged  statements,  which  the  government  still  argues  they  are  not 
statements  because  they  are  computer-generated,  would  be  the 
accused's  activity  that  is  reported  in  these  particular  screenshots, 
not  the  actual  print  out  of  that  reported  activity.  And  the  second 
question  is,  "Did  the  statement  involve  more  than  a  routine  or 
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objective  cataloging  of  unambiguous  factual  matters?"  Well,  that  is 
clearly  not  the  case.  These  are  just,  by  its  nature,  computer¬ 
generated  information  is  programmed  to  track  certain  information,  and 
that  is  exactly  what  it  does.  And  the  third  question  is,  "Was  the 
primary  purpose  for  making  or  eliciting  the  statements  the  production 
of  evidence  with  an  eye  towards  trial?"  And  again,  the  government 
contends  it  is  not  a  statement,  but  this  evidence  is  created 
simultaneously  with  the  accused's  activity.  So,  the  evidence  was 
actually  created  on  5  September  08  and  31  October  09. 

MJ:  5  September  08,  for  what? 

ATC [CPT  OVERGAARD] :  For  the  completion  of  the  DoD  I /A  awareness 
training  in  enclosure  8.  And  then,  31  October  09  in  the  same  record 
of  the  same  training. 

MJ:  All  right,  now  Defense,  you  have  also  said  or  claimed  is 

not  a  business  record. 

ADC [CPT  TOOMAN] :  Again,  Your  Honor,  these  records  are  not 
normally  maintained  in  this  format.  This  is  something  that  they 
create . 

MJ:  So  the  fact  that  the  format  changes,  changes  the  scope  of 

it  being  a  business  record? 

ADC [CPT  TOOMAN]:  Right,  because  this  data  is  raw  data  and,  I 
guess  to  make  an  analogy,  if  you  think  about  it  like  a  urinalysis 
case  where  you  have  raw  data.  You  have  a  bunch  of  numbers  and  charts 
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and  spikes  and  that,  in  and  of  itself,  is  just  machine  generated  and 
then  you  have  sort  of  a  cover  memo  which  synthesizes  that  and 
explains  it.  Well,  there  is  raw  data  somewhere  that  says  who  took 
I/A  Training,  on  what  date. 

MJ:  And,  who  is  explaining  that?  Who  is  certifying  that? 

Whose  statement? 

ADC [CPT  TOOMAN] :  The  person  who  is  explaining  it  is  the  person 
who  created  the  report,  and  then  created - 

MJ:  So,  the  person  that  created  the  report,  wouldn't  they  just 

go  into  a  database  and  say,  "Pull  fields  one,  two,  three,  and  four, 

and  then  come  up  with - 

ADC [CPT  TOOMAN]:  Well,  they  did  that.  Your  Honor.  They  did  do 
that.  But,  the  timing  is  important.  If  they  had  just - 

MJ:  So,  if  a  business  maintains  a  database  for  years  and  just 

collects  information  in  furtherance  of  their  business  to  maintain 
information  on  who  was  taking  such  training,  and  a  detective  comes 
and  says,  "Can  you  pull  fields  one,  three,  five,  and  seven?"  And 
somebody  goes,  plug,  plug,  plug,  zap,  and  the  data  comes  out,  the 
fact  that  the  police  officer  asked  the  business  to  pull  that  data  in 
that  form  makes  it  testimonial? 

ADC [CPT  TOOMAN]:  Yes,  ma'am. 

MJ:  Now — and  it  makes  it  not  a  business  record  because  they  are 

pulling  particular  fields. 
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ADC [CPT  TOOMAN] :  Because  that  report — right. 

MJ:  Okay.  Is  the  objection — what  is  number  10  here — or  number 
11,  I  am  sorry? 

ATC [CPT  OVERGAARD] :  Number  11  is  the  Joint  Asset  Movement 
Management  System  records,  so  it  is  much  like  toll  records.  Whoever 
the  system — either  system  administrator  or  business  custodian  type  in 
the  name  of  the  individual  they  wanted  the  record  for,  and  that  was 
the  printout  of  the  records. 

MJ:  So,  this  was  a  database  maintained  by? 

ATC [CPT  OVERGAARD]:  It  came  from  USARCENT  in  Kuwait. 

MJ:  All  right,  is  it  the  same  objection  to  this  record  as  well? 

ADC [CPT  TOOMAN]:  Yes,  ma'am.  And  I  guess,  I  would  just  add 
that  there  are  any  number  of — I  mean,  you  are  correct  that  if  someone 
went  in  and  said,  "We  want  one,  three,  five,  and  seven",  but  there 
are  also  reports  that  can  be  created  that  certainly  would  be 
testimonial.  "Give  me  everyone  who,  you  know,  who  took  the  test  on 
May  15th."  But,  here  it  is  particularized  to  PFC  Manning,  asked  for 
by  law  enforcement. 

MJ:  It  is  pre-existing  data. 

ADC [CPT  TOOMAN]:  Yes,  Your  Honor.  The  other  point  on  enclosure 
11  is  that  there  are  questions  as  to  its  reliability.  I  think  if  you 
look  at  it,  you  will  notice  there  is  a  nearly  3  months  gap  where 
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there  is  no  activity.  So,  the  defense's  position  would  be,  there  is 
questionable  reliability  as  to  this  record. 

MJ:  Where  are  you  talking  to  me? 

ADC [CPT  TOOMAN] :  If  you  go  to  towards  the  last  few  pages, 
ma'am,  page — there  is  not  page  numbers,  but  it  goes  chronologically 
backwards  starting  in  May  and  then  moves  back.  May  of  2010  and  then 
as  you  flip  through  the  document,  you  go  back  towards,  you  know, 
early  October  or  mid-October,  you  will  see  a  gap,  October  28th,  2009, 
and  then  there  is  no  activity  from  then  until  January  21st  of  2010. 
So,  we  would  question  the  reliability  of  this  document  as  well. 

MJ:  How  does  that  make  it  unreliable?  Maybe  he  was  on  leave? 

ADC [CPT  TOOMAN]:  Well,  Your  Honor,  we  would  request  that,  you 
know,  we  would  have  the  opportunity  to  cross-examine  someone  and  have 
them  explain  why  there  would  be  a  gap.  I  mean,  the  government  has 
proffered  that  this  is  his  activity  during  his  deployment.  He  did 
not  take — no  one  has  alleged  that  he  took  three  months  of  leave  in 
the  middle  of  his  deployment.  They  have  said  this  is  his  activity 
from  when  he  arrived  in  theater  until  when  he  left.  Certainly,  he 
took  leave  some  point,  but  it  was  not  for  three  months. 

MJ:  You  have  got  the  telephone  number  right  here  of  the 

custodian  on  the  attestation  certificate.  I  am  certain — you  have 
your  client.  You  have  other  people  that  you  can  go  back  and  look  for 
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and  if  there  is  some  reason  that  you  have,  other  than  speculation,  to 
show  that  this  is  unreliable,  bring  that  to  the  Court's  attention. 

ADC [CPT  TOOMAN] :  Yes,  Your  Honor. 

MJ:  If  I  admit  something,  I  can  always  un-admit  it. 

Okay,  anything  further  on  this  issue  with  respect  to  the 
enclosures  8,  9,  and  11  from  either  side? 

ATC [CPT  OVERGAARD] :  No,  ma'am. 

ADC [CPT  TOOMAN]:  No,  ma'am. 

ACC:  All  right,  now  is  the — we  were  going  to  proceed  to  the 
classified  exhibits,  now  is  the  argument  the  same  with  respect  to 
those? 

ATC [CPT  OVERGAARD]:  I  believe  so,  ma'am. 

ADC [CPT  TOOMAN]:  Yes,  Your  Honor. 

MJ:  Do  you  want  address  those  with  any  particularity,  or - 

ADC [CPT  TOOMAN]:  I  do  not  think  that's  necessary.  Your  Honor. 

MJ:  Okay.  So,  from  both  sides'  positions  then  the  documents 

that  the  government  wants  to  admit,  I  believe  they  are  logs,  is  that 
correct? 

ATC [CPT  OVERGAARD]:  Yes,  ma'am.  They  are  all  computer¬ 
generated  logs. 

MJ:  Computer-generated  logs.  Does  the  defense  agree  that  they 

are  computer-generated  logs? 

ADC [CPT  TOOMAN]:  Yes,  Your  Honor. 
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MJ:  All  right,  so  you  are  basically  arguing  that  it  is  the  same 

kind — are  you  make  the  same  argument  that  it  is  the  fact  that  a 
detective  went  and  asked  a  particular  entity  involved  to  pull  certain 
data  from  those  pre-existing  logs  that  that  makes  that  testimonial? 

ADC [CPT  TOOMAN] :  Right.  That,  Your  Honor  and  that  it  is  a 
synthesis  of  the  raw  data  and  putting  it  into  a  different  format. 

MJ:  All  right. 

ADC [CPT  TOOMAN]:  And,  as  well,  the  timing.  Your  Honor. 

MJ:  The  timing  of? 

ADC [CPT  TOOMAN]:  When  the  record  was  created. 

MJ:  When  the  actual  record  was  created? 

ADC [CPT  TOOMAN]:  Yes,  ma'am. 

MJ:  Okay,  so  is  there  any  need  for  us  to  go  into  the 

particulars  of  the  classified  enclosures  that  the  government  wants  to 
admit  as  well? 

ADC [CPT  TOOMAN]:  I  do  not  think  so.  Your  Honor. 

ATC [CPT  OVERGAARD] :  No,  ma'am. 

MJ:  So,  the  argument  is  the  same. 

ADC [CPT  TOOMAN]:  Yes,  ma'am. 

MJ:  The  Court  will  take  that  under  advisement.  You  know,  we 

had  discussed  the  idea  of  going  forward  with  the  actual  damage 
arguments  today,  are  the  parties  ready  to  do  that  or  do  you  want  to 
call  it  a  day  and  let  us  go  in  the  morning? 
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CDC [MR.  COOMBS]:  I  think  it  might  be  advisable  if  we  go 
tomorrow  given  the  amount  of  time  we  have  still  available.  And,  my 
argument  I  think  we  take  around  an  hour. 

MJ:  I — unless  there  is  strong  objection  to  that,  by  the 

government,  I  know  I  am  getting  tired. 

TC [MAJ  FEIN]:  No,  ma'am. 

MJ:  Is  there  anything  else  we  need  to  address  today? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

TC [MAJ  FEIN]:  No,  ma'am. 

MJ:  All  right,  so  tomorrow  we  have  the  government  wanted  to 

address  the  defense '  s--- The  recent  defense  e-mail  on  the  1030  issue. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  And  then,  we  have  the  actual  damage  and  then  we  have  the 

discovery  issues  tomorrow  on  the  agenda,  and  the  LIO  maximum  issue. 

CDC [MR.  COOMBS]:  And,  I  do  not  believe  we  will  need  much  of  an 
argument  if  any,  but  the  FBI  impact. 

MJ:  Oh,  the  motion  to  compel — the  FBI  impact  statement? 

CDC [MR.  COOMBS]:  Yes,  ma'am. 

MJ:  And,  the  motion  to  compel  Article  13  witnesses  and  any 

issues  we  have  with  the  M.R.E.  505(h)  notice. 

TC [MAJ  FEIN]:  Yes,  ma'am,  on  both  of  those. 

MJ:  And,  we  will  see  how  far  we  get  with  all  of  that  tomorrow 

and  then  Thursday  we  discussed,  we  would  at  least  certainly  go 
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through  the  proposed  case  calendar  after  we  have  resolved — we  will  do 
that  at  the  end.  And  then,  we  will  make  sure  we  come  back  on  the 
record  and  advise  on  what  we  came  up  with. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  Anything  else  we  need  to  address  today? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

TC [MAJ  FEIN]:  No,  Your  Honor. 

MJ:  Court  is  in  recess. 

[The  Article  39(a)  session  recessed  at  1632,  17  July  2012.] 

[END  OF  PAGE] 


1377 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


o 


J 


[The  Article  39(a)  session  was  called  to  order  at  1009,  18  July 

2012.] 

MJ:  This  Article  39(a)  session  is  called  to  order. 

Trial  Counsel,  please  account  for  the  parties. 

TC [MAJ  FEIN]:  Your  Honor,  all  parties  present  when  the  Court 
last  recessed  are  again  present  in  Court  with  the  following 
exception.  Captain  Overgaard  is  absent  and  Captain  Whyte  is  present. 

MJ:  All  right,  thank  you. 

All  right,  the  order  of  march  this  morning  will  be,  the 
Court  is  prepared  to  rule  on  the  government's  motion  to  pre-admit 
evidence  and  following  that,  the  parties  have  made  additional 
submissions,  both  sides,  with  respect  to  the  defense  motion  to 
dismiss  Specifications  13  and  14  of  Charge  II  and  we  will  have  both 
sides  put  those  submissions  on  the  record.  And  then,  we  will  proceed 
to  the  government  motion  to  preclude  evidence  of  actual  damage  on  the 
merits.  And,  I  believe  there  have  been  some  additional  filings  also 
with  respect  to  instructions,  so  we  will  put  those  on  the  record 
before  we  get  to  the  damage  issue.  And,  the  other  issue  that  we  will 
be  discussing  this  morning  will  be  the  lesser  included  offense 
maximum  punishments  and,  I  apologize,  that  will  be  discussed  or 
litigated  prior  to  the  government  motion  with  respect  to  actual 
damage.  Have  I  recited  what  we  discussed  in  the  R.C.M.  802 
correctly? 
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CDC [MR .  COOMBS]:  Yes,  Your  Honor. 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

MJ:  All  right,  would  either  side  desire  to  add  anything  to  the 

R.C.M.  802  conference  we  had? 

CDC [MR.  COOMBS]:  Not  really  add.  Your  Honor,  just  part  of  the 
additional  filings  would  be  Appellate  Exhibits  215  and  214,  so  I  will 
briefly  discuss  those  as  well  prior  to  going  into  the  LIO. 

MJ:  All  right,  thank  you. 

All  right,  so  the  government  moves  to  pre-admit  the 
following  evidence  enclosed  to  Appellate  Exhibit  160: 

1.  Enclosure  8:  Information  Awareness  screenshot 
reflecting  the  user  profile  of  Bradley  Manning  and  the  dates  of  his 
information  awareness  training.  The  record  is  authenticated  by 
attestation  certificate  from  Willco  Technologies,  incorporated. 

2.  Enclosure  9:  US  Information  Assurance  Virtual  Training 
screenshot  reflecting  the  user  profile  of  Private  Manning.  The 
record  is  authenticated  by  NACON  consulting. 

3.  Enclosure  11:  Joint  Asset  Movement  Management  System 
(JAMMS)  Movement  Report  by  Person  -  204  records  returned  for  Bradley 
Manning.  The  record  is  authenticated  by  US  ARCENT  GI  SAMO  section. 
Camp  Arif j an,  Kuwait. 

4.  Classified  enclosures:  Army  Counterintelligence  (ACIC) 
access  logs,  ACIC  Server  Logs,  Central  Intelligence  Agency  (CIA)  WIRe 
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Logs,  and  Centaur  Logs.  Each  of  those  logs  is  authenticated  by  a 
records  custodian  from  the  relevant  agency. 

Government  proffers  that  the  above  evidence  is  admissible 
as  machine  generated  data  and  as  properly  authenticated  business 
records.  Defense  objects  on  the  grounds  that  the  screenshots  are 
testimonial  statements  in  violation  of  the  confrontation  clause  and 
are  not  business  records  because  the  business  entity  did  not  maintain 
the  data  in  a  snapshot  or  log  format  and  the  data  query  by  law 
enforcement  for  particular  information  from  existing  data  ace  makes 
that  information  a  testimonial  statement. 

Findings  of  fact: 

1.  All  of  the  above  records  were  maintained  by  the  various 
entities  in  databases  for  business  purposes.  The  data  was  collected 
prior  to  or  contemporaneous  with  the  dates  of  the  charged  offenses 
and  was  maintained  by  the  entity  for  business  purposes  before  the 
query  for  information  by  law  enforcement . 

The  law: 

1.  The  Sixth  Amendment  precludes  testimonial  hearsay  from 
coming  into  evidence  against  an  accused  without  cross-examination  of 
the  declarant  unless  (1)  the  declarant  is  unavailable  and  (2)  the 
declarant  was  subject  to  prior  cross-examination.  US  v.  Sweeney,  70 
MJ  296  (Court  of  Appeals  for  the  Armed  Forces  2011) . 
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2.  A  statement  is  testimonial  if  made  under  circumstances 
which  would  lead  to  an  objective  witness  reasonably  to  believe  the 
statement  would  be  available  for  use  at  a  later  trial.  A  document 
created  solely  for  an  evidentiary  purpose  may  be  in  aid  of  a  police 
investigation  is  testimonial.  While  formalized  certifications  of 
results  and  lab  reports  are  testimonial,  machine  generated  data  and 
printouts  are  not  statements  and,  thus,  are  not  hearsay.  Sweeney,  70 
MJ  at  301;  United  States  V.  Foerster,  65  MJ  120,  Court  of  Appeals  for 
the  Armed  Forces  2007;  affidavit  filled  out  by  the  enemy  of  check 
fraud  pursuant  to  internal  bank  procedures  admissible  as 
nontestimonial  business  records  even  if  later  turned  over  to  law 
enforcement . 

Conclusions  of  Law: 

1.  The  fact  that  information  maintained  on  a  business- 
related  database  is  pulled  from  that  database  in  a  snapshot  format  at 
the  request  of  a  law  enforcement  query  does  not  transform  machine 
generated  data  into  a  testimonial  statement.  It  is  the  nature  of  the 
data  at  issue  not  the  form  of  the  query,  the  fields  of  the  query,  or 
who  made  the  query  that  determines  whether  the  information  is  machine 
generated,  a  statement,  or  a  testimonial  statement. 

2.  Unlike  the  cover  memorandum  and  results  certification 
that  were  held  to  be  testimonial  in  Sweeney,  the  machine  generated 
data  offered  for  admission  by  the  government  in  this  case  contains  no 
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generated. 

3.  The  records  offered  for  admission  by  the  government  are 
machine  generated  and  not  statements.  They  are  properly 
authenticated.  If  the  government  offers  evidence  to  show  their 
relevance,  the  exhibits  are  admissible. 

So  Ordered  this  18th  day  of  July,  2012. 

So,  to  make  sure  the  parties  understand  what  I  have  ruled. 

I  mean  right  now,  they  are  documents  that  do  not  have  any  meaning. 

So,  if  the  government  can  tie  them  to  relevance  in  some  fashion 
during  the  trial,  they  have  the  foundation  for  admissibility. 

TC [MAJ  FEIN]:  Yes,  Your  Honor. 

MJ:  Okay.  Any  question  on  the  ruling? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

TC [MAJ  FEIN]:  No,  Your  Honor. 

MJ:  All  right,  and  I  will  have  that  marked  as  the  next  exhibit 

in  line.  And  that  would  be  Appellate  Exhibit  216. 

All  right,  next  on  the  agenda  is  the  new  filings.  Which 
side  would  like  to  start? 

CDC [MR.  COOMBS]:  The  defense  will.  Your  Honor. 

MJ:  Mr.  Coombs? 

CDC [MR.  COOMBS]:  And,  just  for  some  administrative 
housekeeping,  I  will  go  through  some  of  the  filings  that  we  have 


1382 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


©  © 


filed  before  I  discuss  how  it  is  relevant  to  the  1030  issues. 
Appellate  Exhibit  213  is  an  additional  research  motion  based  upon  the 
Court's  questions  of  the  two  and  the  defense  yesterday  with  regards 
to  the  18  U.S.C.  641  offenses.  This  Appellate  Exhibit  talks  about 
the  requirement  for  the  government  to  show  a  substantial--excuse  me, 
this  is  the  evaluation  one  for  the  government  to  prove  a  thieves 
market  in  order  to  use  that  as  the  evaluation  method  for  18  U.S.C. 
641.  The  case  law  is  clear  that  not  only  would  they  have  to 
establish  that  there  is,  in  fact,  a  thieves  market,  but  they  would 
have  to  establish  a  value  on  that  thieves  market.  In  other  words, 
the  Court  is  not  permitted  to  allow  panel  members  to  guess  as  to  a 
possible  evaluation.  Key  cases  that  are  cited  by  the  defense  are  the 
DiGilio  case  and  the  other  cases  clearly  hold  that  in  order  for  the 
government  to  use  this  valuation  method,  that  would  be  the 
requirement  for  them  to  prove  an  actual  thieves  market  exists  for  the 
information  and  secondly,  that  it  has  a  value  on  the  thieves  market. 
Therefore,  when  the  Court  looks  at  the  government's  requested 
instruction,  it  is  defective  in  the  fact  that  it  does  not  accurately 
state  the  law.  Your  Honor,  Appellate  Exhibit  214  is  a  motion  based 
upon  yesterday's  discussion  with  regards  to  conversion.  Again,  the 
18  U.S.C.  641  offenses — in  this  motion,  one  of  the  questions  the 
Court  had  of  the  defense  was,  where  did  we  get  the  substantial 
interference  requirement  that  we  are  requesting  the  Court  instruct 
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on?  Case  law  that  the  defense  has  cited  here,  key  would  be  the 
Collins  case;  clearly  indicates  that  conversion  requires  a 
substantial  interference  in  order  for  the  government  to  prove  its 
burden. 

MJ:  All  right,  thank  you  very  much.  The  Court  will  take  these 

additional  research,  I  guess,  submissions  in  Appellate  Exhibits  213 
and  214  under  advisement  when  crafting  instructions. 

CDC [MR .  COOMBS]:  Thank  you.  Your  Honor.  Not  marked  but  the 
defense  also  gave  pin  cites  for  the  793  citations  that  we  believe 
were  at  issue.  During  the  802  discussion,  the  government  indicated 
that  there  was  another- — a  different  area  that  they  were  concerned 
with,  or  maybe  more  accurately,  the  defense  misunderstood  the  area 
that  they  were  concerned  with.  So,  I  will  go  back  and  find  the  pin 
cite  that  covers  the  instructions  that  we  asked  and  provide  them  to 
the  Court. 

MJ:  All  right,  thank  you  very  much. 

Government,  also  if  you  have  the  pin  cites  as  well  that  the 
defense  gave,  if  you  would  advise  the  Court  on  your  position  with 
respect  to  those  pin  cites  the  Court  would  appreciate  it. 

ATC [CPT  MORROW]:  I  believe  we  did  yesterday.  Your  Honor.  We 
did  not  find  that  language,  the  language  we  objected  to  in  those  pin 
cites.  The  dispute  was  never  over  the  first  sentence  of  the 
definition  of,  "related  to  the  national  defense",  it  was  everything 
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after  that  first  sentence.  So,  the  first  sentence  was  broad 
connotation,  blah  blah  blah,  everything  after  that,  you  know, 
starting  with,  "however",  is  what  the  government  was  unable  to  find 
in  the  pin  cites  provided  by  the  defense  but  we  will  look  again.  Your 
Honor. 

MJ:  Okay,  thank  you. 

CDC [MR .  COOMBS]:  And  then  finally.  Your  Honor,  this  will  be 
relevant  later  today,  when  we  discuss  shortly,  when  we  discuss  the 
LIO  maximum,  the  United  States  v.  Ramsey  case  at  40  MJ  71,  provided 
that  to  the  Court.  We  will — the  defense,  when  it  does  its  argument 
w? 11  reference  that  case.  Ma'am,  with  regards  to  the  additional 
submission.  Appellate  Exhibit  215 — 

MJ:  Yes? 

CDC [MR.  COOMBS]:  During  our  argument,  the  Court  asked  an 
appropriate  question  on  the  Drew  case  on  whether  or  not  the  Drew  case 
stood  for  the  proposition  that  the  judge  initially  found  the  scienter 
requirement  was  satisfied  by  a  contract  violation,  a  contract  term  of 
use  violation  in  order  to  support  a  1030  offense.  The  defense's 
position  was  that  was  not  what  the  Court  did,  although  I  will 
concede,  when  you  read  it,  the  plain  language  in  the  ruling  makes  it 
seem  as  if  that  is  exactly  what  the  Court  did.  Unfortunately,  when 
you  are  looking  at  cases,  not  all  information  is  within  the  case, 
that  you  can  find  out  what  actually  happened  during  the  actual  trial. 
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In  order  to  attempt  to  do  that,  the  defense  did  some  additional 
digging.  We  pulled  filings  from  the  respective  parties  in  the  Drew 

case  and  I  have  highlighted  a  couple  of  areas  that  I  would  like  the 

Court  to  look  at.  It  is  that  defense's  position  that  Judge  George 
Wu,  when  faced  with  a  motion  dealing  with  the  motion  to  dismiss  the 

1030  offense  for  failing  to  state  an  offense,  took  that  motion  under 

advertisement.  In  other  words,  he  did  not  make  a  ruling. 

MJ:  Now,  does  that — he  did  not  make  a  ruling  on  the  felony 

offense  or  the  misdemeanor  offenses? 

CDC [MR.  COOMBS]:  You  go  to  the  first  earmarked  cite,  I  think 
this  is  instructive,  or  at  least  answer?  that  question.  The 
government's  theory,  and  this  is  under  the  intent,  if  you  go  to  the 
second - 

MJ:  Are  you  looking  at  page  2  of  the  motion  for  judgment  of 

acquittal? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

MJ:  Okay. 

CDC [MR.  COOMBS]:  And,  it  is  also  supported  in  the  government 
filing.  So,  this  is  the  second  sentence  there.  "The  government's 
theory  of  the  case  is  that  intentionally  violating  the  website's  term 
of  service  is  a  federal  misdemeanor  violation  of  18  U.S.C. 

1030(a) (2) (c) . 
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MJ:  Okay,  hold  on,  I  must  be  at  the  wrong  cite  here.  Okay,  so 

you  are  in  the  second  paragraph  under,  "intent"? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

MJ:  The  second  sentence  under,  "intent",  okay,  yes. 

CDC [MR.  COOMBS]:  So,  they  say  that  violating  the  terms  of 
service  is  the  federal  misdemeanor  violation  and  that  this 
misdemeanor  becomes  a  felony  when  it  is  undertaken  in  the  furtherance 
of  a  tort,  intentional  infliction  of  emotional  distress.  So  key  in 
this  case  was  the  defendant's  use  of  MySpace  in  order  to  cyber  bully 
another  individual.  So,  if  you  go  to  the  next  earmarked  page,  this 
is  from  the  government's  motion. 

MJ:  And,  this  is  for  the  motion  for  a  judgment  of  acquittal 

under  rule  29  after  the  jury  has  come  back  with  a  verdict? 

CDC [MR.  COOMBS]:  This  one  actually  is  after  the  government's 
close  of  case.  So,  this  is  equivalent  to  a  917.  So,  the  defense 
tried - 

MJ:  Well,  it  is  dated  November  23rd  and  November  26th  is  when 

the  jury  returned,  as  that  correct? 

CDC [MR.  COOMBS]:  That  is  correct.  Your  Honor. 

MJ:  Okay. 

CDC [MR.  COOMBS]:  So,  it  looks  like  what  happened  is  that 
defense  initially,  much  like  the  defense  is  doing  here  in  this  case, 
tried  to  dismiss  it  in  advance  of  trial.  The  judge  took  it  under 
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advisement  but  let  it  go  forward,  maybe,  I  guess  just  to  see  what  the 
panel  might  do.  The  defense,  after  conclusion  of  the  government's 
case,  did  the  equivalent  of  a  917  and  this  is  their  response  by  the 
government  for  that.  So,  if  you  go  on  the  introduction.  If  you  go 
to  just  above  what  will  be  marked  as  number  2,  the  government  goes 
through  its  charges,  a  violation  of  18  U.S.C.  371  is  count  one;  count 
two  is  intentionally  accessing  a  protected  computer  without 
authorization  or  in  excess  of  authorization — authorized  access, 
excuse  me,  to  obtain  information  and  doing  so  in  further  of  the 
torturous  act,  namely  intentional  affliction  of  emotional  stress. 
Looking  at  that,  it  appears  that  the  government  was  using  the 
misdemeanor  1030  offense  in  order  to  support  the  federal  felony 
offense  of  intentional  infliction  of  emotional  stress.  And,  when  you 
combine  the  two,  then  the  1030  offense  would  be  a  felony  offense. 

When  you  look  at  the  third  earmarked  page,  this  is  in  the  defense's 
motion  to  dismiss  after  the  finding.  It  would  be  on  line  number  8, 
Your  Honor.  "In  light  of  the  jury's  verdict,  it  is  now  time  for  the 
Court  to  confront  and  either  approve  or  reject  the  government's  novel 
and  breathtaking  broad  theory  of  the  computer  fraud  and  abuse  act. 

The  theory  of  the  prosecution  is  that  the  breach  of  the  contractual 
restrictions  on  the  Internet  is  a  federal  crime."  And  then  it  goes 
on  basically  to  lay  out  the  exact  same  issue  we  have  here;  whether  or 
not  a  violation  of  a  term  of  service  can  state  a  1030  offense. 
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MJ:  Well,  a  1030  misdemeanor  offense. 

CDC [MR.  COOMBS]:  In  this  instance,  yes,  but  even  under  the  1030 
misdemeanor  offense,  the,  "exceeds  authorized  access"  prong  is  the 
same  whether  you  are  talking  about  the  felony  or  the  misdemeanor 
offense.  So,  it  appears  to  the  defense  that  when  Judge  Wu  took  the 
motion  under  advisement  from  the  start  of  the  case,  he  didn't  make  a 
ruling,  let  it  go  to  the  panel  at - 

MJ:  Well,  I  thought  that  he  did  make  a  ruling,  with  respect  to 

the  federal — the  felony  offense. 

CDC [MR.  COOMBS]:  I  think  the  ruling  is,  and  that  is  when  that 
first  part  in  the  opinion  is  a  little  confusing,  the  ruling  is  that  a 
scienter  requirement  that  the  government  was  arguing,  the  misdemeanor 
offense  in  furtherance  of  an  intentional  torturous  act  could  support 
both  the  felony  offense  with  a  1030  and  the  felony  offense  that  they 
charged  for  the  intentional  infliction,  the  cyber  bullying.  And,  I 
think  looking  at  it,  it  appears  that  the  judge  said,  "That  seems 
reasonable  that,  what  you  are  arguing,  that  the  misdemeanor  cannot 
support  that,"  and  allowed  it  to  go  forward.  And,  it  is  important  to 
know  at  the  timeline  when  that  happened,  the  landscape  of  the  1030 
jurisprudence,  especially  with,  "exceeds  authorized  access",  was,  in 
fact,  in  favor  of  the  proper  purpose  type  argument,  the  extension  of 
the,  "theory  2".  And,  a  lot  of  the  civil  cases  actually  supported 
the  extension  of  not  only  for  purpose  but  also  for  the  contractual 
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violations,  the  term  of  use  violations.  As  the  pleadings  here  point 
out  and  as  Professor  Kerr  points  out  in  the  subsequent  pleadings  for 
the  29  and  also  in  his  writings,  many  of  the  civil  cases  were  not 
considering  the  criminal  impact  of  their  rulings  as  far  as  how  their 
ruling  would  play  out  in  a  criminal  offense.  And,  you  really  start 
to  see  a  line  of  demarcation,  essentially,  from  2008  forward  where 
prior  to  2008,  the  majority  opinion  was  probably  that  a  1030 
violation  did  reach,  "purpose-based",  did  reach,  "contractual-based". 
And  then,  you  have  this  line  in  the  sand  after  2008  where  Courts  are 
saying,  "Well,  we  cannot  allow  civilian  employers,  in  this  case  a 
government  employer,  to  dictate  what  a  criminal  offense  is.  Congress 
clearly  indicated  what,  "exceeds  authorized  access",  is.  And  then, 
that  is  where  you  start  getting  the  opinions  that  say  the  only  thing 
we  are  looking  for  is  not  your  purpose,  it  is  not  whether  or  not  you 
violated  contractual  terms,  but  whether  or  not  you  have  exceeded  your 
authorized  access  from  the  standpoint  of  a  code-based  restriction. 

So  then,  that  is  the  Nosal  and  further  opinions.  It  appears  here 
that  is  once  the  only  thing  that  was  left  on  the  table  was  the 
misdemeanor  offense.  As  the  defense  request  to  the  judge  to  do,  it 
is  now  time  to  confront  whether  or  not  the  government's  theory,  in 
fact,  does  state  an  offense.  And,  that  is  when  Judge  Wu,  six  months 
later - 

MJ:  Well,  didn't  Judge  Wu  rule  that  it  was  void  for  vagueness? 
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CDC [MR .  COOMBS]:  Did  not  rule  it  was  void  for  vagueness.  He 
just  simply  ruled  that  it  would  be  a  unconstitutional  application  of 
the  statute  in  the  fact  that  you  cannot  allow  a  civilian  employer  to 
dictate  what  a  criminal  offense  is  by  its  terms  of  service.  So, 

Judge  Wu  was  persuaded  by  the  Kerr  argument  that  there  is  no 
requirement  for  the  civilian  employer  to  put  in  a  term  of  use  or 
restriction  that  is  reasonable.  And,  Professor  Kerr  says,  "Well,  if 
the  person  wanted  to,  they  could  say  'only  right-handed  people  can 
use  this  computer. Nothing  would  restrict  them  from  doing  that  and 
if  a  left-handed  person  did  use  the  computer,  then  now  they  are 
facing  a  1030  offense.  And,  so  when  you  lock  at  it  in  that 
perspective,  then  it  is  clear  that  1030  cannot  be  dictated  by 
contractual  terms,  otherwise,  you  would  undoubtedly  lead  to  absurd 
results.  Again,  not  being  able  to  get  into  the  judge's  mind,  but  the 
fact  that  he  took  six  months  to  kind  of  consider  this,  and  given  the 
fact  that  he  was  within  the  Ninth  Circuit,  more  than  likely,  you 
start  to  see  the  cases  pile  up  in  the  favor  of  saying,  "No,  it  does 
not  extend  to  terms  of  use."  I  would  imagine  at  that  point  he  felt 
comfortable  making  his  determination.  Ultimately,  that  determination 
was  proven  right  by  the  en  banc  Court  of  Nosal.  So,  subject  to  your 
questions,  ma'am? 

MJ:  Thank  you. 
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All  right,  does  the  government  have  anything  further  on 
this  issue? 

ATC [CPT  MORROW]:  Yes,  Your  Honor,  just  briefly.  As  the  Court 
is  aware,  we  sent  you  an  email  last  night  with  United  States  v. 
Rauscher  that  has  not  been  marked  as  appellate  exhibit,  but  I  would 
ask  the  Court  to  do  that  now. 

MJ:  All  right.  And,  this  would  be  on  the  lesser  included 

clause  1  and  clause  2 - 

ATC [CPT  MORROW]:  Yes,  ma'am. 

ACC:  - Specifications  should  the  Court  dismiss  clause  3 

specification — the  theory  under  clause  3. 

ATC [CPT  MORROW]:  Yes,  that  goes  to  the  Court  question  about 
whether  there  was  still  a  specification  there  even  if  the  Court  ruled 
that  for  some  reason  there  was  not  a  cognizable  offense.  The 
government  maintains  that  under  United  States  v.  Rauscher ,  which  was- 
-the  Courts  decided  very  recently,  in  that  case,  a  specification  was 
defective  because  it  did  not  allege  the  terminal  element  of  an 
Article  134  offense.  In  that  case,  the  CAAF  confirmed  the  lesser 
included  offense  of  a  violation  of  Article  128  because  the  accused 
was  on  notice  of  the  elements  of  that  offense  in  the  specification. 

In  this  case,  the  government  maintains  that  there  is  still  a — if  you 
struck,  and  the  Court  decides  that,  under  Specification  14  or  under 
13,  there  is  not  a  cognizable  offense  with  respect  to  18  U.S.C.  1030, 
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there  is  still  an  act  that  is  prejudicial  to  good  order  and 
discipline  and  service  discrediting,  ma'am.  We  believe  the  remedy 
would  not  be  dismissal  of  the  specification,  but  some  other 
alternative . 

MJ:  Now  Captain  Morrow,  assume  for  a  moment  that  I  do  dismiss 

the  clause  3  theory,  what  will  be  the  government's  position  on  how  I 
would  instruct  on  the  definition? 

ATC [CPT  MORROW]:  Well,  Your  Honor,  we  believe  that — well,  I 
would  have  to  get  back  to  you  on  that  particular  issue  but  we  believe 
you  could  strike  additional  language  and  still — there  would  still  be 
an  act,  for  example,  the  accused  did,  having  obtained  cables, 
willfully  communicate  those  cables,  such  conduct  being  prejudicial  to 
good  order  and  discipline  and  service  discrediting.  That  would  not 
require  any  major  change  to  the  specification  as  the  defense  knows. 

MJ:  So,  the  government  position  would  then  be,  you  would  move 

the  elements  of,  "exceeds  authorized  access",  would  be  stricken  as 
well . 

ATC [CPT  MORROW]:  It  could  be  stricken.  Your  Honor,  but  I  would  like 
to  get  back  on  how  we  would  define  that  if  the  Court  would — if  the 
Court  decides  to  go  that  way  which  we  do  not  anticipate. 

MJ:  Well,  why  don't  you — it  is  an  academic  point  until  I  rule, 

so - 

ATC [CPT  MORROW] :  Absolutely. 
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MJ:  Thank  You. 

ATC [CPT  MORROW]:  With  respect  to  Drew,  as  the  government 
raising  of  Drew,  it  was  in  response  to  our  assertion  that, 
essentially,  the  courts  have  dealt  with  the  defense  is  sort  of,  the 
theory  one  and  theory  two  in  the  same  way.  It  is  the  misuse  or 
misappropriation  of  the  information.  Again,  I  do  not  think  Drew,  as 
I  read  it — as  the  government  reads  it,  does  not  change  that  at  all. 
We,  in  fact,  we  still  maintain  that  the  Courts  treat  those  two 
theories  as  one  and  the  same.  But,  in  any  event,  the  Drew  decision 
is  not  really  applicable  to  the  Court's  determination  in  this  case. 

In  fact.  Drew  held.  Judge  Wu  held  that  the  violation  of  a  website's 
contractual  terms  of  service  could  be,  under  the  definition  of  1030, 
it  could  exceed  authorized  access.  However,  in  the  context  of  a 
websites  term  of  service,  that  rendered  the  statute  void  for 
vagueness.  So,  in  conclusion,  we  just  do  not  think — we  believe  that- 
-the  government  maintains  that  Drew  really  has  no  applicability  to 
the  to  your  decision  about  whether  or  not  Wget,  which  as  we  stated 
repeatedly  in  oral  argument,  has  nothing  to  do  with  the  acceptable 
use  policy,  whether  Wget,  or  that  theory,  is  a  valid  interpretation 
or  application  of  the  statute  in  this  case.  Subject  to  your 
questions? 

MJ:  Thank  you. 

Mr.  Coombs? 
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CDC [MR .  COOMBS]:  Briefly.  Your  Honor,  with  regards  to  the 
Rauscher  case,  the  defense  would  submit  that  that  is  not  persuasive 
authority  in  this  instance.  And,  the  reason  why  is  the  134  offense 
had  within  it  all  the  elements  for  the  128  offense  already.  The 
Court  did  not  have  to  do  anything.  The  terminal  element  that  was 
missing  was  for  the  134  offense.  Therefore,  because  the  128  offense 
was  already  stated  in  there,  it  was--the  accused  was  on  notice  at 
that  point.  In  fact,  the  accused  even  requested  instructions  on  the 
128 — did  not  object  to  that  and  argued  during  the  merits,  I  believe 
during  the  merits,  for  the  128  offense.  So,  in  this  instance,  the 
Rauscher  case  is  significantly  different  from  what  we  have  here  where 
if  the  Court  strikes  the  18  U.S.C.  1030,  you  are  still  dealing  with, 
"exceeds  authorized  access". 

MJ:  Well,  what  if  the  government,  for  example,  what  the 

government  said,  we  remove  the  term  entirely.  What  about  the 
remaining  lesser  included  offense? 

CDC [MR.  COOMBS]:  And,  the  defense  would  have  to  concede  that  if 
you  eliminated  the,  "exceeds  authorized  access",  if  you  eliminated  18 
U.S.C.  1030  statute  and  you  just  simply  said,  "He  obtained  cables  and 
gave  cables,"  or,  "obtained  information  and  gave,"  well  in  this  case, 
cables,  then,  yes,  you  would  state  a  134  offense  in  that  instance;  if 
that  is  how  they  did  it,  if  you  did  not  have  to  add  anything  to  it, 
so,  the  Wget  or  anything  like  that,  which  the  defense  would  say  would 
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be  a  major  amendment.  So,  I  would  have  to  concede,  yes,  that  that 
would  be  a  possible  134  offense. 

MJ:  Now — yeah,  I  am  getting  at  an  academic  point  here  in  that  I 

will  stop,  because  I  have  not  ruled  yet,  but  let  us  assume  I  rule  and 
I  take  the  clause  3  out.  The  instruction  for  the  definition  of, 
"exceeds  authorized  access,"  that  stays  in,  is  there  still--I  mean, 
the  concern  of  all  of  the  Courts  to  have  ruled,  as  I  read  it,  is  not 
with  1030(a) (1),  from  the  definition,  the  concern  is  the  portions  of 
the  statute  I  don't  have  scienter  requirements  on  the 
constitutionality  with  that  definition  because  it  is  the  same 
definition  across  the  board  for  all  of  the  1030  offenses.  Now,  if  it 
is  a  straight  clause  1  and  clause  2  offense,  that  concern  no  longer 
exists . 

CDC [MR .  COOMBS]:  For — I  want  to  make  sure  I  understand  the 
Court.  For  the  definition  for,  "exceeds  authorized  access"? 

MJ:  In  the  broad  view. 

CDC [MR.  COOMBS]:  Yeah,  and  the  broad  view,  I  guess,  if  you 
believed  in  applied  to  the  term  of  use  or  contract,  correct,  you 
could,  if  you  followed  that  line  of  theory  you  could  support  a  1030. 
The  defense  though  would  argue  that  the  concerns  under  the  other 
provisions  of  the  statute  were  not  so  much  because  of  the 
requirements  or  lack  of  requirement,  but  the  Court  says,  obviously, 
that,  "exceeds  authorized  access",  has  to  apply  equally.  And,  when 
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you  define  it  one  way  for  the  1030,  and  that  is  what  the  government 
was  trying  to  argue  in  Nosal,  just  to  apply  it  for  the  1030(a) (1) 
here,  let's  not  worry  about  the  other  provisions.  And,  the  justices 
correctly  said,  you  know,  you  can't  do  that.  You  have  to  one  of  the 
cardinal  rules  and  canons  of  instruction  when  you  are  interpreting 
the  statute  is,  you  have  to  do  it  consistently  throughout  unless 
Congress  has  indicated  contrary.  And  in  this  case,  they  haven't. 

And  so,  what  Nosal  supports  is  if  Congress  wanted  to,  they  could 
clearly  indicate  a  different  requirement  for  1030(a) (1),  but  they  did 
not  do  that. 

MJ:  But  if — What  would  the  Defense's  position  be  with  respect 

to  if  the  Court  ruled  that  the  clause  3  theory,  which  is  the  statute, 
and  contains  the  other  portions  of  the  statute,  is  dismissed  then  you 
only  have  the  clause  1  and  clause  2  that  do  not  contain  the  remaining 
elements--remaining  portions  of  1030(a) (1),  or  the  1030  (a)  statute. 

CDC [MR.  COOMBS]:  Including  the,  "exceeds  authorized  access"? 

MJ:  Yes. 

CDC [MR.  COOMBS]:  Yes. 

MJ:  In  defining. 

CDC [MR.  COOMBS]:  Yeah,  so  the  defense's  position  there  would  be 
that  as  long  as  you  did  not  add,  like,  when  that  was  our  distinction 
in  Martinelli,  as  long  as  you  didn't  add  something,  like  the 
government  adding  the  language  of,  "He  used  Wget  to  do  this."  If  you 
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just  eliminate  the  language  of  1030,  exceeds  authorized  access  in  the 
statute,  and  you  left  with  that,  "He  obtained  cables  and  gave  them  to 
somebody  not  entitled  to, "  the  defense  would  have  to  concede  that 
that  would  be  a  134  offense. 

MJ:  Thank  you. 

CDC [MR .  COOMBS]:  Thank  you.  Your  Honor. 

MJ:  All  right,  is  there  anything  else  on  the  defense  motion  to 

dismiss  Specifications  13  and  14  of  Charge  II? 

ATC [CPT  MORROW]:  Just  briefly,  Your  Honor.  Can  we  get  the 
appellate  exhibit  number  of  the  e-mail  and  Rauscher  case? 

MJ:  I  am  sorry,  that  was  Appellate  Exhibit  217. 

ATC [CPT  MORROW]:  Thank  you. 

MJ:  All  right,  I  believe  now  we  are  going  to  the  Lesser 

Included  Offense  maximum  issue.  And,  just  to  make  sure  that  I  am 
clear  here,  we  are  discussing  the  lesser  included  offenses  for — well, 
we  are  discussing  Specification  1  of  Charge  II  because  that  is  a 
straight  clause  1  and  clause  2  Article  134  offense,  is  that  correct? 

CDC [MR.  COOMBS]:  That  is  correct.  Your  Honor. 

ATC [CPT  MORROW]:  Yes,  Your  Honor. 

MJ:  And  then  the  rest  of  them  would  be  the  clause  1  and  2 

without  any  change  to  the  language  of  the  specification  for  the  18 
United  States  Code  section  641,  793(e)  and  1030(a) (1)  offenses,  is 
that  right? 
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CDC [MR.  COOMBS]:  I  think  it  is  only  for  the  1030  offenses.  Your 
Honor. 

MJ:  Well,  remember  the  Court  has  ruled,  and  I  should  probably 

be  a  little  more  clear  on  the  Lesser  Included  Offense  issues.  The 
charged  offenses  with  clause  1  and  2  as  alternate  theories  will — are 
lesser  included  offenses  in  each  of  those  subsets  of  categories.  So, 
the  members  will  be  instructed  that  they  can  carve  out — they  can 
except  clause  1,  or  clause  2,  or  clause  3  for  each  of  those  offenses. 
The  lesser  included  offenses — what,  if  any,  lesser  included  offenses 
there  are  for  the  18  United  States  Code,  section  1030  offenses,  we 
will  not  know  until  the  close  of  the  evidence  at  trial.  For  example, 
if  you  take  maybe  a  lesser  mens  rea  or  something  like  that  becomes  at 
issue  and  the  defense  has  said  that  you  want  lesser  included  offenses 
for  that  offense. 

CDC [MR .  COOMBS]:  For  the  1030.  And,  the  defense  understood  for 
the  641  and  793  that  the  Court  said  it  would  not  instruct  on  the 
Lesser  Included  Offense  for  that. 

MJ:  That  is  true,  but  not  with  the  charged  offenses  that 

include  all  three  alternate  theories.  The  Court  isn't  going  to 
instruct  on  that. 

CDC [MR.  COOMBS]:  Yeah,  so,  by  substitutions? 

MJ:  Yes.  Well,  it  would  be  by  exceptions  actually. 
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CDC [MR.  COOMBS]:  Exceptions  and  substitutions;  yeah  that  is 
true,  exceptions.  Okay,  yes.  Your  Honor,  understood. 

MJ:  My  ruling  may  not  have  been  clear.  I  just  want  to  make 
sure,  do  both  sides  understand  what  my  ruling  is?  I  am  not  doing  any 
subsets  of  641  or  793(e). 

CDC [MR.  COOMBS]:  Correct,  Your  Honor.  It  would  only  be 
instructed  the  members  and,  as  in  all  cases,  if  they  find  by 
exceptions,  they  can. 

MJ:  Yes. 

CDC [MR.  COOMBS]:  And,  for  purposes  of  today's  and,  the  defense 
would  say  that  the  only  thing  we  ire  arguing  is  the  spec  one  of 
Charge  II  and  the  LIO  for  1030. 

MJ:  Yes.  The  hard  part  for  the  LIO  of  1030  though,  is  we  are 

not  going  to  know  what  it  is. 

CDC [MR.  COOMBS]:  That  is  correct.  I  think  the  only  way  that 
the  LIO  for  1030  really  kind  of  exists  is  almost  kind  of  the  same  way 
of  scratching  out  the  language  of,  "exceeds  authorized  access",  in 
the  actual  statute  and  you  go  back  to  just  the  conduct  in  the  clause 
1  and  2 . 

MJ:  All  right,  so  we  will  argue  it  in  that  fashion. 

CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

ATC [CPT  WHYTE]:  And  Your  Honor,  just  to  clarify,  there  was  one 
lesser  included  offense  to  the  641  charge,  "the  less  than  $1000." 
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MJ:  Did  the  parties  have  a  disagreement  on  that?  I  thought  the 

statute  provided  a  statutory  maximum  for  that.  Isn't  it  one  year? 

CDC [MR.  COOMBS]:  It  is.  Your  Honor.  And,  the  defense  does  not 
disagree  with  that. 

MJ:  And  the  same  thing  for  the  attempts.  I  think  everybody 

agrees  on  the  maximum  punishment  for  attempt  offenses. 

CDC [MR .  COOMBS]:  Yes,  Your  Honor,  based  upon  the  manual,  the 
attempt  max  would  be  the  same  as  the  offense  you  attempted. 

MJ:  All  right.  So,  why  don't  we  start  with  Specification  1  of 

Charge  II.  Government? 

ATC [CPT  WHYTE]:  Your  Honor,  the  government  requests  the  Court 
find  that  the  maximum  punishment  for  Specification  1  of  Charge  II  is 
as  follows:  to  be  dishonorably  discharged;  to  be  confined  for  10 
years;  to  forfeit  all  pay  and  allowances;  to  be  reduced  to  Private 
El;  and  to  be  fined. 

MJ:  And,  what  is  the  legal  rationale  for  that  lesser — that 

maximum  punishment? 

ATC [CPT  WHYTE]:  Well,  Your  Honor,  Rule  for  Court-Martial 
1003(c)  outlines  the  procedures  for  determining  what  actually  is  the 
maximum  punishment  for  an  offense.  First  of  all,  if  the  offense  is 
outlined  as  a  punitive  article  in  the  MCM,  then  part  IV  of  the  MCM 
outlines  the  maximum  punishment. 

MJ:  And,  do  we  have  that  in  this  case? 
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ATC [CPT  WHYTE]:  We  do  not.  Your  Honor. 

MJ:  Okay. 

ATC [CPT  WHYTE]:  If  offense  is  not  specified  in  the  MCM  as  a 
punitive  article,  we  look  to  determine  whether  or  not  is  closely 
related  or  included  a  punitive  article.  We  do — the  government's 
position  is  that  is  that  you  do  not  have  that  here  either.  So,  under 
R.C.M.  1003  you  actually  turn  to  federal  law  under  the  US  Code  to 
determine  what  is  the  maximum  punishment.  And,  it  is  the 
government's  position  that  18  US  Code  793  is  an  analogous  federal 
statute  and  the  Court  should  look  to  that  statute  when  determining 
what  the  maximum  punishment  is. 

MJ:  What  are  the  criteria  the  Court  of  Appeals  for  the  Armed 

Forces  has  used  to  determine  if  an  offense  is  directly  analogous  to  a 
federal  criminal  statute? 

ATC [CPT  WHYTE]:  Well,  Your  Honor,  the  Courts  look  at  whether  or 
not  the  offense  proscribes  the  same  misconduct  and  the  same — or, 
analogous  misconduct  rather,  and  the  analogous  mens  rea,  to  look  to 
determine  whether  or  not  the  offense  is  basically  the  exact  same 
offense . 

MJ:  Now,  your  mens  rea  in  clause — in  Specification  1  of  Charge 

II  is,  "wanton".  Is  that  the  same  mens  rea  for  the  793  offense? 

ATC [CPT  WHYTE]:  For  the  Specification  1  of  Charge  II,  it  is, 
"wanton".  You  are  correct.  Your  Honor.  And  then,  for  793,  it  is, 
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"willful".  Whereas  they  are  not  identical,  "wanton",  includes, 
"willful"  mens  rea.  And  if  nothing  else,  under  793(f),  Your  Honor, 
which  punishes  gross  negligence,  "wanton",  would  subsume  that  mens 
rea . 

MJ:  What  is  the  maximum  penalty  for  793(f) 

ATC [CPT  WHYTE]:  It  is  10  years,  Your  Honor. 

MJ:  What  are  the  remaining  elements  at  793(f)? 

ATC [CPT  WHYTE]:  Well,  Your  Honor,  in  Appellate  Exhibit  143, 
that  is  the  Court's  ruling  on  defense  and  government  motions  for 
instructions  on  lesser  included  offenses.  The  Court  outlined  the 
elements  for  a  793(e)  offense  :n  page  2.  "First  of  all,  that  the 
accused  had  unauthorized  possession  of  the  information" . 

MJ:  No,  no,  no,  I  asked  for  793(f). 

ATC [CPT  WHYTE]:  Oh,  I  am  sorry,  Your  Honor.  The  first  element, 
Your  Honor,  is  going  to  be  that,  "the  accused,  being  entrusted  with 
or  having  lawful  possession,  or  control  of  any  document,  writing, 
code,  codebook,  signal  book,  sketch,  photograph,  photographic 
negative  blueprint  plan,  model  instruction — instrument,  appliance, 
note,  or  information  relating  to  national  defense." 

So,  it  is  the  actual  possession  of  information  relating  to 
national  defense.  The  second  element.  Your  Honor--well  the  first 
element  would  be  the  possession.  The  second  element  would  be  that  it 
relates  to  national  defense.  Third,  is  that  through  gross 
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delivered  to  anyone  of  this  trust. 

MJ:  Now,  the  government  relies  heavily  on  Leonard,  which  is  a 
case  involving  straight  clause  1  and  2  offenses  with  identical 
elements  to  the  clause  3  offense;  an  identical  mens  rea.  Has  the 
government  read  United  States  v.  Beaty ? 

ATC [CPT  WHYTE]:  Yes,  Your  Honor. 

MJ:  How  do  you  distinguish  Beaty  from  this  case? 

ATC [CPT  WHYTE]:  Well,  Your  Honor,  in  Beaty,  the  accused  was 
charged  with  possession  of  what  appeared  to  be  child  pornography. 

The  federal  statute  that  the  parties  tried  to  articulate  the  maximum 
punishment  should  be  followed  actually  did  not  say  that,  did  not  say 
that  what  appeared  to  be  child  pornography  was  punishable  under  that 
statute  so  they  distinguished  the  statute  based  on  that;  on  those 
grounds . 

MJ:  Can  the  conduct  as  charged  in  Specification  1  of  Charge  II 

be  punished  under  any  federal  statute? 

ATC [CPT  WHYTE]:  Can  it  be  punished  under  any - 

MJ:  Yes,  as  charged. 

ATC [CPT  WHYTE]:  Could  I  have  one  second.  Your  Honor? 

MJ:  Yes,  please. 

[The  trial  counsel  conferred.] 

ATC [CPT  WHYTE]:  Well,  sorry  about  that.  Your  Honor. 
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MJ:  That  is  fine. 

ATC [CPT  WHYTE]:  The  way  that  the  specification  is  written,  per 
se,  the  offense  is  not  punishable  under  the  federal  statute. 

However,  as  the  conduct  underlying  the  offense,  to  include  the  mens 
rea,  is  punishable  under  the  US  Code  under  793. 

MJ:  And  that  would  be  793,  what? 

ATC [CPT  WHYTE]:  It  would  be  793(f)  and.  Your  Honor,  it  could 
also  be  7 93 (d) . 

MJ:  All  right,  you  have  got  here  that,  "In  that  Private  First 

Class  Bradley  Manning  did,  at  or  near  contingency  operating  station 
Hammer,  Iraq,  between  on  or  about  1  November  2009  and  on  or  about  27 
May  2010,  wrongfully  and  wantonly  caused  to  be  published  on  the 
Internet,  intelligence  belonging  to  the  United  States  government." 
Now,  explain  to  me  how  that  is  punishable  under  793(d)  and  (f) . 

ATC [CPT  WHYTE]:  Under — actually.  Your  Honor,  it  could  also  be 
under  (e)  as  well.  It  is  the  unauthorized  possession  and  the, 
"wrongful"  mirror  one  another,  but  the  mens  rea  in  the,  "wanton",  and 
the  mens  rea  for  the  793(d),  (e) ,  or  (f)  is  subsumed  within  the, 

"wanton",  mens  rea. 

MJ:  What  about  the  actus  reus,  what  about  the  things  that  he  is 

doing? 

ATC [CPT  WHYTE]:  Well,  the  actual,  "Causing  intelligence  to  be 
published  on  the  Internet",  is  basically  the  exact  same  as,  "causing 
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the  information",  it  is  the  same  as  actually  disclosing  information 
in  793.  The  only,  I  guess,  distinction  would  be  whether  or  not 
intelligence  and  national  defense  information — and,  intelligence. 

Your  Honor,  as  previously  ruled,  encompasses — when  it  ruled  with 
relation  to  380-5  and  an  Article  92  violation,  intelligence 
encompasses  a  lot  of  information. 

MJ:  What  about  the  element,  "Having  reason  to  believe  that  the 

information  could  be  used  to  the  injury  of  the  United  States  or  the 
advantage  of  any  foreign  nation;"  on  793(d)  and  (e) ? 

ATC [CPT  WHYTE]:  Your  Honor,  the  government  would — the  United 
States  would  argue  that  that  additional  element,  the  "reason  to 
believe  that  it  could  cause  damage",  would  be  one  way  that  you  can 
argue  that  someone  acted  wantonly;  someone  acted  reckless  by  having 
reason  to  believe  that  the  information  could  cause  damage — or,  having 
reason  to  believe  that  intelligence  published  on  the  Internet  is 
accessible  to  the  enemy,  is  just  one  way  to  prove  that  the  accused 
acted  wantonly  or  reckless. 

MJ:  Okay.  So,  it's  not  an  element  then  in  your  view? 

ATC [CPT  WHYTE]:  To  just  have  one  second.  Your  Honor? 

MJ:  Yes. 

[The  trial  counsel  conferred.] 

ATC [CPT  WHYTE]:  Thank  you  again.  Your  Honor.  The  government — 
obviously  that  element,  again,  is  not  per  se  in  the  statute  but 
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again,  the,  "wanton",  mens  rea,  the  "with  reason  to  believe", 
somewhat,  is  included  within  the  mens  rea.  But,  you  are  correct. 

Your  Honor.  It  is  not  actually  in  the  actual  statute — or  in  that 
specification. 

MJ:  Well,  how  does  the  government  read  Beaty ?  I  mean,  as  I  am 

looking  at  Beaty,  it  says,  "Rather,  when  confronted  with  an  Article 
134  offense  not  specifically  listed  that  are  not  closely  related  to 
or  included  in  a  listed  in  offense,  that  do  not  describe  acts  that 
are  criminal  under  the  United  States  Code,  and  where  there  is  no 
maximum  punishment  authorized  by  custom  of  the  service,  they  are 
punishable  as  a  general  or  simple  disorder." 

ATC [CPT  WHYTE]:  Well,  the  government  read  Beaty  to  mean — in 
Beaty  the  information  that  was  possessed  clearly  was  not  punished 
under  the  statute — that  one  of  the  parties  tried  to  argue  what  a 
maximum  punishment  should  be.  The  federal  statute  punished--well, 
the  specification  punished  what  appeared  to  be  child  pornography,  but 
the  statute  clearly  did  not  punish  that.  Compared  to  this  case.  Your 
Honor,  in  Specification  1  of  Charge  II,  the  accused  is  charged  with 
causing  intelligence  to  be  published  on  the  Internet  and  Your  Honor 
has  already  ruled  that  intelligence,  and  rightfully  so.  Your  Honor, 
that  intelligence  encompasses  a  lot  of  information. 

MJ:  But,  and  correct  me  if  I  am  wrong,  as  I  am  reading  Beaty, 

Beaty  says  that,  if  you  look  under  an  earlier  paragraph  there  on  page 
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44,  "Because  appellant's  offense  is,  (1)  not  listed  in  the  MCM,  (2) 
not  included  in  or  closely  related  to  any  other  offense  listed  in 
part  IV,  and  (3)  not  provided  for  in  the  United  States  Code;  the 
maximum  punishment  is  that  authorized  by  the  custom  of  service."  Is 
there  a  custom  of  the  service  in  this  case? 

ATC [CPT  WHYTE]:  If  Your  Honor  is  inclined  not  to  find  that  this 
offense  is  punishable  under  793,  then  I  guess  the  only  custom,  and 
again,  this  is  an  alternative  argument.  Your  Honor - 

MJ:  Yes. 

ATC [CPT  WHYTE]: - Could  be  under  Article  92  under  380-5  for 

instance.  Your  Honor,  because  again,  that  classified  or  sensitive 
information. 

MJ:  So,  the  government's  argument — the  government's  alternative 

argument  would  be,  therefore,  that  the — because  the  offense  is  not 
analogous  to  a  violation  of  a  lawful  general  regulation.  There  is  no 
elements  that  there  was  in  existence  a  lawful  general  regulation  the 
accused  had  a  duty  to  obey,  et  cetera,  but  it  is  the  regulation  that 
would  provide  the  custom  of  the  service  that  would  provide  the 
maximum  punishment  in  this  case? 

ATC [CPT  WHYTE]:  In  the  alternative.  Your  Honor.  Yes,  ma'am. 

MJ:  Because  I  am  looking  at — look  at — while  the  defense  is 

arguing,  look  at  footnote  7  of  Beaty.  It  talks  about  a  case  called 
United  States  v.  Blevins  which  is  kind  of  arguing  what  you  are 
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arguing  to  me  and  the  Court  of  Appeals  for  the  Armed  Forces  did  not 
overrule  it,  but  said  it  is  at  odds  with  the  text  of  R.C.M. 

1003(c) (1) (b)  and  Leonard. 

ATC [CPT  WHYTE]:  Yes,  Your  Honor.  And,  in  Blevins ,  they 
actually — Blevins,  I  am  not  sure  if  I  am  pronouncing  it  correctly, 
but - 

MJ:  Maybe  I  am  pronouncing  it  wrong,  I  do  not  know.  Go  ahead. 

ATC [CPT  WHYTE]:  Yes,  ma'am.  You  are  correct.  Your  Honor,  they 
did  not  find  anything  that — there  is  not  a  punitive  article,  there  is 
nothing  closely  related,  there  is  not  a  punitive  article  included  in, 
there  was  not  a  custom  of  service,  but  the  government,  presumably, 
argued  that  the  evil  underlying  the  specification  is  synonymous  with 
the  evil  of  another  federal  act. 

MJ:  And,  that  is  what  you  are  arguing  to  me  with  respect  to 

793(d),  (e),  and  (f ) ,  is  that  correct? 

ATC [CPT  WHYTE]:  That  is  correct,  Your  Honor.  Yes,  ma'am.  And 
CAAF  did  not  overrule  that — that  the  Court  could  not  at  least  look  to 
a  similar  evil  federal  statute.  Because  again.  Your  Honor  we  do 
agree  that,  you  know,  causing  intelligence  to  be  published  on  the 
Internet,  per  se,  does  not  fit  within  the  language  of  a  federal 
statute  or  punitive  article.  But  again,  the  evil  of — and  again,  from 
what  intelligence  is  defined  as,  "Anything  that  could  be  helpful  to  a 
belligerent",  that  seemed  evil  is  captured  in  793. 
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MJ:  So,  in  light  of  footnote  7,  does  the  government — is  the 

government  arguing  to  me  that  I  should  continue  to  follow  Blevins ? 

ATC [CPT  WHYTE]:  Yes,  Your  Honor. 

MJ:  All  right. 

ATC [CPT  WHYTE]:  So,  Yes,  ma'am.  So,  subject  to  your  questions. 

MJ:  I  think  I  just  asked  them,  thank  you. 

ATC [CPT  WHYTE]:  Thank  you  very  much. 

CDC [MR .  COOMBS]:  Your  Honor,  just  briefly,  the  defense — the 
government's  concession  regarding  the  fact  that  the  Court  can  look  to 
the  custom  of  the  service  actually  makes  the  defense's  argument.  The 
defense  argued  that  the  maximum  punishment  here  should  be  akin  to  an 
Article  92,  380-5  violation.  Understanding  that  380-5  has  other 
requirements  than  what  is  plead  here  in  Specification  1  of  Charge  II, 
such  as  the  regulation  and  the  duty  to  obey  it  and  the  violation. 
However,  when  you  look  at  R.C.M.  1003,  the  clear  mandate  is  that  you 
would  look  to,  first,  part  IV  and  see  whether  or  not  there  are  other 
offenses  that  are  closely  related,  not  identical,  but  closely 
related.  In  this  instance,  the  defense  submits  there  is  only  one  of 
two  possible  outcomes  especially  when  you  look  at  R.C.M.  1003  and  you 
consider  the  Ramsey  case.  The  Ramsey  case — the  CMA  basically  said 
that  the  judge  should  not  just  make  up,  out  of  whole  cloth,  a  maximum 
punishment  even  though  they  did  say  that  the  judge  was  on  solid 
footing  thinking  that  a  lesser  included  offense  must  somehow  be 
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lesser.  And,  the  logic  within  the  Ramsey  case  makes  sense  to  the  CMA 
and  they  did  not  necessarily  take  exception  to  it.  However,  they 
said  that  R.C.M.  1003  has  a  clear  mandate  and  a  judge  must  follow  it. 
In  this  instance,  the  first  mandate  is  to  look  to  part  IV  in  order  to 
see,  do  you  have  a  closely  related  offense.  If  you  have  multiple 
offenses  that  are  closely  related  in  part  IV  then  you  go  with  the  one 
that  has  the  least  maximum  punishment.  Only  if  you  cannot  find 
anything  within  part  IV,  do  you  then  look  at  the  possibility  of  going 
outside  of  part  IV  to  US  code  and  to  customs  of  the  service.  In  this 
instance,  we  have  talked  about  that  this  specification  should  be 
dismissed,  it  is  essentially  ?  350-5  and  I  understand  the  Court's 
determination  of  why  that  was  not  granted.  We  would  say  that  those 
same  arguments  would  apply  to  why  380-5  should  actually  be  looked  to 
for  being  the  closely  related  offense.  Not  only  if  the  Court  just 
simply  looks  to  part  IV  to  give  the  maximum  punishment - 

MJ:  So,  the  Defense  is  arguing  to  me  two  prongs  if  I  am 

understanding.  It  is  the  closely  related  offense  for  the  first  step. 

CDC [MR .  COOMBS]:  Yes,  ma'am. 

MJ:  And  if  I  do  not  find  that,  that  it  establishes  the  custom 

of  the  service  for  the  last  step. 

CDC [MR.  COOMBS]:  Exactly.  So,  in  the  same  type  of  thought 
process  of  when  you  look  at  the  closely  related  for  the  first  one  and 
you  have  multiple  possible  offenses  that  you  can  pull  for  part  IV, 
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you  go  with  the  one  that  has  the  least  maximum  punishment.  That  same 
analogy  and  thought  process  should  apply  to  1003  (2)  [sic],  the  second 
one  where  you  look  outside  to  the  code  or  the  custom  of  the  service. 
Even  assuming,  for  argument  sake,  which  the  defense  does  not  believe 
is  accurate,  that  793  addresses  or  would  be  closely  related  to  this 
offense,  not  only  because  of  the  differences  in  mens  rea  but  actus 
reus  requirements,  but  even  if  you  were  to  say,  "Yeah,  okay,  793(e), 
(d) ,  or  (f)  would  apply,  you  have  a  custom  of  the  service  that 
clearly  covers  this  conduct;  and,  that  is  captured  in  380-5.  In 
fact,  when  you  look  to  134,  this  is  on  page  IV-112,  it  says,  "Many 
customs  of  the  service  are  now  set  forth  in  regulation  of  the  various 
Armed  Forces.  Violations  of  these  customs  should  be  charged  as 
Article  92  violations  of  regulations."  It  is  clear  that  380-5  is  the 
custom  of  the  service  when  it  discusses  intelligence.  The  other 
problem  aspect — so  to  recap  on  this,  the  first  argument  would  be  that 
the  Article  92,  380-5  violation  is  a  closely  related  offense  that  the 
Court  could  look  to.  If  the  Court  believed  because  of  the 
differences  and  the  additional  requirements  for  the  92,  that  you  were 
falling  into  the  second  parens  under  1003,  then,  you  would  look  to 
the  code  and  customs  of  service.  And,  the  defense  would  argue  that 
this  Court  should  not  follow  the  lead  of  Blevins  because  Blevins  is 
basically  like  Ramsey,  of  basically  ignoring  the  mandate  of  1003, 
which  the  Court  said  the  judge  should  not  do.  The  Court  instead, 
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would  be,  in  this  case,  the  custom  of  the  service  would  be  a  two-year 
max  and  with  the  government  is  arguing,  regardless  of  which 
provision,  a  10  year  max,  see  you  clearly  would  go  with  the  lower 
maximum  punishment,  the  two  years.  But,  another  common  sense,  I 
guess,  rationale  for  why  you  should  reject  the  government's  request 
is  if,  in  fact,  793  is  the  lesser  included  offense  that  we  are  saying 
will  apply  to  spec  one  of  Charge  II,  how  does  that  then  relate  to  the 
other  793  offenses  they  have  charged?  The  Court,  at  one  point, 
asked,  "What  other  information  are  you  talking  about  here?  Based 
upon  the  time  period,  it  covers  every  one  of  the  offenses  they  have 
charged.  Is  there  some  other  intelligence  information  here  that  is 
not  governed  and  covered  by  the  other  793  offenses  you  have  charged?" 

MJ:  Well,  what  is  the  Defense's  position  if  I  took  the 

specification.  Specification  1  of  Charge  II  and  was  the  government 
and  I  walk  into  federal  Court  and  said,  "I  want  to — this  is  my 
indictment  for  793(d),  (e) ,  or  (f);"  what  do  you  think  the  judge 

would  say? 

CDC [MR.  COOMBS]:  I  think  the  judge  would  pause  for  one  moment, 
the  defense  to  stand  up  and  do  a  motion  under  rule  29  and  the  judge 
would  grant  the  motion.  Because,  I  do  not  believe  that  this  states 
an  offense  or  would  state  an  offense  under  an  indictment  in  a  federal 
Court.  Certainly  would  state  a  793  offense.  This  is — and  we  know 
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that  this  is  a  made-up  offense.  134  allows  us  to  do  that  because  we 
recognize  in  Parker  v.  Levy — recognizes  that  not  all  wrongs  can  be 
addressed  by  the  code.  And  so,  134  is  the  tool  of  the  prosecutor  to 
address  something  that  they  believe  is  not  articulated  within  the 
punitive — or,  the  enumerated  articles.  But,  when  you  do  that  you  are 
making  up  an  offense.  This  is  not  an  offense  that  is  tracking  at  all 
on  793  either  on  mens  rea  or  actus  reus.  So,  the  argument  that  the 
793  offense  would  be  the  lesser  included,  I  would  say  no,  a  federal 
Court  would  not  find  this  to  be  a  sufficient  indictment. 

MJ:  So,  for  the  closely  related  offense  analysis  in  step  one, 

the — have  the  Courts  Ibbked  to  similarities?  It  does  not  have  to  be 
identical  to  the  actual — if  it  was  identical,  it  would  be  charged 
under  the  article  itself. 

CDC [MR .  COOMBS]:  Right,  Your  Honor.  I  think  it  is  the 
similarity.  I  can  only — because  I  found  the  Ramsey  case  when  I  was 
looking  for  other  things  that  might  give  a  little  more  detail  on  that 
discussion.  So,  anecdotally  I  can  only  say  from  experience  the  idea 
is  that  you  look  at  the  other  offenses  to  see;  are  you  essentially 
stating  that  other  offense?  And  because  it  is  closely  related,  just 
the  general  term,  "closely  related",  obviously  means  not  identical. 
And  so,  when  you  look  at  that  and  you  use  that  to  come  up  with  the 
maximum  punishment,  R.C.M.  1003  lays  forward  a  very  straightforward 
process  for  that.  And,  I  think  the  judge  is  on  solid  footing  as  long 
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as  the  judge  articulates  a  basis  that  is  consistent  with  1003  to  say 
what  a  maximum  is.  Ramsey,  I  think  the  judge  was  actually  trying  to 
do  a  good  thing  for  the  defense  by  rejecting  the  idea  of  a  lesser 
included  offense  having  the  same  maximum  punishment  has  the  greater 
offense  because  the  judge  said,  just  from  a  common  sense  standpoint, 
this  is  a  male  judge  said,  he  believed  lesser,  in  some  way,  had  to 
mean  lesser.  And  he  did  not  appear  to  him  that  that  made  sense  that 
the  lesser  punishment  would  have  the  exact  same  maximum  punishment. 
And  CMA  said  they  understood  that  logic  but  unfortunately,  that  was 
error  to  have  deviated  from  1003.  It  was  harmless  error  because  it 
was  to  the  benefit  of  the  accused  and  the  accused's  argument  fbxilthe 
closely  related  offense  did  not  actually  carry  much  water.  So,  CMA 
was  not  too  concerned  with  that  problem.  Here,  I  would  say  that  this 
offense,  to  the  extent  that  is  related  to  anything,  it  is  related  to 
a  380-5  violation.  There  are  certainly  differences;  the,  "causing  it 
to  be  published  on  the  Internet",  the  mens  rea  of,  "wrongfully",  and, 
"wantonly",  but  that  is  a  creation  of  the  government  and  how  they 
chose  to  create  this  offense.  So,  if  that  is  a  problem  to  where  it 
is  not  related  to  anything  under  part  IV  to  the  satisfaction  of  the 
Court,  which  I  think  the  Court  would  be  on  solid  footing  to  say  it  is 
an  Article  92,  380-5.  Well  then  certainly,  under  the  second,  it  is 
closely  related  for  custom  of  the  service  which  would,  again,  would 
get  you  to  the  380-5  and  two-year  limit. 
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MJ:  All  right,  thank  you.  I  am  going  to  take  this  motion  under 

advisement  because  I  just  received  Ramsey  this  morning  and  I  have  not 
read  it  yet. 

CDC [MR .  COOMBS]:  Yes,  Your  Honor. 

MJ:  But,  we  will  go  ahead  and  continue  on  with  the  oral 

argument . 

Government,  do  you  have  anything  in  reply? 

ATC [CPT  WHYTE]:  Just  briefly,  very  briefly. 

MJ:  That  is  fine,  take  your  time. 

ATC [CPT  WHYTE]:  The  government  just  wants  to  make  one  point 
clear.  Your  Honor.  Under  the  c  1  o  s  e  1  r.  e  1  a  t  e  d  analysis,  closely  - 
related  does  not  mean  that  the  offense — that  there  is  a  punishable 
offense.  Again,  with  intelligence  encompassing  so  much  information, 
you  find  multiple  offenses  that  the  compromise  of  information  of 
which,  it  would  be  in  violation  of.  I  think  actually  said  that 
pretty  poorly,  but - 

MJ:  Okay,  so  we  are  doing,  closely  related  offenses.  So  we  are 

talking  about  articles  under  the  Uniform  Code  of  Military  Justice? 

ATC [CPT  WHYTE]:  Correct,  ma'am. 

MJ:  What  other  closely  related  offenses  does  the  government 

proffer? 

ATC [CPT  WHYTE]:  Well,  how  the  defense  is  arguing,  there  is  an 
Article  92  offense,  and  they  are  arguing  that  Article  92  is  closely 
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related  because  classified  and  sensitive  information  is  a  subset, 
essentially,  of  intelligence  because  the  Court  has  already  ruled  that 
intelligence  encompasses  that  information.  Just  because  it  is  a 
subset,  however,  does  not  mean  that  it  is  closely  related,  is  a 
closely  related  offense.  It  may  be  a  subset,  it  may  be  potentially 
punishable  under  380-5  and  Article  92  violation,  but  that  does  not 
necessarily  mean  that  it  is  closely  related.  So  if  you - 

MJ:  So,  let  me — and  I  want  to  make  sure  I  understand  the 

Government's  argument.  I  thought  when  you  sat  down  before  that  you 
were  arguing  to  me  793  should  apply. 

ATC  [CPT  WHYTE]  :  "Yes,  ma7  am.  - 

MJ:  And,  in  the  alternative,  if  I  say  that  this  conduct  is  not 
possible  under  any  of  the  subsections  of  18  United  States  Code, 
section  793(e),  the  government  is  going  to  Article  92  in  the 
alternative.  Now,  you  are  telling  you  that  that  is  not  the  case? 

ATC [CPT  WHYTE]:  Oh,  no  ma'am,  that  is  the  case. 

MJ:  Or,  are  you  telling  me  it  establishes  the  custom  of  the 

service? 

ATC [CPT  WHYTE]:  The  case,  as  the  government's  argument,  first 
of  all,  is  that  there  is  no  closely  related  offense  in  the  MCM  and 
that  a  793  offense  under  the  US  code  should  be  something  the  Court  at 
least  takes  into  consideration  when  determining  that. 
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MJ:  Well,  I  will  ask  you  the  same  question  I  asked  the  defense. 

If  I  take  the  specifications  charged  under  Specification  1  of  Charge 
II  and  walk  into  District  Court  as  a  prosecutor,  and  proffer  that  as 
the  indictment  for  18  United  States  Code  section  793(d),  (e)  ,  or  (f)  , 

what  do  you  think  is  likely  to  happen? 

ATC [CPT  WHYTE]:  Your  Honor,  asking  for  a — having  a  ten-year 
maximum  punishment  for  an  offense,  the  conduct  of  which  forbids — the 
specification,  I'm  sorry,  the  specification  and  the  conduct  of  which 
in  the  specification  says,  "Intelligence  published  on  the  Internet 
knowing  or  having  reason  to  believe — knowing  that  intelligence 
published  on  the  Internet  is  accessible  to  the  enemy",  asking  for  a 
10  year  offense.  Your  Honor,  that  would  not  be  too  egregious. 

MJ:  So,  I  should  do  it  on  equitable  grounds? 

ATC [CPT  WHYTE]:  No,  ma'am,  but  it  is  just  the  government's 
position  that  publishing  intelligence  on  the  Internet,  knowing  that 
intelligence  published  on  the  Internet  is  accessible  to  the  enemy - 

MJ:  Well,  I  am  trying  to  apply  the  test  that  the  law  is  giving 

me  and  the  most  recent  case  I  have  that  seems  to  articulate  what  I 
need  to  do  is  United  States  v.  Beaty.  Is  there  something  that  is 
more  current?  Am  I  relying  on  something  that  is  not  correct? 

ATC [CPT  WHYTE]:  No,  ma'am.  Beaty  is  controlling  and  is  the 
most  recent  CAAF  opinion  on  this  decision.  Again,  Beaty  says  that  if 
the  offense  is  not  closely  aligned,  closely  related,  you  can 
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consider,  like,  the  Blevins  case.  Your  Honor.  You  can  consider  other 
federal  statutes  that  may  not  specifically  prescribe  the  charged 
misconduct,  but  still  encompass  the  same  evil. 

MJ:  But,  that  is  where  I  am  having  trouble  with  your  argument. 

I  have  got  footnote  7  here,  and  I  grant  you  that  CAAF  did  not 
actually  overrule  Blevins  in  the  footnote,  but  it  says,  "The 
government's  argument  that  it  is  entitled  to  the  maximum  punishment 
for  a  violation  of  the  CPPA  because  the  offense  charged  here  is, 
'closely  related  to  that  offense  in  the  United  States  Code,"  is 
misplaced.  In  Leonard  we  observed  that  the  closely  related  language 

in  R.C.M.  1003(c)  (1)  (B)  (i)  refers  to  offenses  that  are  closely - - 

related  to  offenses  listed  in  the  MCM,  not  offenses  in  the  United 
States  code;  such  as  18  United  States  Code  section  2252(a)  permits 
punishment — R.C.M.  1003 (c) (1) (b) (ii)  permits  punishment  for  an 
offense,  'as  authorized  by  the  United  States  Code.'"  And  then  it 
says,  "see  (f)  Blevins ,"  which  is,  as  I  understand,  Blevins  is  the 
argument  you  are  making,  and  after  saying  what  Blevins  said,  it  says, 
"insofar  as  Blevins  can  be  read  to  import  a  concept  of  closely 
related  listed  offenses  under  subparagraph  (i)  into  the  different 
standard  chosen  by  the  President  in  subparagraph  (ii) ,  with  respect 
to  federal  offenses  it  is  at  odds  with  both  the  text  of  R.C.M. 

1003(c) (1) (B)  and  Leonard.  So,  when  reading  this  footnote,  is  it  the 
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government's  argument  that  I  can  comfortably  rely  on  Blevins' 
analysis? 

ATC [CPT  WHYTE]:  It  is.  Your  Honor,  because  the  closely  related 
analysis  only — as  the  footnote  indicates,  only  applies  to  punitive 
articles . 

MJ:  Yes,  but  aren't  you  arguing  to  me  that - 

ATC [CPT  WHYTE]:  Yes,  ma'am.  Under  the  third.  So,  if  there  is 
no  closely  related  punitive  article  the  Court  could  take  into 
consideration  other  federal  statute  that  they  not  specifically 
proscribe  the  actual  conduct  in  the  specification,  but  still 

proscribe  the  same  evil - 

MJ:  Am  I  missing  this  footnote?  The  footnote,  as  the  way  I 

read  it,  tells  you  the,  "closely  related"  piece  only  goes  to  offenses 
in  the  manual,  not  offenses  under  the  United  States  Code. 

ATC [CPT  WHYTE]:  That  is  correct,  Your  Honor.  That  is  how  we 
read  it  as  well. 

MJ:  But,  is  the  Government  arguing  to  me  that  I  should  using  a, 

"closely  related",  scenario  to  find  the  maximum  punishment  under  18 
United  States  Code  section  793(d),  (e) ,  or  (f) ? 

ATC [CPT  WHYTE]:  No,  Your  Honor,  not  a,  "closely  related", 
analysis.  However,  the  Court  can  consider  other  federal  statutes 
that  may  proscribe  the  same  evil  underlying  the  misconduct  of 
Specification  1  of  charge  II. 
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MJ:  Didn't  the  Court  say  that  Blevins,  when  they  said  that,  was 

at  odds  with — is  it  difference — "Insofar  as  Blevins  can  be  read  to 
incorporate  the  concept  of,  closely  related,  listed  offenses  under 
subparagraph  (i)  into  the  different  standard,"  and,  "  (i) "  is  the  MCM 
offenses,  "into  the  different  standard  chosen  by  the  President  in 
subparagraph  (ii) , "  which  is  the  federal  offenses.  "With  respect  to 
federal  offenses,  it  is  at  odds  with  both  the  text  of  the  R.C.M. 
1003(c) (1) (B)  and  Leonard .  " 

ATC [CPT  WHYTE]:  Your  Honor,  we  are  not  saying  that  there  is  a 
federal  statute  that  is  closely  related.  However,  when  Your  Honor 
looks  at,  for  Blevins,  the  sentence  right  above  that  sentence,  "in  so 
far"  that  starts  with,  "in  so  far" — because,  the  evil,  without 
accounting  for  the  different  mens  rea  between  the  charged  offense  and 
the  mens  rea  required  by  the  Smith  Act  which  was  the  federal  statute 
in  Blevins,  they  said  the  Court  could  still  consider  other  federal 
offenses,  even  if  the  mens  rea  may  be  different  than  the 
specification.  So,  it  is  not  necessarily  a,  "closely  related" 
analysis.  Your  Honor. 

MJ:  So,  when  you  have  a  site  that  begins  with,  "But  see  f.", 

what  does  that  mean? 

ATC [CPT  WHYTE]:  In  contrast  with,  or,  "but  see  also". 

MJ:  All  right.  So,  if  I  read  Beaty  required  that  look  to  the 

Federal  Criminal  Code  for  a  maximum  punishment,  the  specification 
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charged  has  to  meet  all  of  the  elements  in  the  charged  offense  in  the 
federal  criminal  code;  do  you  think  that  I  am  reading  Beaty  too 
narrowly? 

ATC [CPT  WHYTE]:  I  am  sorry,  can  you  repeat  that  question? 

MJ:  All  right.  If  I  read  Beaty  to  require  that  once  you  go 
beyond  the,  "closely  related  offense",  there  is  nothing  in  the  MCM 
that  is  closely  related  and  we  are  now  at  the  federal  offense — 
looking  at  the  federal  offenses;  if  I  read  Beaty  to  require  that  the 
charged  conduct,  as  in  Leonard ,  have  every  element  of  the  federal 
offense,  except  the  jurisdictional  element,  am  I  reading  Beaty  too 
narrowly? 

ATC [CPT  WHYTE]:  It  is  the  government  position.  Your  Honor,  that 
they  would  be  since  Blevins  is  still  good  law.  This  case  did  not 
necessarily  overturn  Blevins ,  so  the  Court  would  be  justified  in 
doing  so.  Your  Honor. 

MJ:  All  right,  thank  you. 

Anything  else  on  this  issue? 

CDC [MR .  COOMBS]:  No,  Your  Honor. 

MJ:  All  right,  we  are  going  to  address  the  government's  motion 

to  preclude  actual  damage  on  the  merits.  This  appears  to  be  a  good 
time  for  a  recess.  How  long  would  the  parties  like? 
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1  CDC [MR.  COOMBS]:  Could  we  go  ahead  and — it  may  be  a  tad  bit  early, 

2  but  with  the  Court  be  fine  with  doing  a  lunch  recess  now  and  coming 

3  back  at  1300? 

4  MJ:  I  do  not  have  any  issues  with  that.  Does  the  government 

5  have  any  issues? 

6  TC [MAJ  FEIN]:  No,  Your  Honor. 

7  MJ:  All  right.  Court's  in  recess  until  1300. 

8  [The  Article  39(a)  session  recessed  at  1123,  18  July  2012.] 

9  [The  Article  39(a)  session  was  called  to  order  at  1336,  18  July 
10  2012.] 

11  MJ:  This  Article  39(a)  session  is  called  to  order. 

12  Let  the  record  reflect  all  parties  present  when  the  Court 

13  last  recessed  are  again  present  in  Court. 

14  The  Court  met  briefly  with  the  parties  for  an  R.C.M.  802 

15  conference.  That  is  where  we  discuss  logistics  or  other  issues  that 

16  arise  in  cases  and  when  we  recently  did  the  lesser  included  offense 

17  litigation,  we  stopped  at  Specification  1  of  Charge  II.  There  is  a 

18  possibility,  based  on  the  charges  now,  that  with  the  three  theories 

19  of  the  offenses  charged  under  both  the  United  States  Code  and  Article 

20  134,  the  fact  finder  could  come  back  and  except  out  the  clause  3 

21  theory.  And  if  they  do  that,  that  would  leave  a  straight  clause  1 

22  and  clause  2  Article  134  lesser  included  offense.  So,  I  am  going  to 

23  allow  the  parties  to  address  that  issue  at  this  time.  Anything  else 
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that  the  parties — Oh,  and  the  other  issue  that  we  did  discuss  at  the 
R.C.M.  802  conference  is  that  the  parties  have  commitments  after  1600 
today,  so  we  are  going  to  proceed  until  1600  today  and  then  recess 
the  Court  until  tomorrow.  Would  the  parties  like  to  add  anything  to 
my  synopsis? 

CDC [MR .  COOMBS]:  No,  Your  Honor. 

TC [MAJ  FEIN]:  No,  Your  Honor. 

MJ:  All  right.  Government,  would  you  like  to  argue  for  the 

remaining  lesser  included  offense? 

ATC [CPT  WHYTE]:  Yes,  I  would. 

MJ:  Let's  start  with  the  specifications^-  charged  under iHFTJnited 

States  Code  section  641  and  Article  134. 

ATC [CPT  WHYTE]:  Yes,  ma'am.  So  again,  under  the  test  of  R.C.M. 
1003,  first  we  determine  whether  or  not  that  clause  1  and  clause  2 
offense  is  a  punitive  article  in  the  MCM.  Here,  that  is  not  the 
case.  The  theft  of  intangible  property  is  not  punishable  under  the 
MCM. 

MJ:  So,  would  it  be  closely  related  to — well,  it  would  be 
larceny  under  121  that  would  be  the  conduct  at  issue.  Would  it  be 
closely  related  to  that;  it  doesn't  have  to  be  identical? 

ATC [CPT  WHYTE]:  It  would  not.  Your  Honor.  The  CAAF  in  Leonard 
Wood — I  am  sorry,  Leonard,  they  confirmed  that  if  the  act  is  not 
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punishable  under  the  punitive  article,  it  is  not  a  closely  related 
offense . 

MJ:  Now,  show  me  that  language  in  Leonard.  I  know  they  said 

that  for  the  criminal — federal  statute,  but  I  thought  the  closely 
related  offense  was  more  generous.  Because,  if  you  look  there — I  do 
not  know  if  you  have  the  Westlaw  copy,  but  if  you  look  at  page  4  of  6 
in  the  Westlaw  copy,  at  least,  that  I  have - 

ATC [CPT  WHYTE]:  Yes,  ma'am. 

MJ:  - Down  at  the  bottom  it  says,  "We  observe  that  'closely 

related'  language  in  R.C.M.  1003 (c) (1) (B) (ii)  refers  to  offenses  that 
are  closely  related  to  offense's  -listed  in  the  manual." 

ATC [CPT  WHYTE]:  Yes,  ma'am.  I  think  I  did  misspeak,  I  thought- 
-yes,  I  think  you  are  correct.  Your  Honor. 

MJ:  So  then,  looking  at  larceny,  would  that  be  a  closely 

related  offense? 

ATC [CPT  WHYTE]:  It  would  not.  Your  Honor,  because  the 
information  that  the  accused  is  charged  with  stealing  is  not  subject 
to  the  121 — Article  121.  So,  even  though — so,  it  could  not,  on  its 
face,  be,  "closely  related".  The  accused  could  not  be  punished  under 
121  for  an  intangible  property. 

MJ:  What  does,  "closely  related",  mean? 

ATC [CPT  WHYTE]:  "Closely  related",  honestly,  the  government 
could  not  find  a  clear  definition  of  what,  "closely  related",  means. 
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For  federal  statutes,  when  the  Court  looks  at  federal  statutes,  we 
could  find  the  analogous  mens  rea,  analogous  conduct,  essentially  the 
same  proscribed  misconduct.  But,  for,  "closely  related",  there  was 
not  a  clear  definition  of  what  that  means.  And,  the  government  would 
argue  that  if  conduct  is  not  punishable  under  an  article,  it  could 
not  be,  at  least — especially,  for  a  121,  when  the  information  that  is 
charged  to  have  been  stolen  is  not  punishable  under  121,  it  could  not 
be,  "closely  related".  It  could  not  be  a,  "closely  related", 
offense.  Your  Honor,  the  case  law  is  clear  that  intangible  property 
is  not  subject  to  Article  121,  and  especially  here  where  we  have  a 
directly  on  point  analogous  federal  statute  that  does  apply.  The 
prosecution  would  argue  that  article  121 — the  maximum  punishment  for 
641  should  be  the  maximum  punishment  proposed. 

MJ:  Well,  I  mean,  the  only  issue  I  have  with  your  argument  is 

it  seems  that  that  is  step  two.  Let  us  look  at  the  rule.  Because, 
here  it  says,  and  if  you  look  at  R.C.M.  1003(b)  (2) — I  am  sorry, 

(c) (1) (B) (i),  it  describes — it  says  that  an  offense  can  be,  "equally 
closely  related  to  two  or  more  listed  offenses."  So,  it  seems  to  be 
looking  a  little  bit  more  broadly. 

ATC [CPT  WHYTE]:  Yes,  ma'am.  Again,  when  the  actual — especially 
for  the  larceny  type  offense,  when  the  information  that  is  subject  to 
have  been  stolen,  or  converted,  it  cannot  be--the  punishment  maximum 
punishment  cannot  be  a  121  when  the  information  is  intangible. 
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MJ:  Well,  I  understand  it  cannot  be  charged  under  121. 

ATC [CPT  WHYTE]:  Yes,  ma'am. 

MJ:  But,  why  cannot  it  be  a,  "closely  related",  offense? 

ATC [CPT  WHYTE]:  Can  I  have — 

MJ:  Certainly. 

[The  trial  counsel  conferred.] 

MJ:  Because,  it  seems  according  to  (ii)  under  that  section  we 

are  looking  at,  it  says,  "an  offense — you  do  not  get  to  the  federal 
criminal  code  unless  you  first  conclude  that  an  offense  not  listed  in 
part  IV  is  not  included  in  or  closely  related  to  any  offense  in  the 
manual.  In  Leonard,  I  believe  the  Court  of  Appeals  for  the  Armed- 
Forces  found  that  child  pornography  was  not  closely  related  to  any 
offense  in  the  manual. 

ATC [CPT  WHYTE]:  Of  what  appeared.  Yes,  ma'am,  correct.  The 
government,  obviously,  will  concede  that  both  Article  121  and  641  are 
larceny-type  offenses,  but  it  is  our  position  that  if  the  information 
that  is  supposed  to  have  been  stolen  completely  falls  outside  of  the 
language  of  121,  and  the  case  law  supporting  that,  then  it  is  not, 
"closely  related". 

MJ:  Okay,  I  understand  your  argument. 

ATC [CPT  WHYTE]:  For  instance,  if  there  was  a  different  mens 
rea,  that  that  could  possibly  be  lesser--"closely  related."  But, 
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when  you  have  information  that  is  not  within  the  realm  of  121,  the 
prosecution  would  argue  that  it  is  not  closely  related. 

MJ:  Do  you  have  any  case  law  that  supports  that? 

ATC [CPT  WHYTE]:  Honestly,  Your  Honor,  we  did  not  find  case  law 
that  directly  said,  "what  is  closely  related?  How  do  you  define 
that?" 

MJ:  Did  you  find  in  the  case  law  that  dealt  with  offenses 

charged  under  clauses  1,  2,  and  3,  other  than  the  child  pornography 
where  the  Court  of  Appeals  for  the  Armed  Forces  has  specifically  come 
and  said  that  there  is  not  a  closely  related  offense  where  the 
sentencing  judge  has  taken  a  clause  1  and  2  offense  and  gone  back  and 
looked  for  a  closely  related  offense  and  found  one? 

ATC [CPT  WHYTE]:  I  don't  believe  so.  Your  Honor. 

MJ:  Okay.  I  believe  most  of  the  litigation  in  this  area 

probably  involves  cases  that  are  on  appeal. 

ATC [CPT  WHYTE]:  Yes,  ma'am. 

MJ:  Okay.  Let's  just  go  through  the  specifications.  Assuming, 

I  am  not  ruling  anything  yet,  but  if  I  find  that  Article  121  is  a 
closely  related  offense  to  the  641  offenses,  the  Specification  4,  is 
it  the  government's  position  that  the  Combined  Information  Data 
Network  Exchange  Iraq  database  and  the  records  in  it  are  military 
property? 

ATC [CPT  WHYTE]:  Yes,  Your  Honor. 
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MJ:  All  right,  what  about  Specification  6? 

ATC [CPT  WHYTE]:  Yes,  Your  Honor. 

MJ:  That  is  the  database  for  Afghanistan? 

ATC [CPT  WHYTE]:  Yes,  ma'am. 

MJ:  Specification  8  is  the  Southern  Command  database? 

ATC [CPT  WHYTE]:  Yes,  ma'am. 

MJ:  Specification  10  is  the  five  classified  records  relating 
to — I  am  sorry.  Specification  12,  I've  got  the  Department  of  State 
Net-Centric  Diplomacy  Database;  is  that  military  property? 

ATC [CPT  WHYTE]:  We  would  argue  that  is  not. 

MJ:  Okay.  And  what  about  Specification  16,  the . 

ATC [CPT  WHYTE]:  Global  address  list? 

MJ:  Yes. 

ATC [CPT  WHYTE]:  Yes,  ma'am. 

MJ:  So  basically,  the  government's  position  would  be  every 

specification  except  Specification  12  would  be  military  property, 
should  I  find  that  Article  121  is,  "closely  related"? 

ATC [CPT  WHYTE]:  Yes,  correct,  yes,  ma'am. 

MJ:  Now,  assuming  I  do  not  find  that,  what  is  a  Government's 

position? 

ATC [CPT  WHYTE]:  Assuming  that  you  do  not? 

MJ:  That  I  do  not  find  a,  "closely  related",  offense. 
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ATC [CPT  WHYTE]:  Then,  Your  Honor,  if  you  look  at — the  maximum 
punishment  should  be  that  of  18  U.S.C.  641,  because  that  punishes — 
that  is  an  analogous  federal  statute  that  punishes  the  conduct  and 
the  mens  rea  in  the  specifications  that  we  just  discussed. 

MJ:  All  right,  and  would  that  be  your  theory  also  for  the 

793(e)  and  1030(a)  offenses? 

ATC [CPT  WHYTE]:  I  am  sorry,  can  you - 

MJ:  Would  that  also  be  your  theory  for  the  793(e)  and  1030(a) 

offenses;  that  they — the  793(e)  offenses,  is  there  a  closely  related 
offense  in  the  manual? 

ATC  [CPT  WHYTE]:  We  would  argue~ther'e  is  not. 

MJ:  All  right.  And  then,  if  there  is  not,  what  would  you  argue 

that  the  maximum  punishment  should  be? 

ATC [CPT  WHYTE]:  That  of  793,  which  is  10  years.  Your  Honor. 

MJ:  All  right.  And,  what  about  the  1030(a)  offenses;  does  the 

government  believe  there  is  a  closely  related  offense  under  part  IV 
of  the  manual? 

ATC [CPT  WHYTE]:  No,  ma'am. 

MJ:  And,  what  does  the  government  then — what  is  your  position 

on  the  maximum  punishment  for  those  offenses  should  clause  3  fall 
out? 

ATC [CPT  WHYTE]:  That  of  1030,  which  is  10  years. 

MJ:  Is  there  anything  else  that  you  would  like  to  argue? 
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ATC [CPT  WHYTE]:  Just  very,  very  briefly,  I  promise  because  I 
know  that - 

MJ:  Captain  Whyte. 

ATC [CPT  WHYTE]:  Yes,  ma'am,  I  am  sorry. 

MJ:  Take  your  time,  argue  the  government  position. 

ATC [CPT  WHYTE]:  Before  we  left  the  last  session.  Your  Honor, 
you  asked  both  parties,  "If  you  walked  into  federal  Court,  what  is 
the  most  analogous  federal  statute  that  criminalizes  the  conduct 
described  in  Specification  1  of  charge  II?"  And  this  is,  again - 

MJ:  Well,  I  asked  if  that  specification  was  prosecuted  in 

federal  Court  under  what  statute  would  be  it  prosecuted. 

ATC [CPT  WHYTE]:  Yes,  ma'am.  We  found  some — and  again,  this  I 
guess  would  only  apply  if  the  Court  finds  that  Specification  1  of 
Charge  II  is  not  in  the  MCM,  is  not  a  punitive  article  and  that  it  is 
not  closely  related  to  a  punitive  article  or  is  not  included  in  a 
punitive  article,  and  the  Court  looks  to  the  United  States  Code  to 
determine  what  actually  is  the  authorized  punishment.  And,  if  the 
Court  considers  the  Blevins  Court  of  Military  Appeals  case,  the 
prosecution  is  respectfully  asking  the  Court  consider  a  couple  of  the 
federal  cases  that  they  pulled  that — that  proscribe,  punish  the  same 
evil  as  the  Blevins  Court  articulated  that  is  captured  in 
Specification  1  of  Charge  II. 

MJ:  And,  what  are  those  cases? 
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ATC [CPT  WHYTE]:  I  am  sorry,  statutes,  I  am  sorry,  ma'am;  some 
of  these  federal  statutes  that  are  somewhat  analogous.  And,  we  do 
have  a  copy.  Your  Honor,  of  these  if  you  would  like  us  to  mark  them 
as  an  appellate  exhibit — at  least  the  most  analogous,  Your  Honor. 

MJ:  If  they  are  actual  federal  statutes,  I  think  you  can  go 

ahead  and — they  are  in  the  law,  so  you  do  not  need  to  add  them  as 
appellate  exhibits,  but  if  you  have  extra  copies  that  I  can  look  at, 
rather  than  looking  at  the  book,  I  would  appreciate  it. 

ATC [CPT  WHYTE]:  Yes,  ma'am. 

MJ:  Does  either  side  desire  to  have  the  statutes  marked? 

CDC [MR .  COOMBS]:  The  defense  does  not.  Your  Honor. 

MJ:  So  the  statutes  would  be,  what? 

ATC [CPT  WHYTE]:  Well,  the  most  analogous.  Your  Honor,  at  least- 
-and,  the  government  is  not  saying  that  these  statutes — the 
Specification  1  of  Charge  II,  that  this  is  a  directly  on  point 
analogous  federal  statute.  These  are  just  statutes  that  the  Court 
should  reference  as  the  Blevins  Court  did  in  determining  a  maximum 
punishment.  The  most  analogous,  and  again  not  directly  analogous, 
the  most  analogous,  we  would  argue  is  50  U.S.C.  783. 

MJ:  Okay,  and  which  section? 

ATC [CPT  WHYTE]:  Section  A,  Your  Honor.  And  essentially,  Your 
Honor,  the  elements  of  that  would  be,  "An  employee  of  the  United 
States  did  communicate  in  any  manor  or  by  any  means  to  any  other 
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person  whom  such  officer  or  employee  knows  or  has  reason  to  believe 
to  be  an  agent  or  representative  of  any  foreign  government  and  that 
information  is  classified  and  that  same  employee  knowingly  or  having 
reason  to  know  that  such  information  has  been  so  classified." 

MJ:  Well,  here,  aren't  you  charging  PFC  Manning  with  knowingly 

publishing  things  on  the  Internet  knowing  that  the  Internet  is 
accessible  to  the  enemy? 

ATC[CPT  WHYTE] :  Yes,  ma'am. 

MJ:  So,  you  have  a,  "wanton",  mens  rea  here.  This  statute  is 

a,  "knowing",  mens  rea;  "knowing",  or,  "has  reason  to  believe  that 
the  person  that  they  are  gd  ving'TLnto tirs  an  agent  or  representative  of 
a  foreign  government."  So,  how  are  they  the  same  actus  and  mens  rea ? 

ATC [CPT  WHYTE]:  Yes,  ma'am.  When  you  have — that  element  of 
spec  one.  Charge  II,  having — publishing  intelligence  on  the  Internet 
with  the  knowledge  that  intelligence  published  on  the  Internet  is 
accessible  to  the  enemy,  that  element  of  the,  "knowing  that 
intelligence  published  on  the  Internet  is  accessible  to  the  enemy", 
is,  again,  not  directly  analogous,  but  it  is  captured  within,  "the 
employee  knows  or  has  reason  to  believe  the  recipient  is  an  agent  or 
representative  of  any  foreign  government."  Again,  it  is  not  directly 
on  point,  but  it  does  proscribe  the  same  evil  of  Specification  1  of 
Charge  II;  a,  "wanton",  conduct. 
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MJ:  Well,  does  the  government  see  a  distinction  between 

actually  knowing  or  reason — giving  something  to  someone  you  know  or 
believe  to  be  an  agent  or  representative  of  a  foreign  government  is 
different  at  all  then  publishing  something  on  the  Internet,  knowing 
that  the  enemy  has  access  to  it? 

ATC [CPT  WHYTE]:  I  am  sorry,  can  you - 

MJ:  Is  it  the  Government's  contention  that  giving  classified 

information  to  a  person  who  the  employee  or  officer  knows  or  has 
reason  to  believe  is  an  agent  or  representative  of  a  foreign 
government  is  the  same  or  similar  to  wrongfully  and  wantonly  being 
published  on  the  Internet,  intelligence  of  the  United  States  with 
knowledge  that  the  intelligence  is  accessible  to  the  enemy? 

ATC [CPT  WHYTE]:  Yes,  ma'am.  The,  "Having  knowledge  that 
information — intelligence  published  on  the  Internet  is  accessible  to 
the  enemy",  and  still  going  through  that  conduct,  yes,  ma'am.  We 
would  argue  that  that  is  again,  not  directly  on  point,  this  is 
something  that  we  are  just  respectfully  asking  the  Court  just  to 
reference  when  deciding  the  maximum  punishment  to  that  offense. 

Again,  just  to  highlight  the  seriousness  of  the  offense.  Your  Honor. 
And,  we  have  also,  for  the  Court,  I  believe  Major  Fein  just  handed  to 
the  Court  reporter,  other  federal  statutes,  to  include  18  U.S.C.  798; 
18  U.S.C.  794(b);  18  U.S.C.  1831,  1832,  1924,  2071,  2232,  and  that 
should  complete  list,  Your  Honor. 
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MJ:  All  right,  I  will  take  these  under  advisement. 

ATC [CPT  WHYTE]:  Yes,  ma'am,  thank  you. 

MJ:  And  before  I  do  that,  you  want  me  to  take  these  under 

advisement  both  for  the  793(e),  and  the  1030(a)  offenses? 

ATC [CPT  WHYTE]:  Yes,  ma'am,  please. 

MJ:  Yes,  Mr.  Coombs? 

CDC [MR .  COOMBS]:  Yes,  Your  Honor.  The  defense's  position  would 
be,  if  the  members  struck  out  the  clause  3  and  we  have  a  one  and  two 
for  the  641  offenses.  Article  121  would  be  the  closely  related 
offense  that  the  Court  should  go  to  as  far  as  determining  the  maximum 
punishment.  Based  upon  the  maximum  punishment,  it  would  depend  upon 
if  it  is  military  property  or  not  and  the  value  of  the  property. 

With  regards  to  the  government's  argument - 

MJ:  Let  me  ask  you,  before  you  go  further,  let  me  ask  you  a 

question. 

CDC [MR.  COOMBS]:  Yes,  Your  Honor. 

MJ:  Are  you  aware  of  any  case  where,  at  the  trial  level,  the 

judge  has,  or  the  finder  of  fact  has  crafted  out  the  clause  3 — or 
even  the  appellate  Court  for  that  matter,  and  then  found  a  closely 
related  offense  in  the  manual  rather  than  the  actual  federal  offense? 

CDC [MR.  COOMBS]:  No.  And  I  did  not — the  case,  the  Ramsey  case 
was  really  the  only  case  that  I  could  find  kind  of  dealing  with 
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R.C.M.  1003  in  any  good  detail.  So,  no,  the  defense  did  not  find 
anything  that  would  be  instructive. 

MJ:  So,  blazing  new  paths,  all  right. 

CDC [MR.  COOMBS]:  Yes,  Your  Honor.  So  with  regards  to  the 
government's  argument  that  when  the  Court  does  its  1003(c) (1) (B) (i) 
analysis,  that  the,  "closely  related",  must  mean  that  you  could 
charge  it  under  Article  121,  that  really  does  make  any  sense  because 
if  you,  in  fact,  could  charge  it  under  Article  121,  you  would 
probably  have  a  preemption  issue  because  if  it  was  chargeable  under 
121  then  clearly  the  language  in  Article  134  says  you  cannot  have  a 
larceny-like  offense.  So,  it  is  not  surprising  that  this  will  be 
slightly  different  than  121.  And  so  the,  "closely  related",  must 
mean  its  natural  meaning  and  that  is  it  is  closely  related  to  that 
offense.  So,  in  this  instance,  the  121  is  the  offense  that  the  Court 
would — should  instruct  the  members  on  if  they  choose  to  strike  the 
clause  3  language. 

MJ:  Is  that  the  offense  that  the  defense  is  requesting  that  the 

Court  instruct  on? 

CDC [MR.  COOMBS]:  Yes,  Your  Honor,  if,  in  fact,  they  strike  the 
clause  3  language  and  we  have  clause  1  and  2,  then  we  would  say  that 
121  is  the  closely  related  offense  and  then  it  would  just  depend  on 
value,  and  military  property,  ma'am.  With  regards  to  the  793,  and 
the  1030  offenses,  our  argument  tracks  with  our  spec  one.  Charge  II 
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argument.  So,  it  is  both  the  argument  that  the  closely  related 
offense  would  be  the  380-5  Article  92.  If  it  is  not  closely  related 
under  the  (B) (i) ,  then  when  you  go  to  either  the  code  or  custom  of 
the  service,  you  choose  custom  of  the  service  and  you  would  do  in 
Article  92  violation. 

MJ:  Why  would  you  choose  custom  of  the  service  over  the  code? 

CDC [MR.  COOMBS]:  The  logical  argument  there,  again,  I  would 
love  to  give  you  a  case  to  say  that  that  is  what  it  should  be,  but 
when  you  look  at  the  drafters'  intent  under  the  first  prong,  you  have 
two  offenses  that  are  closely  related,  you  choose  the  one  with  the 
lower  maximum  punishment.  There  is  no  reason  to  say  that  the 
drafters  then,  if  you  did  not  have  something  in  part  IV  and  you  had 
to  look  to  custom  of  the  service  or  to  the  code,  that  that  same  type 
of  belief  that  you  should  choose  the  lesser  punishment  should  not 
also  apply. 

MJ:  Except  for  that  portion  of  the  rule  does  not  say  that. 

CDC [MR.  COOMBS]:  It  does  not,  because,  I  think  at  that  point 
again,  the  drafters  probably  cannot  envision  all  possible  scenarios. 
But,  I  think  there  would  be  no  reason  not  to  have  the  same  intent 
because  in  this  instance  here,  what  we  are  saying  is  there  is  an 
offense  we  have  not  laid  out  the  maximum  punishment  for.  And,  the 
reason  we  have  not  is  because  it  is  a  created  offense  under  134.  So, 
the  entire  case  law  that  goes  along  with  Parker  v.  Levy  and 
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everything  else  that  we  do  in  the  military,  to  err  on  the  side  of 
benefit  to  the  accused,  I  would  argue  would  apply  here,  where  we 
would  say,  if  I  have  two  options,  even  assuming  the  multiple 
provisions  cited  by  the  government  would,  in  fact,  be  persuasive;  two 
options  between  a  code  and  between  a  custom  of  the  service  where  the 
custom  is  laid  out  in  380-5,  I  think  the  way  our  military  justice 
system  works,  the  scales  would  tip  to  380-5. 

MJ:  All  right,  thank  you. 

Well,  before  I  do  that,  Defense,  what  is  your  position  with 
respect  to  the  government's  additional  statutes? 

[MR.  COOMBS]:  My  argument  "C-;ld~bo  that  none  of  them  apply  for 
it  would  be  closely  related.  The  fact  that — well,  I  am  sure  the 
parties  have  to  adjust  their  arguments  based  upon  factors  they  have 
not  considered.  These  are  clearly  grasp  defenses  at  the  11th  hour 
because  we  just  were  handed  them.  But,  even  looking  at  them,  as  the 
Court  noted,  they  have  different  mens  rea,  a  different  actus  reus. 

So  here,  we  are  talking  about  publishing  information  on  the  Internet 
and  the  idea  that  once  it  is  on  the  Internet,  anyone  can  access  it, 
to  include  the  enemy.  None  of  the  statutes  that  the  government  has 
provided  to  the  Court  applies  to  that  type  of  activity.  So,  I  think 
the  actus  reus  is  completely  different.  Then,  the  mens  rea,  the 
"wantonly",  and,  "wrongfully",  that  the  government  chose  to  charge  is 
not  closely  related  to  the  mens  rea  requirements,  at  least  from  the 
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statutes  that  I  have  looked  at — that  they  have  given,  does  not  match 
up  either.  So,  in  that  regard,  I  would  say  that  it  would  not  even 
qualify  something  that  the  code--that  the  Court  would  look  to  as  far 
as  a  provision  in  the  code.  But,  even  to  the  extent,  if  the  Court  is 
persuaded  by  that,  then  the  custom  of  the  service,  we  would  argue, 
would  be  the  area  that  the  Court  should  go  to. 

MJ:  Okay,  thank  you. 

Captain  Whyte? 

ATC [CPT  WHYTE]:  Ma'am,  just  one  last  point.  The  government 
argued  just  a  second  ago  that  if  the  accused's  misconduct  does  not 
violate  a  punitive  article,  that  punitive  article  cannot  be  closely 
related  to  the  charged  offense.  And  they  argued — and,  the  government 
said  that  it  was  the  Leonard  case.  It  was  actually — I  knew  that  I 
had  saw  it  somewhere.  It  was  that  Tenney  case  which  the  government 
cited. 

MJ:  Do  you  have  a  copy  of  it? 

ATC [CPT  WHYTE]:  Yes,  ma'am. 

MJ:  May  I  see  it  please? 

ATC [CPT  WHYTE]:  Actually,  I  will  have  to  make  a  copy.  It  was  a 
case  that  was  included  on  the  government  motion  for  maximum 
punishment.  But,  it  does  say  that,  and  I  will  provide  that  to  the 
Court. 

MJ:  Okay,  that  will  be  very,  very  helpful. 
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ATC [CPT  WHYTE]:  Thank  you,  ma'am. 

MJ:  So,  at  the  next  recess  then,  you  will  provide  me  a  copy? 

ATC [CPT  WHYTE]:  Yes,  ma'am. 

CDC [MR .  COOMBS]:  Your  Honor,  I  just  want  to  make  sure  I 
understand  the  government.  Would  the  government  repeat  what  they 
believe  to  Tenney  case  supports? 

ATC[CPT  WHYTE]:  Yes,  the  government  cited  the  Leonard  case  for 
the  proposition  that  if  misconduct  is  not  punishable  under  a  punitive 
article,  that  punitive  article  is  not  closely  related  to  the  charged 
offense.  It  is  not  the  Leonard  case,  it  was  the  Tenney  case.  And,  I 
will  provide  that  to  the  Court  and  to  the  defense. 

MJ:  Yes? 

CDC [MR.  COOMBS]:  Ma'am,  I  would  just  say  that  the  defense  will 
look  at  the  case  and  then  giving  a  brief,  if  needed,  on  its  position. 

MJ:  Okay.  Before  we  move  on  to  litigating  the  actual  harm  or 
damage,  the  Court  is  prepared  to  rule  on  the  defense  renewed  motion 
to  dismiss  Specifications  13  and  14  of  Charge  II,  failure  to  state  an 
offense . 

Defense  moves  the  Court  for  the  second  time  to  dismiss 
Specifications  13  and  14  of  Charge  II  for  failure  to  state  an  offense 
because  the  government  has  failed  to  allege  the  accused's  conduct 
"exceeded  authorized  access"  within  the  meaning  of  18  United  States 
Code  section  1030(a)(1).  The  Government  opposes.  After  considering 


1440 


1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 


c 


9 


the  pleadings,  evidence  presented,  and  argument  of  counsel,  the  Court 
finds  and  concludes  as  follows: 

Factual  findings: 

1.  The  Court  adheres  to  the  facts  as  stated  in  the  8  June 
2012  prior  ruling  on  this  issue. 

2.  The  Court  further  finds  that  the  government  proffers 
that  for  Specification  13,  the  evidence  will  show  that  the  accused 
"exceeded  authorized  access"  when  he  obtained  the  relevant 
information  using  an  unauthorized  program,  Wget . 

The  Law:  Failure  to  State  an  Offense. 

[1.]  The  military  is  a  nbTice  pleading  jurisdiction.  A 
charge  and  its  specification  is  sufficient  if  it  (1)  contains  the 
elements  of  the  offense  charged  and  fairly  informs  an  accused  of  the 
charge  against  which  he  must  defend;  and  (2)  enables  the  accused  to 
plead  an  acquittal  or  conviction  in  the  bar  of  future  prosecutions 
for  the  same  offense.  In  reviewing  the  adequacy  of  the 
specification,  the  analysis  is  limited  to  the  language  as  it  appears 
in  the  specification,  which  must  [expressly]  allege  the  elements  of 
the  offense  or  do  so  by  necessary  implication.  United  States  v. 

King,  71  MJ  50,  footnote  2,  (Court  of  Appeals  for  the  Armed  Forces 
2012),  quoting  United  States  v.  Fosler,  70  MJ  225  at  229  (Court  of 
Appeals  for  the  Armed  Forces  2011)  and  the  United  States  v.  Fleig,  16 
CMA  444  at  445  (1966)  (looking  "within  the  confines  of  the 
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specification") .  A  motion  to  dismiss  for  failure  to  state  an  offense 
is  a  challenge  to  the  adequacy  of  a  specification  and  whether  the 
specification  "alleges,  either  expressly  or  by  implication,  every 
element  of  the  offense,  so  as  to  give  the  accused  notice  and 
protection  against  double  jeopardy."  United  States  v.  Amazaki,  67  MJ 
666  at  669  and  670  note  8  (Army  Court  of  Criminal  Appeals  2009) 
(quoting  United  States  v.  Crafter,  64  MJ  2009 [sic]  at  2011 [sic] 

(Court  of  Appeals  for  the  Armed  Forces  2006) ) . 

2.  This  Court  has  the  power  to  dismiss  charges  before 
evidence  as  presented  in  accordance  with  Rule  for  Court-Martial 
907(b) (1)  only  when  the  issue  is  capable  of  resolution  without  trial 
on  the  issue  of  guilt. 

The  Law:  The  Computer  Fraud  and  Abuse  Act  (CFAA) ,  18  United 
States  Code  Section  1030(a) (1).  The  Court  adheres  to  the  law  as 
stated  in  its  8  June  2012  ruling  on  this  issue. 

Conclusions  of  law: 

1.  The  language  of  Specifications  13  and  14  of  Charge  II 
includes  all  the  elements  of  the  offense,  fairly  informed  the  accused 
of  the  charge  against  which  he  must  defend,  and  protect  the  accused 
against  double  jeopardy.  See  King,  at  51,  note  2;  Fosler,  at  229; 
Fleig  at  445. 

2.  Although  this  Court  has  the  power  to  dismiss  a 
specification  prior  to  trial  when  the  issue  is  capable  of  resolution 
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without  trial  on  the  issue  of  guilt,  this  power  should  be  used 
sparingly.  Unlike  the  cases  presented  to  the  Court,  Specifications 
13  and  14  of  Charge  II  allege  that  the  accused  "exceeded  authorized 
access"  to  classified  information  under  18  United  States  Code  Section 
1030(a) (1).  Restrictions  on  access  to  classified  information  are  not 
limited  to  code-based  or  technical  restrictions  on  access. 
Restrictions  on  access  to  classified  information  can  arise  from  a 
variety  of  sources,  to  include  regulations,  user  agreements,  and 
command  policies.  Restrictions  on  access  can  include  manner  of 
access.  User  agreements  can  also  contain  restrictions  on  access  as 
well  as  restrictions  on  use.  The  two  are  not  mutually  exclusive. 

The  Court  does  not  find  that  this  issue  is  capable  of  resolution 
prior  to  presentation  of  the  evidence.  These  issues  are 
appropriately  decided  after  the  formal  presentation  of  the  evidence 
either  as  a  motion  for  a  finding  of  not  guilty  under  R.C.M.  917  or  a 
motion  for  a  finding  that  the  evidence  is  not  legally  sufficient. 
King,  71  MJ  50;  United  States  v.  Griffith,  21  MJ  42  (Court  of 
Military  Appeals  1988) . 

3.  The  1996  legislative  history  also  evidences  Congress' 
intent  that  "exceeds  authorized  access"  is  not  limited  to  code 
breaking  restrictions  on  access.  (18  United  States  code  section 
1030(a) (1)  as  amended,  "covers  the  conduct  of  a  person  who 
deliberately  breaks  into  a  computer  with [sic]  authority,  or  an 
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insider  who  exceeds  authorized  access,  and  thereby  obtains  classified 
information  and  communicates  the  information  to  another  person,  or 
retains  it  without  delivering  to  the  proper  authorities...  It  is  the 
use  of  the  computer  that  is  being  proscribed,  not  the  unauthorized 
possession  of,  access  to,  or  control  over  the  information  itself.) 
Senate  report  number  104-357,  at  six  (1996) . 

4.  The  Court  considered  United  States  v.  Drew ,  259  FRD  449 
(CD  California  2009) .  Drew  upheld  a  felony  charge  under  18  United 
States  Code  Section  1030(c) (2) (B) (ii)  against  challenges  on  the 
grounds  of  vagueness,  failure  to  state  an  offense,  and  an 
unconstitutional  delegation  of  powers  finding  that  the  scienter 
element  requiring  intentional  accessing  of  the  computer  without 
authorization  or  in  excess  of  authorization  to  be  in  furtherance  of 
the  commission  of  a  crime  or  tortious  act  overcame  the  constitutional 
challenges  and  arguments  against  criminalizing  breaches  of  contract 
involving  the  use  of  computers.  Following  acquittal  of  the  felony 
offense.  Drew  held  that  facing  a  misdemeanor  conviction  under  the 
computer  fraud  act  as  per  18  United  States  code  sections  1030  (a)  (2) 

(C)  and  18  United  States  Code  Sections  (c) (2) (A)  upon  the  conscious 
violation  of  a  website's  terms  of  service  was  void  for  vagueness. 
[These]  lesser  included  misdemeanor  offense  with  no  scienter 
requirement  or  a  scienter  requirement  of  only  intent  to  access  a 
computer  without  authorized  for  exceed  authorized  access  were  void 
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for  vagueness  because  the  misdemeanor  statutes  did  not  provide  actual 
notice  or  minimal  guidelines  to  govern  law  enforcement.  The  Court's 
earlier  decision  to  uphold  a  felony  charge  in  United  States  Code 
section  1030(c) (2) (B) (ii)  is  in  accord  with  the  broad  view  of  the 
United  States  v.  Rodriguez ,  628  f  third  1258  (11th  Circuit  2010)  line 
of  cases. 

Five.  In  its  8  June  2012  ruling  on  the  original  motion  to 
dismiss,  the  Court  found  the  language  in  the  statute  and  legislative 
history  of  the  definition  of  "exceeds  authorized  access"  ambiguous, 
applied  the  rule  of  lenity,  and  stated  an  intent  to  instruct  in 
accordance  with  the  narrow  interpretation  that  "exceeds  authorized 
access"  is  limited  to  violations  of  restrictions  on  access  to 
information  and  not  restrictions  on  the  use  of  the  information. 

Ruling:  The  defense  renewed  motion  to  dismiss 

Specifications  13  and  14  of  Charge  II  for  failure  to  state  an  offense 
is  denied.  The  Court  will  instruct  in  accordance  with  its  8  June 
2012  ruling. 

All  right,  is  there  anything  else  on  that  issue  before  we 
move  on  to  actual  harm? 

CDC [MR.  COOMBS]:  No,  Your  Honor. 

ATC [CPT  MORROW]:  No,  Your  Honor. 

MJ:  All  right.  Government,  it's  your  motion. 
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TC [MAJ  FEIN]:  Your  Honor,  the  purpose  of  today  is  to  focus  on 
the  targeted  portion  that  the  Court  has  asked  the  prosecution  and 
defense  about  whether  actual  harm  or  damage  is  relevant,  or  lack 
thereof,  relevant  on  the  merits  or  for  the  merits  portion  of  this 
Court-martial  and  specifically  whether  acts  done  after  the  fact  can 
be  used  to  prove  any  element  that  occurred  prior  to — for  the  actual 

offense.  First  and  foremost - 

MJ:  Let  me  stop  you  for  just  a  moment  just  to  note — identify 

for  the  record - 

TC [MAJ  FEIN]:  Oh,  yes. 

MJ:  - the  prosecution  supplement  is  Appellate  Exhibit  158  and 

the  defense  targeted  brief  is  Appellate  Exhibit  164.  I  am  sorry  to 
interrupt . 

TC [MAJ  FEIN]:  Yes,  ma'am.  So,  ma'am,  first  and  foremost, 
actual  harm  or  damage,  again,  is  not  an  element  of  any  of  the 
offenses  that  Private  First  Class  Manning  has  been  charged  with  for 
this  Court-martial.  If  it  was  relevant — if  it  was  an  element  then  it 
would  be  relevant  and  then  not  only  would  the  government  have  to 
prove  that  the  accused  knew  that  the  information  could  cause  harm, 
both  for  the  793  and  the  1030  offenses,  and  that — or  the  accused 
stole  and  then  transmitted  the  information  combining  the  remainder  of 
the  offenses  for  Charge  I  and  Charge  II — but  then,  the  government 
also  would  have  to  prove  that  damage  occurred  from  the  theft  or  the 
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transmission  and  that  is  not  an  element  of  any  of  the  offenses  that 
we  have  gone  through  up  to  this  point. 

MJ:  Let  me  ask  you  just  a  question  on  that. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  And,  I  could  be  misunderstanding  the  defense's  position.  I 

agree,  going  through  the  instructions  that  actual  damage,  the 
government  does  not  have  to  prove  it,  it  is  not  an  element  of  any  of 
the  charged  offenses  and  defense  can  tell  me  if  they  disagree  with 
that  when  they  stand  up.  The  defense,  I  believe  what  they're  trying 
to  show  is  that  the  fact  that  there  was  not  actual  damage  is  evidence 
to  show  wh^ — whether  you  have  reason  to  believe  that  it  could  be 
expected  to  cause  damage,  not  to  their  adding  an  extra  element  for 
you. 

Could  you  address  that,  please? 

TC [MAJ  FEIN]:  Absolutely,  ma'am.  I  guess  first  and  foremost, 
ma'am,  the  defense  is  proffering  to  the  Court  that  the  lack  of  damage 
or  actual  damage  be  used  to  test  the  decision-making  of  the  accused 
on  whether  he  had,  "reason  to  believe".  First  and  foremost,  and  the 
reason  that  I  started  off  where  I  did,  is  because  if  damage  occurred 
or  doesn't  occur,  it  is  after-the-fact.  So,  in  order  to  test  the 
reasonableness  of  the  decision  the  accused  had — the  information  and 
the  mens  rea  that  went  behind  the  act,  the  accused  would  have  had  to 
known  the  information  at  the  time  of  the  act.  And,  any  damage  or 
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lack  thereof  that  occurred,  occurs  afterwards.  So,  in  order  to  be — 
yes,  the  defense  is  absolutely  correct  that  they  should  be  able  to 
present  evidence  to  the  trier  of  fact  in  order  to  test  that 
reasonableness.  And,  this  was  actually  addressed,  for  instance,  in 
Diaz ;  it  was  also  addressed  in  Steele.  A  good  example  of  evidence 
that  can  be  used  to  either  bolster  the  reasonableness  or  the 
prosecution  could  attack  the  reasonableness,  would  be  such 
information  as  the  documents  were  not  marked  classified;  the 
documents  came  from  an  unclassified  source,  not  SIPRNET ;  the 
documents  came  from  a  source  that  was  not  marked  as  classified;  the 
accused  acted  openly,  did  not  hide  his  actions.  There-  is  a  litany  of 
ways  to  test  the  reasonableness,  but  not  using  information  that  the 
accused — first,  that  did  not  exist  but  for  the  actions  of  the  accused 
and  second,  once  the  information  does  exist  of  damage  or  lack 
thereof,  to  suddenly  be  able  to  use  that  information  to  test  what  was 
in  the  mind  of  the  accused  at  the  time  of  the  commission  of  the 
crime.  So,  that  is — specific  on  that  point.  Your  Honor,  that  is  why 
it  is  not  relevant  for  a  mistake  of  fact,  or  any  other  type  of 
defense  that  the  defense  would  proffer  going  forward  on  the  merits. 
You  know,  to  specifically  instruct  upon  this  is  actually  just 
referencing,  just  read  from  the  mistake  of  fact.  Your  Honor,  the 
instructions  from  the  bench  book  alone.  The  instruction  statea,  for 
a  specific  intent  crime,  when  specific  intent  is  at  issue,  the 
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instruction  states,  "if  the  accused,  at  the  time  of  the  offense,  was 
ignorant  of  the  fact,  under  the  mistaken  belief,  then  state  the 
ignorance  for  mistake — and  he  cannot  be  found  guilty."  But,  it  is  at 
the  time  of  the  commission  of  the  crime.  "Further,  the  burden  is  on 
the  prosecution  to  establish  guilt.  If  you  are  convinced  beyond  a 
reasonable  doubt  at  the  time  of  the  alleged  offense,"  so  again,  even 
the  instructions  for  mistake  of  fact  go  to  is  at  the  time  of  the 
offense,  the  time  that  the  actus  occurred,  the  mens  rea  combined 
together  for  the  criminal  offense  that  is  charged  and  that  is  where 
that  evidence  would  be  relevant. 

MJ:  So,  let  us  go  through  the ^offenses  then. 

TC [MAJ  FEIN]:  Yes,  ma'am. 

MJ:  Specification  1  of  charge  I — or  The  specification  of  Charge 

I;  general  or  specific  intent  defense? 

TC [MAJ  FEIN]:  I  am  sorry  ma'am  if  you  could  ask  the  question - 

MJ:  I  am  going  through  to  look--you  just  brought  up  the 

defenses.  There  is  two  different  ones.  There  is  honest  and 
reasonable  mistake  of  fact  for  general  intent  offenses  and  just 
honest  mistake  of  fact  for  specific  intent  or  knowing  offenses. 

TC [MAJ  FEIN]:  Yes,  ma'am.  But,  the  government's  position  is, 
for  either  one  it  is  the  exact  same  issue. 
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MJ:  Well,  there  is  not  a  reasonableness  prong  if  they  are 

specific  intent  offenses. 

TC [MAJ  FEIN]:  Correct,  ma'am,  but  even — regardless  of  the 
specific  intent  or  general  intent  crime,  it  is  still  measured,  either 
the  reasonableness,  if  it  exists,  for — excuse  me,  for  the  general 
intent — or,  specific  intent  crime,  or  the  lack  of  reasonableness,  it 
is  still  measured  under  both  instructions  at  the  time  of  the 
punishable  offense. 

MJ:  Okay,  I  understand. 

MJ:  I  am  sorry,  ma'am,  did  you  still  want  to  go  through  the - 

MJ:  No,  I  would  just  like  the  government's  position  on  whether 

a  mistake  of  fact  would  be  an  honest  or,  an  honest  and  reasonable 
mistake  of  fact.  And,  if  you  are  not  prepared  to  do  that,  that  is 
fine.  We  can  do  it  some  other  time. 

TC [MAJ  FEIN]:  Yes,  ma'am.  I  will  go  back  to  you  in  a  moment  on 

that . 

MJ:  All  right. 

TC [MAJ  FEIN]:  So  ma'am,  that  is,  I  guess,  it  would  be  the  first 
issue  with  defense  of,  based  off  of  their  targeted  brief.  Your 
Honor,  the  second  is  that  what  the  defense  is  arguing  ultimately  goes 
back  to  is,  that  the  lack  of  harm  somehow  would  have  informed  the 
accused.  Well  then,  the  alternative  would  be  that  the  government  can 
present  evidence  that  harm  that  occurred  afterwards  could  then  be 
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used  to  bolster  the  government's  position  that  his  knowledge  was 
reasonable.  And  again,  although,  I  guess,  in  some  light  maybe  the 
government  would  like  to  do  that.  That  seems  unfair  as  well  from 
both  sides.  So,  we  are  not  just  saying  the  government — the  defense 
should  be  limited  or  precluded  from  presenting  any  evidence,  or  lack 
thereof,  of  harm,  but  also  the  government.  I  know,  another  issue 
that  will  come  up  is  the  fact  of  impeaching  witnesses.  The  defense 
contests  this  motion  because  it  somehow  limits  their  ability  to 
cross-examine  and  impeach  witnesses.  The  government  contends  that 
they  absolutely  should  and  can  impeach  every  single  witness  and 
cross-examine  them  fully.  But,  it  is  based  off  of  the  scope  of  what 
they  are  being  offered  for  as  witnesses.  The  government  does  not 
have  the  burden  to  prove — does  not  have  the  requirement  to  prove 
harm.  The  government  is  not  going  to  be  eliciting  that  information 
from  them.  If  the  information  is  classified,  and  not  all  of  the 
information  has  even  been  charged  as  classified,  for  the  information 
that  is  classified,  or  even  not  classified,  the  government  will  put 
up  experts,  assuming  they  are  properly  qualified  in  order  to  elicit 
testimony  from  them  on  first,  what  is  the  information  that  is  at 
issue,  explain  the  documents  or  the  videos  or  whatever  it  is  on  the 
charge  sheet,  explain  it  to  the  trier  of  fact,  and  then  we  will  offer 
either  the  same  or  different  expert  that  is  an  expert  of  how  the 
information  is  closely  held  that  is  national  defense  information,  in 
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order  to  explain  that.  If  the  information  is  classified,  they  will 
explain  why  it  was  properly  classified  at  the  time.  All  of  that 
testimony  can,  and  should,  be  impeached.  Those  witnesses  can  be 
cross-examined,  but  it  is  based  off  of  the  information  they  used  to 
come  to  that  opinion.  And,  if  they  are  using  information  about  the 
fact  that  harm  did  occur  or  did  not  occur,  then  that  is  improper 
opinion  in  the  first  place  because  they  are  simply  testifying,  if  it 
is  classified  that  it  could  cause  harm  to  national  security  at  a 
certain  level,  based  on  the  confidential  or  secret.  And,  ultimately 
what  is  required  under  the  law,  that  it  could--that  the  defense 
excuse  me,  that  the  accused  reasonably  knew  that  it  could  cause  harm 
or  injury  to  the  United  States.  They  will  testify  why  that  would  be. 
So  again,  the  defense  absolutely  can  and  will  be  able  to  cross- 
examine,  just  not  on  the  fact  that  actual  harm  to  national  security 
did  or  did  not  occur.  That  is  on  its  face.  Your  Honor,  aggravating 
evidence  or  mitigating  evidence  left  for  sentencing,  not  to  prove  or 
disprove  a  fact  that  goes  to  the  basis  of  these  charges. 

MJ:  All  right,  the  defense  proffer  of  reasons  for  admission 

states  that  is  relevant  for  the  following  reasons,  and  I  would  like 
the  government  to  address  each  one  of  those.  "That  the  accused  had 
reason  to  believe  the  information  could  be  used  to  the  injury  of  the 
United  States  or  the  advantage  of  any  foreign  nation." 

TC [MAJ  FEIN]:  Do  you  want  to  just  go  through  each  one,  ma'am? 
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INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  1 4,  will  be  used  by  the  trial  counsel  and 
the  reporter  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  verbatim  record  is  prepared.  Air 
Force  uses  this  form  and  departmental 
instructions  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  summarized  record  is  authorized. 
Army  and  Navy  use  DD  Form  491  for  records  of 
trial  in  general  and  special  court-martial  cases  in 
which  a  summarized  record  is  authorized. 
Inapplicable  words  of  the  printed  text  will  be 
deleted. 

COPIES  -  See  MCM,  1984,  RCM  1103(g).  The 
convening  authority  may  direct  the  preparation  of 
additional  copies. 

ARRANGEMENT  -  When  forwarded  to  the 
appropriate  Judge  Advocate  General  or  for  judge 
advocate  review  pursuant  to  Article  64(a),  the 
record  will  be  arranged  and  bound  with  allied 
papers  in  the  sequence  indicated  below.  Trial 
counsel  is  responsible  for  arranging  the  record  as 
indicated,  except  that  items  6,  7,  and  15e  will  be 
inserted  by  the  convening  or  reviewing  authority, 
as  appropriate,  and  items  10  and  14  will  be 
inserted  by  either  trial  counsel  or  the  convening  or 
reviewing  authority,  whichever  has  custody  of 
them. 

1 .  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate's  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet." 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1984,  RCM  1105). 

9.  DD  Form  458,  "Charge  Sheet"  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  "Investigating  Officer's  Report,” 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

1 4.  Records  of  former  trials. 

15.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 
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